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Abstract 

This study specifically aimed to determine the effects of access control on reducing cybercrimes. 

Since much research has yet to be done to evaluate how privacy, data integrity, and access control 

affect the overall decline in cybercrimes, this study is conducted to help telecommunication 

companies employ and strengthen access control measures to safeguard company and customer 

information. This study employed a quantitative research approach, and the data collected were 

analysed using regression analysis techniques. Data was collected through questionnaires in a 

Likert-scaled form and in-depth interviews. The sample size of this study was 199 employees from 

the selected companies. The data collected was analysed using both qualitative and quantitative 

techniques. The findings show that the general correlation between independent and dependent 

variables is 0.01, whereby specific consideration shows that Access Control (AC) had a correlation 

of .117, which was significant at .004. The correlation analysis confirms a positive and significant 

relationship between access control and the reduction of cybercrimes since the p-value was <.005.  

This study concludes that despite the roles played by the access control mechanisms provided by 

telecommunication companies, there is a need to enhance both internal and external control 

measures, such as strengthening the security policies to impose severe sanctions on individuals 

who try to tamper with the information systems of the telecommunication companies. Hence, this 

study recommends the provision of more awareness to the user of information systems both within 

and outside the telecommunication companies because data breaches happen either through 

internal or external sources; hence, it is essential that training, education, and other means to 

enhance knowledge about cybercrimes should be implemented. 
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1.0 INTRODUCTION 

Development of technology, progress and the increase in information flow impact the development 

of organisations and require rapid changes in their information systems (Mbawala et al.,2021; 

Mhina et al.,019). An enterprise must develop a security framework that secures the information 

system against internal and external threats (Semlambo et al.,2022). Information system protection 

requires the creation of a high-level model independent from the software, satisfying the need for 

protection and security of a system (Kozhusk et al.,2019).One of the basic concepts of protection 

models is access control which is used  within the organisation to limit the actions or operations 

that the system's users can execute.The access control based on role concept represents an exciting 

alternative to traditional systems of Discretionary Access Control (DAC) type or Mandatory 

Access Control (MAC) type. Role-Based Access Control (RBAC) model based on a role concept 

defines the user's access to information based on activities that the user can perform in a system (G 

Ducornaud, 2023). 

 

Companies set security policies for information systems to determine that it is necessary to define 

for each user a set of operations that it could perform, and this set of permissions should be defined 

for each system's user (Semlambo et al.,2022). It suffices to determine the permissions for 

executing particular methods on each object accessible for that user. There is a need to create a tool 

designated mainly for security administrators who could manage one of the security aspects of 

information systems, namely the control of users' access to data stored in a system (U Tariq, 2023) 

In Tanzania, cybercrimes are still a problem which requires immediate attention (Mtakati, B. ., & 

Sengati, F. (2021). The trends show that there is an increase in cybercrimes where digital 

technologies are increasingly integrated into daily lives, ensuring cybersecurity has become 

paramount (Pallangyo, 2022).  

 

The rapid growth of internet use in Tanzania has brought numerous benefits, including improved 

communication, access to information and enhanced economic opportunities (Mnyawi et al., 2022). 

However, it has also exposed individuals and organisations to various cyber threats and 

vulnerabilities. The common cyber threats in Tanzania, such as viruses, malware and ransomware, 

pose significant threats. They can infiltrate a system, compromise data integrity and disrupt 

operations, leading to financial losses, reputation damage and operational downtime for individuals 

and organisations. To deal with challenges posed by cybercrimes, access control is a crucial choice 

to safeguard the privacy of the user of information systems, limiting access and controlling 

unauthorised access to information systems and ensuring data integrity. Therefore, this study is 
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conducted to assess the effects of access control on reducing cybercrimes in selected 

telecommunication companies in Tanzania. 

 

2.0 LITERATURE REVIEW 

This section discusses the literature related to information security and access control and 

associated frameworks. First, it presents definitions of essential concepts, followed by the theories 

associated with the study. 

 

2.1 Definition of key concepts 

i. Access control  

According to (Kupuswamy et al., 2017), access control is the process of controlling who has access 

to what resources or places within a system, network, building, or organisation. It is vital to physical 

and digital security, protecting assets, maintaining data integrity and privacy, and protecting 

sensitive data (Ilbiz & Kaunert, 2022). Access control Systems are employed in various settings, 

such as computer networks and other information systems. 

 

Access control allows the user's responsibilities and possibilities in a system to be defined. It can 

define what a user can do directly and what programs executing on behalf of the user are allowed 

to do. Access control limits the activities of successfully authenticated users based on the security 

constraints defined at the conception and administration levels. The access control approach 

consists of two components: a set of access policies and access principles that determine the 

possible access of the system's users to data and information stored in a system using the access 

modes and a set of control procedures (security mechanisms) that allow to verify the access requests 

sent by system's users in agreement with defined principles and rules; these access requests may 

be allowed, denied or modified. 

 

ii. The Internet of Things 

IoT describes devices with sensors, processing ability, software and other technologies that connect 

and exchange data with other devices and systems over the Internet or other communications 

networks (Gillis, Alexander 2021). The IoT encompasses electronics, communication and 

computer science engineering. IoT has been considered a misnomer because devices do not need 

to be connected to the public Internet; they only need to be connected to a network and be 

individually addressable. 
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2.1 Theoretical Review 

The Routine Activity Theory (RAT). This theory was founded by Cohen and Felson in 1979 and 

is based on three elements that determine a crime situation guided by this study: a motivated 

offender, a suitable target, and the absence of a capable guardian. Even though, in this theory, the 

explanation of crime is rated physical, the same crime approach can be committed online using a 

computer (Kigerl, 2012). RAT has evolved with the progress of technologies that shifted traditional 

crimes to virtual territories (cybercrimes), especially with the development of the Internet and 

social networks (Krasznay & Hámornik, 2018). Researchers such as Kumar et al. (2016) focus 

more on guardianship victimisation, which is the inability of a victim to make rational decisions 

regarding his protection against cyberattacks. Guardianship focuses on any careless control over 

potential victims. This theory is applicable in this study because it addresses issues such as privacy, 

which is the right to prevent unauthorised intrusion into personal information, hence guaranteeing 

the protection of information systems (Leukfeldt et al., 2017).  

 

The protection of citizen privacy in the investigation and prosecution of cybercrime is a big concern 

since the right to privacy is protected under many national constitutions and an element of various 

legal traditions. Access control is about the limitation of acts which cause impersonation, cyber 

harassment and violent victimisation. User identity cybercrimes are associated with online identity 

theft, consumer fraud, and phishing. Also, there is online harassment and cyber impersonation, 

which affects the user of information security or internet systems (Miranda, 2018). Cybercrimes 

occur over digital devices like cell phones, computers and tablets. They can happen through SMS, 

Texts and Apps or online in social media, forums or gaming where people can view, participate in 

or share content. Routine activity theory is used to address cybercrimes within Social Networking 

Sites (SNS) by reviewing the activities within the SNS that can contribute to any risk of 

experiencing cybercrimes. 

 

2.2 Empirical Review on Access controls 

Employees in a company should only be able to use resources at will. The rules and tools known 

as access control determine which resources can be accessed by authorised users. Businesses select 

the best access control model based on infrastructure, security requirements, and other factors (Erin 

Risk, 2021). Access control allows a subject (user/human) to be identified and given permission to 

access an object (data/resource) in accordance with the task at hand. These controls are 

implemented to ensure that subjects can only access objects through safe, permitted methods and 

prevent unauthorised access to resources. You can manage your assets more effectively by placing 
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access control systems that work for your company (Robert Townsend, 2018).  

 

Access control is a system that allows an authority to control access to zones and resources of a 

given installation. It ensures confidentiality in such a way as to ensure that information is only 

accessible to those authorised; it also assumes integrity in such a way that the data are indeed those 

believed to be. Most of recent proposals have addressed the problem of access control using 

centralised approaches where a central entity is responsible for managing the authorisation 

mechanisms, allowing or denying requests from external entities. However, end-to-end security 

between devices and any Internet host cannot be achieved in these approaches. However, traditional 

access control models must meet the requirements imposed by IoT scenarios, introducing a lack of 

flexibility, scalability and usability in environments with billions of devices. These problems could 

be solved by a distributed approach in which "things" are able to make authorisation decisions 

without delegating this process to a different entity (Y. Andaloussi et al., 2018).  

 

A study on fine-grained IoT access control methods integrating attribute-based encryption and 

blockchain presented blockchain-based attribute-based encryption (ABE) and IoT data access 

control methods (Lu et al., 2021). To provide fine-grained access control that guarantees and 

ensures IoT data's security and transparency, symmetric encryption and ABE algorithms are used. 

Additionally, distributed storage is paired with blockchain technology to address the storage 

bottleneck in blockchain systems. The only information on the blockchain is the data's hash values, 

the cypher text's location, the access control policy, and other pertinent data. Access control is 

implemented in this system using the smart contract. The results of experiments demonstrated that 

the proposed scheme can effectively protect the security and privacy of IoT data and realise the 

secure sharing manner of data (Dey, Nilanjan et al. 2018).  

 

Many challenges exist in designing access control solutions for the IoT. These challenges include 

addressing identities of things issued in the IoT, utilising relationships for access control, 

supporting policies' specification and automation, resolving interoperability issues, integrating 

blockchain with access control, overcoming resource constraints on IoT devices and ensuring the 

security of the access control process in the IoT. The development of new scalable schemes for 

identities of things, enabling novel multi-factor authentication methods for security, utilisation of 

relationships for authentication and access control, and resolving interoperability issues by 

standardisation is desired to fulfil access control requirements in the IoT (Ragothaman K et al. 

2023). 
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Mahmood et al. (2019) assessed a secured cloud computing system using an encryption and access 

control model. Cloud computing provides information technology services on the Internet, such as 

software, hardware, networking, and storage. These services can be accessed anywhere at any time 

on a pay-per-use basis. However, storing data on servers is a challenging aspect of cloud 

computing. This paper utilises cryptography and access control to ensure the confidentiality, 

integrity, and proper control of access to sensitive data. This study proposes a model that can 

protect data in cloud computing. The model was designed using an enhanced RSA encryption 

algorithm and a combination of a role-based access control model with extensible access control 

markup language (XACML) to facilitate security and allow data access.  

 

Security is one of the primary concerns and a major barrier to adopting cloud computing. Cloud 

computing may suffer from conventional distributed systems' security attacks such as malicious 

code (Viruses, Trojan Horses), back door, Man-in-the-Middle attacks, Distributed Denial-Of-

Service (DOS) attacks (Wang, 2011), insecure application programming interface, abuse and 

nefarious use of cloud computing and malicious insiders (Dan et al., 2010). Cloud services could 

be inaccessible due to these attacks and generate negative impacts. It is an essential and primary 

requirement for cloud service providers to ensure their services are fully usable and available at all 

times (Wang et al., 2009). 

 

Khalaf and Kadi (2017) studied access control and data encryption for database security. This study 

noted that with the vast amount of data generated nowadays, organising and managing it is very 

important to allow users to access, retrieve, and update their data using database systems (DBS). 

Most organisations use DBS to increase efficiency and productivity, but security threats are 

becoming more dangerous to the DB. So, data protection by keeping it integrated and secured from 

any undesirable intrusion became the highest priority for these organisations. Database security is 

an important goal of any data management system.  

 

Indu Kashyap (2013) argued that Database security is based on three important constructs: 

confidentiality, integrity and availability, and that access control maintains a separation between 

users on the one hand and various data and computing resources on the other. There are three main 

models of access control: The DAC model governs the access to data based on the user's identity 

predefined rules but is vulnerable to Trojan horse attacks. MAC models govern users' access to 

data based on their assigned classifications but are too rigid for some environments. RBAC models 
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regulate access based on roles users play in a system. Roles are actions or responsibilities associated 

with a particular working activity. RBAC makes permissions management easier and supports the 

principle of least privilege, separation of duties, etc. All the models are imperfect and have 

vulnerabilities; thus, they must be chosen according to the needs of organisations. 

 

3.0 METHODOLOGY 

This section presents the methodology that was used to conduct this research. This section discusses 

the following: research approach, study area, targeted Population, sample size and sampling 

techniques, data collection, validity and reliability, data analysis and ethical considerations.  

 

3.1 Research Approach  

This study employed a quantitative approach in which data was collected through questionnaires 

in a Likert scale form, and the collected data were analysed using descriptive statistics and multiple 

regression analysis using SPSS Software. The nature of the study's objectives influenced the choice 

of approach. 

 

3.2 Study Area  

Selecting an area of study is essential since it influences the usefulness of the information produced 

(Kothari, 2004). This study in Dar es Salaam involved selected telecommunication companies 

(Vodacom Tanzania and Airtel). These companies have been selected because they have large 

numbers of customers whose data and other information have been collected to facilitate the use of 

services provided. Also, they have been using encryption services to secure their data; hence, they 

can provide reliable information about criminal data encryption to reduce criminal activity and 

provide valid and reliable data. 

 

3.3 Targeted Population 

Population is the total number of individuals, elements, households, or groups that are to be studied 

by the researcher (Cooper & Schindler, 2003). The target population of this study was 555 staff 

members of (Vodacom and Airtel).  

 

3.4 Sample Size 

The sample size is the number of items selected from a population to be sampled for the study 

(Kothari, 2013). In this study, the researcher obtained the sample size of 232 through the Yamane 
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formula as follows: n = N
1+N(e)2

; where N = Population (555); n = Sample Size; e = Error term (0.05); 

Hence yielding n = 555
1+555(0.05)2

 = 232.2. Therefore, the sample size of this study was 232 employees 

from the selected companies.  

 

3.5 Data Collection and Analysis Methods  

While the distributed questionnaires were 232, the returned questionnaires were 205, equivalent to 

an 88.4% return ratio. Furthermore, the returned questionnaires were subjected to data screening. 

Six questionnaires were dropped due to incomplete data and lack of respondents' engagement, 

resulting in 199 clean questionnaires, equivalent to 85.8%, which is high enough for data analysis. 

The remaining 199 questionnaires were analysed based on quantitative data analysis methods using 

statistical software called Statistical Package for Social Science (SPSS) version 29.0.1. They were 

presented using descriptive statistics showing means and standard deviation. Also, the researcher 

employed multiple regression analysis techniques to examine the relationship between research 

variables by adopting the following regression model.  

 
𝒀𝒀 = 𝜶𝜶 + 𝜷𝜷𝟏𝟏𝒙𝒙𝟏𝟏 + 𝜷𝜷𝟐𝟐𝒙𝒙𝟐𝟐+. .𝜷𝜷𝒏𝒏𝒙𝒙𝒏𝒏 + 𝜺𝜺…………………………eq1 

Then, 

𝒀𝒀 = 𝜶𝜶 + 𝜷𝜷𝟏𝟏𝑨𝑨𝑨𝑨 + 𝜺𝜺……………………..eq2 

Where,  

Y  =   Reduction of Cybercrimes  

α =  Constant      

 ε  =  Standard Error. 

AC = Access Control 

 

4.0 RESULTS ND DISCUSSIONS 

4.1 Results 

Table 1 presents the results of the demographic characteristics of the respondents. The results show 

that 66.3% of the respondents in this study were male, while 33.7% were female. These findings 

imply the effective participation of male respondents compared to females. However, the 

researcher ensured that both genders participated despite their difference in participation rates. 

Table 1 also shows that 27.6% of the respondents were aged 18 – 25, 49.7% were aged 25-50, and 

22.6% were 50 years and above. These findings show that the distribution of the respondents based 

on their age aimed to examine the maturity level of respondents and that all the respondents were 
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the age capable of forming a well-reasoned opinion based on the problem being studied. Also, this 

demographic analysis shows that on the level of education, it was revealed that 17.6% of the 

respondents had a certificate level of education, 39.2% of the respondents had a diploma, 26.6% of 

the respondents had a bachelor's degree, and 16.6% of the respondents had the master degree and 

above. 

 

Table 1 Demographic Characteristics of the Respondents  

Character  Category Frequency Per cent 

Gender  Male 132 66.3 

Female 67 33.7 

   

Age Category 18-25 years 55 27.6 

25-50 years 99 49.7 

Over 50 years 45 22.6 

   

Highest Educational Level Certificate 35 17.6 

Diploma 78 39.2 

Bachelor’s degree 53 26.6 

Master’s degree and 

above 
33 16.6 

   

Working Experience 1-5 years 83 41.7 

6-15 years 54 27.1 

Above 16 years 62 31.2 

 

On the working experience, Table 1 shows that 41.7% of the respondents had 1 – 5 years of working 

experience in telecommunication companies, 27.1% of the respondents had working experience of 

between 6 – 15 years, and 31.2% of the respondents had working experience of 15 years and above 

in telecommunication companies. Generally, from these findings, it can be established that the 

respondents who participated in this study possessed qualities required by the respondents to enable 

data collection since they had enough level of education, they had enough working experience and 

other characteristics which were necessary for them to provide valid and reliable information 

needed for this research study.  

https://doi.org/10.59645/tji.v3i1.134
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Descriptive Statistics on the Effects of Access Control on Reduction of Cybercrimes  

This study aimed to assess the effects of access control on the reduction of cybercrimes, whereby 

a Likert-scaled questionnaire was employed to collect quantitative data. The researcher employed 

descriptive statistics, which show Mean and Standard Deviation (SD) values as presented in Table 

2. 

Table 2. Effects of Access Control on Reduction of Cybercrimes  

Access Control  Mean SD 

It helps to manage who is authorised to access corporate 

data and resources. 
3.79 1.070 

Access control uses policies that verify that users are who 

they claim to be. 
3.73 1.290 

ensures appropriate control access levels are granted to 

users. 
3.84 1.120 

Access control allows determining circumstances under 

which certain data, apps, and resources may be accessed. 
3.87 1.054 

Access control policies provide general protection of 

digital spaces. 
3.81 1.078 

Access control puts a little more control back into 

leadership's hands 
4.02 1.082 

 

The results obtained through descriptive statistics (See Table 2) show the perception of 

respondents' effects of access control to enhance the reduction of cybercrimes. The determinants 

of access control show that management of who is authorised to access corporate data and resources 

had Mean = 3.79 and SD = 1.070. Also, policies that verify users are who they claim to be had 

Mean = 3.73 and SD 1.290; Ensuring appropriate control access levels are granted to users had 

Mean = 3.64 and SD = 1.120; Determining circumstances under which certain data, apps, and 

resources may be accessed, had Mean = 3.87 and SD = 1.054; Access control policies providing 

general protection of digital spaces had Mean = 3.81, and SD = 1.078;  and Access control puts 

more control back into leadership's hands as mean = 4.02 and SD = 1.082. The results obtained in 

the section indicate that respondents think access control is a crucial aspect of reducing 

cybercrimes. 
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Linearity Test 

The linearity test is a statistical test used to determine if there is a linear relationship between the 

independent and dependent variables. It is a test confirming the presence of a straight line, a form 

of the regression equation (Y = a + bx). In this form of equation, Y is regarded as the dependent 

variable, x is the independent variable, a – is the constant or slope of the equation, and b is the 

coefficient of correlation. 

 

Table 3 Pearson Correlation   

 RC AC 

Reeducation of Cybercrimes (RC) Pearson (r)  1  

Sig. (2-tailed)   

N 199  

Access Control (AC) Pearson (r) 0.117 1 

Sig. (2-tailed) 0.004  

N 199 199 

**. Correlation is significant at the 0.01 level (2-tailed) 

 

Table 3 shows that Access Control (AC) correlates at 0.117, significant at .004. The correlation 

analysis confirms a positive and significant relationship between the independent and dependent 

variables since the p-value was <.005. Hence, the findings of this study confirm that access control 

reduces cybercrimes in the selected telecommunication companies.  

 

Reliability Tests  

A reliability test measures the degree to which a particular measuring procedure gives similar 

results over several repeated trials. Reliability in this research was conducted by using Split-Half 

methods in which a Cronbach Alpha Coefficient was measured and presented in Table 4   

 

Table 4 Reliability Tests  

Variables  Cronbach’s Alpha Remark 

Access Control  0.764 Reliable  

Privacy Protection  0.803 Reliable  

Data Integrity  0.812 Reliable  

Source: Field Data (2023) 

Table 4's findings indicate that the Cronbach Alpha coefficient ranged from 0.764 to 0.812 at its 
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lowest and highest values, respectively. This demonstrates that the data produced increased 

reliability, allowing the researcher to proceed with more analysis steps. Typically, for research to 

be considered reliable, the Cronbach Alpha coefficient in the reliability test must be at least 0.7. 

 

Linear Regression   

Finally, the researcher performed a linear regression to confirm access control's effects on reducing 

cybercrimes in telecommunication companies. This study used one Independent variable, namely 

Access Control, while the dependent variable was the reduction of cybercrimes in selected 

Telecommunication Companies. 

Table 5 Model Summary 

Model R R Square Adjusted R 

Square 

Std. Error of the 

Estimate 

Durbin-Watson 

1 .722a .673 .561 1.263 1.886 

The initial regression results usually intend to confirm the model acceptance variables. Table 5 

above shows that the variable AC factor loading of .722 is approximately 72%, which explains the 

regression equation. The R-Square value was loaded at 0.673 (67%) and adjusted R-Square at .561 

(56%). The results mean that the three variables explain about 56% of the variance in the dependent 

variable, which means additional factors outside the suggested ones could explain the remaining 

percentage.  

 

Table 6 ANOVA 

Model Sum of Squares df Mean Square F Sig. 

1 

Regression 116.564 3 38.855 24.353 0.000b 

Residual 311.124 195 1.596   

Total 427.688 198    

 

Analysis of Variance (ANOVA) was performed to testify to the interaction effects between 

variables within the group and to confirm and relate the mean values of the variables (See Table 

6). The F-test was run concurrently in the SPSS to confirm further analysis within and between 

groups of variables. The F–test was 24.353, statistically significant as the p-value was 0.000. This 

confirms the presence of a significant relationship between access control and the reduction of 

cybercrimes in telecommunication companies.  
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Table 7 Coefficients 

Model Unstandardised 

Coefficients 

Standardised 

Coefficients 

t Sig. 

B Std. Error Beta 

1 
(Constant) 1.331 0.379  3.507 0.001 

AC 0.055 0.065 0.053 0.841 0.002 

Source: Field Data (2023) 

 

Table 7 shows the final regression results, which can be summarised as follows;  

Y = 1.331 + .055AC + ɛ 

 

The linear regression aimed to establish a relationship between access control and reduction of 

cybercrimes (RC), and the results obtained were that AC had Beta =0.053, p<.002. This means a 

positive relationship exists between access control and reduction of cybercrimes. These findings 

imply that cybercriminals target telecommunication companies because they intend to earn money 

through this process. Thus, telecommunication companies employ access control to enhance secure 

data storage or transmission. It is used with authentication services to ensure that access is only 

provided to authorised users. 

 

Therefore, access control provides an additional layer of protection for this data and helps maintain 

the confidentiality of the information. Encryption is used also to verify that the data has not been 

tampered with during storage or transmission. This is achieved through message authentication 

codes, ensuring the data is not altered. 

 

4.2 Discussion of Results  

This study examined the effects of access control on reducing cybercrimes. The regression results 

revealed that access control is significant, with a p-value less than .005, and the discussion is further 

elaborated with the support of literature to clarify results as follows: Access Control (AC) was 

statistically significant in the regression results. Increasing access control mechanisms to 

information systems used by telecommunication companies may help reduce cybercrimes. This is 

supported by Lu et al. (2021), who suggested that the access control scheme that combines 

attribute-based encryption and blockchain technology also limits access to information by 
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unauthorised persons in the information system. Also, systematic encryption is utilised to realise 

fine-grained access control and ensure the security and openness of IoT data in the same way 

Malhood et al. (2019) pinpointed that access control ensures confidentiality and proper access to 

sensitive data; this is because storing data in the information systems and servers is challenged by 

the aspect of clouding computing and social engineering. Thus, to ensure access control, it is 

essential to design an entrusted encryption algorithm and a combination of role-based access 

controls to facilitate security and limit data access. 

 

5.0 RESULTS ND DISCUSSIONS 

5.1 Conclusion 

The findings of this study imply that telecommunication companies can increase their commitment 

to data security through access control and enhance collaboration with regulatory authorities to 

provide a more constructive and cooperative relationship, potentially resulting in benefits such as 

reduced regulatory scrutiny. The research findings imply that effective access control can act as a 

deterrent for cybercriminals. If they think extracting valuable information from a 

telecommunication company's system is difficult or nearly impossible, they may be more inclined 

to target easier, less secure targets. The research obtained in this study encourages more innovation 

and more convenient access control mechanisms, which can reduce cybercrimes. This can stimulate 

more development in advanced access control techniques and technologies.  

 

5.2 Recommendations 

Firstly, despite the roles played by the access control protocols provided by telecommunication 

companies, there is a need to enhance both internal and external control measures, such as 

strengthening the security policies to impose severe sanctions on individuals who try to tamper 

with the information systems of telecommunication companies.    Secondly, this study recommends 

the provision of more awareness to the user of information systems both within and outside the 

telecommunication companies because data breaches happen either through internal or external 

sources; hence, it is essential that training, education, and other means to enhance knowledge about 

cybercrimes should be implemented.   Since technology tends to evolve and change to become 

more sophisticated, telecommunication companies must invest many resources in adopting more 

up-to-date information systems that accommodate more protective features to guarantee maximum 

cyber security, which will also help reduce cybercrimes.  
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