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Abstract

Cyberspace has been identified as a new domain of warfare; awareness of cyber threats
is therefore crucial for members of the military because it allows for greater insight into
potential cyber threats and attacks. Furthermore, developing cybersecurity awareness
may assist in the detection of cyber threats in the workplace, and may further assist
members of the military to be cognisant of their own vulnerability in cyberspace. In
South Africa, cybersecurity is a topic of interest, and the South African National Defence
Force has highlighted the need to enhance its cybersecurity capacity. The Cybersecurity
Orientation Questionnaire was developed for members of the South African military
with the fundamental objective of assessing their cybersecurity awareness as part of a
larger study. The purpose of the study on which this article is based, was to explore the
initial validation of the Questionnaire using a South African military sample. The study
design was quantitative, and the reliability and factor structure of the Questionnaire
were analysed by means of the Statistical Package for the Social Sciences. The sample
size consisted of 182 military participants who were based at two military educational
institutions. The Questionnaire showed acceptable reliability for research purposes (r
=.79; p = .000) and the prominent three-factor structure was in line with the theorised
factors envisioned during the development of the Questionnaire. Initial validation of the
Questionnaire showed promising results for assessing cybersecurity awareness in the South
African military sample. This study therefore emphasises the importance of developing
instruments specifically for the South African military context.

Keywords: cybersecurity, South Africa, cyber awareness, reliability, factor structure,
Cybersecurity Orientation Questionnaire

Introduction

Cyberspace is considered a new domain of conflict; therefore it is critical for members
of the armed forces to be cognisant of cyber threats as it may enable greater insight
into potential vulnerabilities within their own security behaviour, but also the risks in
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the virtual reality sphere. While the emphasis is mostly on the technical features, in
more recent times, the focus has shifted to the human element as a key component of
ensuring cybersecurity.>* Individual cybersecurity awareness is crucial in understanding
how people practise cybersecurity behaviour in organisations. It is therefore essential to
highlight users’ knowledge, behaviour, and perceptions, as humans are the weakest link
in the security chain.’ For the purpose of this study, the researcher utilised the definition
created by Bester as the foundation for terms of reference:

Cybersecurity is a flexible security process through which individuals are
constantly interacting with a technical environment in the social context.
Cybersecurity is also the immersive process through which the human factor
utilises security software tools in tandem with education, training, guidelines,
technical knowledge, and best practices such as awareness training, technical
skills, and risk assessment. Cybersecurity also requires the notion of applying
knowledge to risk perception and precautionary behaviour, while being fully
aware of vulnerabilities in both the physical and cyberspace domain.®

In South Africa, the seriousness of cyber threats and attacks has compelled the South
African (SA) government to consider the development of legislation and frameworks in
order to address these contemporary threats in cyberspace.” The rise of cyber threats not
only signifies significant security challenges at individual level, but may also pose security
challenges to organisations, various sectors, and national security.® The significant increase
in cyber threats has led to the South African National Defence Force (SANDF) becoming
increasingly resolute in enhancing its cyber resilience and digital capacity.” The SANDF
also recognises the importance of exploring cybersecurity from a multi-disciplinary
perspective.!” This multi-disciplinary view is echoed in cybersecurity research focusing
on technological advancement and on social as well as psychological development
of awareness education on cybersecurity.!!121314151¢ Cyberspace and technology are
expanding at a rapid pace. This includes extending their reach to growing numbers of
individuals, governments, and other sectors.!’

The rapid upsurge in malicious threats to mobile devices increases the possibility of
digital exploitation of users.'® Mobile internet technology, such as mobile devices, has
made it affordable for people to communicate and access information."” Digital and
technological development may have an influence on the economic and social situation
in nation-states.?’ The development of technology has seen acceleration during and after
the COVID-19 pandemic. The advancement of technologies has allowed nation-states to
facilitate the innovation of new services. This enables strengthening of communications
for modern economies.?!*> Economic and technological transformation, which advances
with the use of the Internet, opens users up to being increasingly vulnerable to potential
attacks.”?* The roles played by cyberspace, cybersecurity, and cybersecurity awareness
are key to how users approach the practice of digital security and information sharing.
As noted earlier, due to the rapid surge in malicious threats and evolving technological
advancements, it has become increasingly important to ensure that users are equipped
with the necessary skills to mitigate cyber threats.”
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The human element remains the cornerstone of all matters of a cyber nature as humans
need to move continuously between the digital space and the physical space.” In this kind
of security, the human element is susceptible to committing security-related errors and is
left vulnerable to potential threats.?” It should be noted that many users possibly still lack
the required awareness of the nature and variety of threats in this domain. According to
Zwilling et al., users of cyberspace may fall victim not only to cyber threats but also to
knowledge gaps, which expose them to cyber-related hazards. Moreover, these users often
fail to acquire the minimum amount of knowledge necessary to protect their computing
devices.” Zwilling et al. emphasise that in more severe cases, individuals suffer from
a total lack of awareness of cyber hazards.” Not possessing sufficient awareness of
cyberspace and its potential threats may put users at risk.*

So far, scholarly efforts have been directed largely towards the exploration of students’
perceptions of cybersecurity awareness and practices in various contexts outside the
defence environment.>'32 Research concerning cybersecurity and online behaviour has
gained some momentum in recent years, as there is an increasing need to understand
the notion that the use or overuse of cyberspace may alter human behaviour.>® The
topic of cybersecurity awareness has received significant interest in the race to obtain
an understanding of vulnerabilities, as pointed out by Bester.3* The surge in research
relating to cybersecurity awareness points to the apparent lack of education in this area
among users, which is vital when noting the high level of risk associated with cyber
threats.>® Cybersecurity awareness has received some attention in the SA context where
the following aspects have been addressed: perceptions of cybersecurity,* information
warfare,’” the review and development of cybersecurity policy frameworks,**3* and
exploring the cyber threat landscape.*’

The Role of Cyberspace

Cyberspace is described as a physical and non-physical territory, which consists of
‘computers, computer systems, networks and their computer programs, computer data,
content data, traffic data, and users’.*! Furthermore, cyberspace introduces new challenges
to governments, and therefore demands enhanced capacity of cybersecurity and the need
to address national security threats in cyberspace.** Cyberspace is an invisible domain
that allows users to be anonymous.* The consequences of this invisibility present a
security challenge, where a hybrid (physical and digital) form of warfare may emerge as
either offensive or defensive. This domain may therefore be perceived as both a potential
challenge and a benefit for governments.* Cyberspace is considered a borderless platform
that enables more sophisticated threats, such as cybercrime, cyber terrorism, cyber war,
and cyber espionage.* On the other hand, the Internet is described as a global network of
computers that enables worldwide communication and information exchange.*

The Impact of Cyber Threats on Users and Society

As technology advances and becomes more affordable, so too does the complexity of cyber
threats and attacks.?” The importance of cybersecurity awareness becomes integral with
the human element being placed in a vulnerable position.*® Furthermore, the low levels
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of cybersecurity awareness are believed to contribute to the cyber threats that African
nation-states are encountering.* Low levels of cybersecurity awareness may also have an
influence on securing cyberspace.”® What makes matters worse is that Africa is viewed
as an attractive haven for cyber criminals who operate illegally on this continent.”! Many
African nation-states recognise the importance of improving their approach to developing
their respective cybersecurity capacity and strategies.”> Some challenges related to the
slow adoption of technology and the slow-paced development of cybersecurity strategies
and frameworks however still prevail.® In addition, the importance of cybersecurity
is underemphasised even though cyber threats have the ability to cause economic and
political damage.**

With cyberspace extending its reach into multiple sectors, the vulnerability of individual
users and organisations increases as well. Cyber threats are pervasive, and are threatening
to cause havoc.” Obtaining the necessary cybersecurity knowledge and awareness is
vital when navigating the Internet while maintaining information security at the same
time. Bester suggests that cybersecurity awareness is a flexible and continuous process
during which the individual is cognisant of threats and his or her own vulnerability.
Moreover, Bester argues that the application of knowledge, precautionary behaviour,
and risk perceptions are elements required by the human element to counteract cyber
threats.’® Additionally, being aware of the limitations of certain security software may
also assist an individual in being cautious when navigating cyberspace.’8 If users are
not properly trained in or do not have sufficient cybersecurity awareness, it may leave
them vulnerable, and their technological devices might remain unsecured.*® From a wider
perspective, users who may not possess the necessary cybersecurity awareness knowledge
and who have unsecured technological devices might be especially vulnerable to cyber
threats and possible attacks.

The mobile Internet penetration rate increased from 51.51% in 2019 to 82.2% in 2023.%°
This growth in the mobile Internet penetration rate shows that there is a dramatic increase
in the information and communications technology (ICT) capability, mainly because
mobile devices have become cheaper and more accessible.®’ With mobile devices
becoming more affordable and cyber threats being on the rise, the human element might
be vulnerable. This vulnerability might result in debilitating consequences for users.
Shifting the discussion on cyber threats to the SA context, Ndlovu reports that in 2021,
220 million email threats were detected in South Africa, and that Post Bank was a victim
of cybercrime where 100 000 fraudulent emails imitated the entity, causing it to suffer a
loss of R18 million.”” When considering security incidents, based on severity in the SA
context, the following issues were highlighted in the State of Cybersecurity in South Africa
Report during the period 2022 to 2023: business emails compromised (37%), ransomware
(18%), disinformation campaigns (17%), insider threats (15%), cloud breaches (12%), and
supply chain attacks (12%).® Moreover, during the COVID-19 pandemic in 2020, there
was increased dependency on ICT.* Due to the increased dependency of users on ICT, their
risk to cyber threats becomes greater. This potential risk faced by users of ICT is elevated
when they are unaware of the potential threats they face, such as phishing, pretexting,
and baiting, which are all forms of social engineering attacks that rely on deception.®
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Along with the significant increase in the use of accessible technology and cyberspace, it
has been observed that individuals from various sectors in society (government, industrial,
and social) have become dependent on mobile devices and the Internet.* The increase in
the use of digital devices and the processing of personal data have resulted in an increase
in cyberattacks in South Africa.®” Regrettably, several SA government departments, state-
owned entities, and citizens have recently fallen prey to cyberattacks.®® These cyberattacks
might have significant consequences for South African national security data and citizens’
personal data. Furthermore, the SANDF was also a victim of an alleged cyberattack when
its network system was breached.®” Along with an increase in the use of digital technology,
the armed forces in most countries are increasingly relying on emerging technologies and
cyberspace to enhance their reach in relation to national security issues. Consequently,
cybersecurity and the use of technology are important force multipliers for advancing
defence and economic factors in a nation-state.” Furthermore, if the cyberspace domain
is effectively integrated and maintained as an operational element, it can be considered a
force multiplier.”" This additional component may help the military to gain an advantage
in cyberspace operations.”

The Human Element in Cybersecurity

The human element is a key component in cyberspace as it continuously alternates between
the digital space and the physical space. An individual connects to cyberspace through
the means provided by physical infrastructure; one cannot function without the other. The
human element in the cybersecurity chain is susceptible to committing security errors
and therefore becomes vulnerable to potential data breaches, malware, and cyberattacks.”™
The increase in the use of Internet-connected devices is linked to advancements in the
ICT sector.”*™ Tt is therefore important to acknowledge that many users still lack the
required awareness of the nature and variety of cyber threats. According to Zwilling
et al., users often fall victim to both cyber threats and knowledge gaps that expose them
to cyber hazards. In fact, these users often fail to ensure that they obtain the minimum
required knowledge to protect their computing devices.” Zwilling et al. confirm that, in
more severe cases, individuals suffer from a total lack of cyber hazard awareness.”” If
users do not have sufficient awareness of cyberspace and its potential threats, they and
their respective countries may be at risk. Moreover, when considering the response to
cybersecurity incidents, the human element has an important role in identifying security
management tools for responding to threats. In addition, the human element, regardless
of the technology utilised, should still possess some awareness of potential cyber threats
and the vulnerabilities from a technical and human standpoint.”

In terms of positioning the human element in an organisational context, Akter ef al. argue
that cyber threats and attacks are becoming increasingly prominent in society and have
targeted employees in organisational contexts. Akter ef al. suggest that employees with
limited cybersecurity awareness and knowledge may be especially susceptible to threats;
practical skills and knowledge are therefore recommended for enhanced capacity.” In
addition, flexible working conditions have been identified as a risk factor due to employees
not being able to interact physically with their secured network system; their own devices
might thus be susceptible to phishing. Moreover, the internal operational conditions of
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an organisation may also link to the confidence in how cybersecurity is practised, which
alludes to how well guidelines and secure network systems are implemented. As previously
noted, the human element is the weakest link in the security chain; individual cybersecurity
awareness should thus be emphasised by gauging users’ knowledge, behaviour, and
perceptions.®® The practical application of knowledge transfer and simulations are
components in addressing awareness.’! At individual level, the focus on cybersecurity
awareness is essential for understanding how individuals practise cybersecurity behaviour
in organisations.® It should be noted that employees of large organisations develop higher
levels of cybersecurity awareness due to the greater financial resources available to put
security systems in place, and the possibility of having policy frameworks that are strictly
enforced.®® When linking cybersecurity awareness to an organisation that is as large as
the SANDF, it is vital for security systems and policies to be in place as the military is
responsible for guaranteeing national security. Emphasising cybersecurity awareness in
organisations therefore remains essential when aiming to reduce cyber threats.?* Moreover,
educating and training members in an organisation may also reduce the likelihood that
they will fall victim to threats, and increase the chances of a threat being reported.

Expanding on the latter, exploring cybersecurity awareness among people in general may
have an understanding of how awareness, knowledge, and cybersecurity behaviour might
be perceived differently as an outcome. Bester proposes that, to enhance cybersecurity
awareness among individuals, attention should be paid to four main facets, namely
malware and mitigating factors; physical security, which implies that users need to
secure their devices; navigating cyberspace securely; and social aspects regarding how
to communicate in cyberspace.’

Van’t Wout and Murire et al. suggest that organisations are able to provide training to
their employees at low cost to equip them with the necessary skills to fulfil existing
expectations.’”® Lehto and Raju et al. indicate that training material and education
on cybersecurity awareness might be valueless if there is not appropriate engagement
in and understanding of cybersecurity risks and the effective application of security
behaviour.¥?* Abawajy suggests that cybersecurity awareness may not necessarily be
enough to ensure that users are completely secure, as it may not be sufficient to have
appropriate knowledge of cybersecurity protection to decrease cyber threats.”! Training
in cybersecurity awareness knowledge relating to security tools is required if individuals
are to mitigate risks effectively, instead of only acquiring theoretical knowledge.”” An
alternative training method, which focuses on enhancing users’ practical understanding
of cybersecurity, is the phishing simulator. Phishing simulation offers members of an
organisation the opportunity to advance their knowledge and skills on cybersecurity
by routinely exposing them to emails that may contain suspicious URLs and spelling
mistakes.”*****By incorporating phishing simulation into cybersecurity awareness training,
the individual can acquire knowledge and practical skills that may enable him or her to
distinguish effectively between legitimate emails and phishing emails. When adding
these approaches to the training arsenal of users in organisations, it should be emphasised
that both technical and social approaches are necessary for approaching cybersecurity
training holistically.*
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Theoretical Background of the Cybersecurity Orientation Questionnaire

(COQ)

The Internet plays a significant role in how people go about performing activities in both
the digital and physical domains. The COQ was therefore developed for members of the
SA military with the fundamental objective of establishing their cybersecurity awareness,
and to take into consideration the hybrid nature of cyberspace, as the consequences of
cyber threats and potential attacks may be significant in the physical domain in which
individuals function as they carry out their daily activities. The COQ was designed as a
tool to explore how members of the military respond to cybersecurity threats, as well as
to consider the practices and behaviour adopted for securing their information. The COQ
comprises four key dimensions that emphasise various aspects relating to cybersecurity
awareness, namely:

¢ Information-Sharing Culture;
* Security Orientation;

* View on Cybersecurity; and
¢ Cybersecurity Behaviour.

These dimensions were informed by literature that focuses on cybersecurity awareness in
organisations and the behavioural practices associated with information security.

It is important to note that the current article is based on a larger research study by Bester.”’
The article focuses on one aspect of the larger study, namely the development of the COQ,
and emphasises the exploration of the factor structure and reliability of the COQ. The
four dimensions were derived from findings of the qualitative phase in the larger study.
The findings of Phase 1 of the larger study reflected qualitative themes, which assisted
in the development of the COQ dimensions in Phase 2 of the larger study.

The first dimension focuses on the information-sharing culture in the organisation.
This dimension of the COQ focuses on the available resources and the culture of sharing
practices in an organisational setting. Information-sharing culture also deals with the
exchange of information between individuals to facilitate decision-making.”® According
to Zwilling et al., awareness plays a crucial role in the practice of information security.”
The questions developed for this specific dimension of the COQ therefore emphasise
users’ awareness relating to security tools and cybersecurity threats. Awareness can only
develop if there is understanding in relation to what is being learned.!® The dimension of
information sharing culture therefore also focuses on the dissemination of best practices
and guidelines to members of the organisation.

The second dimension refers to security orientation among military officers which
include the candidate officers. Security orientation denotes how members of the military
use the precautionary mechanisms that dictate how they secure themselves and their
organisational data based on the knowledge they have obtained from previous experience
with security.
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The third dimension refers to the view on cybersecurity. This dimension highlights
how military members view the efforts of the organisation to address cybersecurity
and the measures employed to mitigate cyber threats. This dimension was drawn from
the research conducted by Al-Mohannadi et al., who argue that awareness, monitoring,
and prevention are essential for understanding the possible challenge that cyber threats
may pose to employees and the organisation.!” Owing to this, insufficient training in
the application of risk assessment relating to cyber threats may result in data loss. It is
therefore important that users assess and continuously monitor their own vulnerability,
as well as that of the information systems they use.!

The fourth dimension of the COQ focuses on cybersecurity behaviour. This dimension
relate to the practical activities of addressing security behaviour in the workplace.!” Duman
argues that, when users have been exposed to cybersecurity training, it may advance
their knowledge and behaviour in terms of security risks; thus, increasing the user’s
cybersecurity awareness and reducing cyber risks.!* Furthermore, the short questions
in the COQ were used as the basis for exploring the deeper meanings of the scale items.
Nine questions were included in the COQ, each asking the participant to provide a short
description of the way they view information sharing, their view of their online behaviour,
and the way cybersecurity is managed in their organisation.

The findings of the larger study allowed the researcher to establish a foundation for
determining which areas in cybersecurity awareness need to be focused on in the military
context. The main findings of the larger study highlighted three main themes. The first
theme was knowledge production and training, which concentrated on cybersecurity
awareness. The second theme was challenges relating to trust between technology and
members of the military. The final theme focused on the way members of the military
related to security in the physical world, and applied the measures attached to security
using the Internet. Apart from using these main themes as the basis for the construction
of the questionnaire, it is worth noting that the findings from the literature, which related
to the security behaviour of students,'® contributed to the development of some of the
items in the questionnaire.

The study assumed that cyber threats could come in various forms as they might relate to
spam and phishing,'% ransomware,'?” spear phishing,'® social engineering,'” threats, and
man-in-the-middle attacks.!'” Dimension 2 of the questionnaire, “security orientation”,
utilised and adapted some of the focus areas identified by Du Toit ef al., which relate to
online behaviour in schools.!! Although the context and sample population in the current
study differed from the educational setting in which Du Toit ef al. conducted their study,
the premise was the promotion of security behaviour and perceptions in cyberspace.
Dimensions 1, 3, and 4 of the COQ were based on the qualitative themes that emerged
from the findings derived from the larger study.

Research Aims and Objectives

The COQ was specifically developed to explore cybersecurity awareness among members
of the SANDF. Recent cybersecurity research in the SA context focused especially on
elements related to awareness, security management, and training.!'? Bester asserts that
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limited research exists concerning the development of cybersecurity awareness screening
tools in the SANDE.!!® Bester however notes that, while there might be limited research
on cybersecurity awareness in the SANDF, there are screening tools outside the SANDF
context.!* In the context of the SANDF, limited research has so far focused on developing
a cybersecurity awareness-screening tool. For this reason, it was necessary to explore
the dimensions of the COQ in the SANDF context, and to emphasise the importance of
the human element in maintaining cybersecurity. Consequently, the purpose of the study
reported on here was to explore the preliminary validity and reliability of the COQ in South
Africa using an SA military sample. This is the first time that research has been conducted
on the applicability of the COQ in terms of a military sample, and the researchers believe
this will promote further research on refining the measuring of cybersecurity awareness
within the military context.

The research question of this study was whether the COQ was applicable in terms of the
SA military context. The two objectives of the study were the following:

To explore the factor structure of the COQ for an SA military sample; and
To explore the reliability of the COQ for an SA military sample.
Method

The study used a quantitative cross-sectional design. The quantitative data analysis method
chosen for this study was exploratory factor analysis (EFA) and reliability. The factor
structure and reliability of the COQ were analysed by means of the Statistical Package for
the Social Sciences (SPSS). These data analysis methods were essential for establishing
the initial validation of the COQ, as no previous research has been conducted in terms
of the questionnaire.'!>116:117

Participants

The cluster sampling technique was used in the study, as the research required two samples,
which were obtained from two senior military educational institutions in South Africa.
The military sample for the COQ comprised 182 military participants. Table 1 indicates
the participant demographics. The majority of the military sample was aged between 20
and 54 years, with an average age of 35. This South African military sample included
candidate officers (COs) based at the Military Academy. Most of the participants in the
study were 25 (6%) or 27 (6%) years old. Based on the distribution of ages as reflected in
Table 2, most of the participants were young enough to have been exposed to technology
in their careers compared to the older participants. In addition, many of the participants
were males, and in the SA Army.
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Table 1: Participant demographics for the COQ military sample

Male 62 SA Army 59

Female 34 SA Navy 17
20-54 years

Missing 4 SA Air Force 15

South African Mili- 6
tary Health Service

Table 2: Distribution of ages for COQ military sample

20 2 1.1
21 5 27
2 7 3.8
23 6 33
24 8 44
25 10 55
26 6 33
27 10 55
28 2 1.1
29 5 27
30 8 44
31 5 2.7
32 6 33
33 6 33
34 6 33
35 7 38
36 5 27
38 6 33
39 2 1.1
40 1 5
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Age Frequency Percentage
41 4 22
42 3 1.6
43 5 2.7
44 5 2.7
45 7 3.8
46 5 2.7
47 4 2.2
48 7 3.8
49 3 1.6
50 5 2.7
51 1 5
52 5 2.7
53 1 5
54 3 1.6

Total 171 94.0

Instrument

The COQ is a measurement tool that was designed to assess the cybersecurity awareness
of military members in an SA context. The COQ has four dimensions, which comprise
multiple-choice questions and short questions after each dimension. The short questions
were inserted in the questionnaire to ascertain a deeper perspective from participants.
The multiple-choice questions in the COQ have four answer options, namely “strongly
disagree”, “disagree”, “agree”, and “strongly agree”. Although the COQ is still in
development, it was administered to the South African military members to assess its
potential as a measurement tool. The COQ was thus only used for research purposes. The
initial version (version 1.1) was used in the larger study as a tool to ensure triangulation
of the qualitative themes that emerged from Phase 1 of the larger study.

The COQ does not focus on factors such as age or rank in the military. Instead, the
questions were constructed in such a way that all members of a military organisation
would be able to evaluate their level of cybersecurity awareness. The purpose of the COQ
is to encourage military members to engage actively in advancing their knowledge of
cybersecurity awareness. The COQ highlights elements related to their security behaviour
and their views on cybersecurity threats in the organisation. The COQ has been designed
as a self-assessment tool for military members to obtain information about their behaviour
and perspectives, which will ultimately promote interest in cybersecurity awareness and
facilitating learning.

15
South African Journal of Military Studies



The COQ version 1.1 has 44 multiple-choice items, and takes 25 to 35 minutes to complete.
When the COQ was administered to the participants, no time limit was imposed. Table
3 shows an example of the structure and question style of the items used for the COQ.

Table 3: Example of questions in the COQ

Statements Strongly Disagree Agree Strongly

disagree agree

I feel that it is safe to
share information on
social media.

I feel that using a storage
device (USB) is the best
way to store information.

I change my passwords
on my laptops, cell
phone, and computer on a
regular basis.

Data-Collection Procedure

Of the 182 officers (including candidate officers), 80 officers were located at the South
African National War College (Pretoria), and 102 (which included the candidate officers)
were located at the South African Military Academy (Saldanha). All the respondents were
military officers (and candidate officers) who had been exposed to cyberspace in their
daily functioning in their organisations. Before the administration of the COQ commenced,
the participants completed an informed consent document. The respondents were informed
of the purpose and nature of the COQ, and were asked whether they would agree to take
part in the research voluntarily. Once the administration of the COQ had been completed,
the respondents were provided with the researcher’s contact details if they had additional
questions about cybersecurity in organisational settings.

Ethical Considerations

Applying and maintaining ethical considerations in the study were considered imperative.
The lead author ensured that the anonymity and confidentiality of the participants were
maintained throughout the study. All personal information regarding the respondents
was stored safely in an area where strictly access-controlled measures were in place.
This significantly increased securing the confidential data. The safeguarding of data in
this study was considered important, as it not only reflected military knowledge, but also
confidential information of military officers. The participants in the study were informed
of their right to withdraw at any point during the study without penalty, and emphasis was
placed on their participation being voluntary. It should be highlighted that the data that
were collected for this study may only be accessed by the lead author of this study. Access
to the data was therefore limited strictly to registered professionals. Ethical clearance for
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this study was obtained from Stellenbosch University, South Africa. The data that support
the findings of this study are available on request from the lead author of the article. The
data are not publicly available due to the confidentiality attached to it.

Data Analysis

The factors included in the COQ were analysed by conducting EFA and using principal
axis factoring in SPSS. Missing data were handled through the deletion of pairs in SPSS.
As the factors in the COQ were theorised to be related, the Promax oblique rotation
method was followed.""®!" The suitability of the COQ data for EFA was evaluated with
the following indices: correlation matrixes, Kaiser-Meyer—Olkin (KMO), and Bartlett’s
test of sphericity.'*” The KMO value was .725, which indicated that the sample was
adequate for factor analysis. Bartlett’s test for sphericity was significant (p =.000), which
indicated that the data were suitable for factor analysis.'*"1?212 The suitability of the data
was important since the sample size was quite small.

Cronbach’s alpha was used as the reliability coefficient, and was calculated in SPSS.124125
This measure was selected to assess the internal consistency of the COQ and to provide
information about the intercorrelation between the items in the COQ. 26127128129 Cronbach’s
alpha applies a scale that ranges from 0 to 1, with values closer to 1 indicating that the
COQ was reliable and that the items in the COQ were consistently measuring the intended
construct. 3131132

Results

The next section of the paper indicates the results of the Exploratory Factor Analysis
(EFA) performed on the COQ. It is important to note that the factors derived from the EFA
analysis are not the same as the four dimensions stemming from the creation of the COQ.
Although some of the factors may share similar labels to the dimensions of the COQ, they
are different due to the items loaded within the factors. To avoid any confusion, factors
refer to the EFA generated COQ scales and dimensions refers to the initial theorised scales
that led to the creation of the COQ.

Exploratory Factor Analysis (EFA)

The choice regarding the assessment of factors for the EFA was done by consulting the
scree plot (indicated in Figure 1), which pointed towards three factors. Consequently, the
EFA was rerun, and a three-factor solution was selected. The total variance explained by
these three factors was 32%.
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Figure 1: Scree plot for the COQ

The pattern matrix was evaluated to assess how the different items loaded on the factors
of the COQ. Based on the loadings of the items, the factors were labelled as follows in
Table 4: Cybersecurity Awareness factor, Security Orientation factor, and Information-
Sharing factor. These three factors accounted for 38 items in the COQ. The Cybersecurity
awareness factor had a loading of the most items (16 items), while the Information-Sharing
factor had a loading of the least items (eight items). This similarly mimics the scree plot
of the factors.

Table 4: Pattern matrix of the COQ

e Cybersecurity Security Information-
Awareness factor Orientation factor Sharing factor

Q50 0.873 -0.104

Q51 0.853

Q49 0.797

Q34 0.675

Q32 0.618

Q48 0.600

Q35 0.565

Q44 0.549

Q36 0.451

Q10 0.441 0.113 -0.172
Q39 0.441 0.202
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(s i Cybersecurity Security Information-
Awareness factor Orientation factor Sharing factor

Q46 0.409 -0.145
Q47 0.401

Q33 0.395

Q43 -0.312 0.166
Q19 0.303 0.204 -0.101
Q20 0.276

Q2 0.202 0.177 -0.178
Q41 0.622

Q24 0.134 0.585

Q40 0.572 0.377
Q23 0.559

Q37 0.515 0.456
Q22 -0.102 0.503

Q13 0.489

Q31 0.488

Q30 -0.118 0.471

Q42 0.442 -0.153
Q18 0.142 0.410 -0.278
Q5 0.357

Q25 0.343

Q11 0.325 0.166
Q45 0.270 -0.142
Ql 0.559
Q6 -0.147 0.489
Q8 0.175 -0.201 0.464
Q9 -0.258 0.435
Q29 0.149 0.403
Q38 0.295 0.393
Q12 0.256 -0.324
Q4 0.305
Q3 0.107 0.272
Q7 -0.111 -0.223 0.247
Q21 0.187

*Promax rotation converged in four iterations.
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Two items (Q37 and Q40) were cross-loaded on the Security Orientation and Information-
Sharing factors. These items however loaded slightly more on the Security Orientation
factor. The items nevertheless measured both constructs. There were only two negative
loadings — one (Q43) on the Cybersecurity Awareness factor and one (Q12) on the
Information-Sharing factor. The six remaining items of the COQ that did not load on
any of the three factors had below acceptable loadings.

Table 5 shows that the three factors are correlated with one another. There was a moderate
yet negative relationship between the Cybersecurity Awareness factor and the Information-
Sharing factor (-.366). This indicates that the participants’ responses to these factors
were opposites; thus, when participants agreed with items relating to the Cybersecurity
Awareness factor, they disagreed with the items of the Information-Sharing factor. The
Cybersecurity Awareness and Security Orientation factors had a small relationship, which
indicates some similarity between these factors. The Security Orientation and Information-
Sharing factors appear to have a negligible relationship, which indicates that these factors
are not related.

Table 5: Factor correlation matrix for factors of the COQ

Factors

Security Orientation

Information-Sharing

factor factor
Cybersecurity factor 281 -.366
Security Orientation factor 1 -.095

Reliability

Table 6 indicates that the full-scale reliability of the COQ was .79, which is acceptable
for research purposes. If the COQ is to be used with greater confidence, the reliability
would need to be improved. The revised reliability of the COQ was .867, which is very
good reliability, and indicates that there is good internal consistency in the COQ. The
revised reliability, however, required the removal of 12 items, thereby settling on a scale
of 32 items.

Table 6: Reliability statistics for the COQ

Instrument Cronbach’s alpha Total items
Full-scale COQ 787 44
Revised COQ 867 32

Table 7 indicates the 12 items that had been removed along with their associated
Cronbach’s alpha values. Based on the removed items, most of the items were from the

theorised and observed Information-Sharing factor.
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Table 7: Items removed from the COQ

Removed items Cronbach’s alpha
Q7 799
Q6 808
Q9 818
Q43 828
Q21 834
Ql 841
Q3 .847
Q8 854
Q4 .859
Q29 864
Q38 866
Q45 867

Four dimensions were theorised as part of the COQ in the composition of the questionnaire.
Since these four dimensions were theoretically envisioned as factors in the COQ, their
reliability was evaluated. As shown in Table 8, the Cybersecurity Behaviour factor had
the least number of items but was the only dimension acceptable for research purposes.
The Information-Sharing Culture dimension had the lowest reliability, with the second
most items in the COQ. When assessing the performance of the theorised dimensions
in the COQ, it became clear that the arrangement of these dimensions did not produce
consistency among these groupings of items.

Table 8: Reliability statistics for the four dimensions of the COQ

Dimensions Cronbach’s alpha Total items
Information-Sharing Culture 417 13
Security Orientation 578 8
View on Cybersecurity .647 16
Cybersecurity Behaviour 765 7

Since the EFA identified three factors, the reliability of these factors was important for
further development and refinement of the COQ. As Table 9 shows, the reliability of the
three different factors was indicated. The Cybersecurity Awareness (.847) and Security
Orientation (.807) factors presented with very good reliability, which indicates that the
items for these factors consistently measured the construct. The Information-Sharing
factor presented with very low reliability, which similarly mimicked the low reliability
of the theorised Information-Sharing factor. This could possibly be an indication that
the items in the Information-Sharing factor did not consistently measure this construct.
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Table 9: Reliability statistics for the three factors of the COQ

Factors Cronbach’s alpha Total items

g}cflt):rrsecurity Awareness 847 16

Security Orientation factor .807 14

Information-Sharing factor 495 8
Discussion

The EFA indicated three factors that accounted for most of the items in the COQ.
There were two strong factors, namely Cybersecurity Awareness and Security
Orientation. Based on the strength of the factor loadings, it should be highlighted that,
theoretically, these two linked very strongly with each other as they fundamentally
dealt with cybersecurity awareness threats and knowledge pertaining to cyberspace,
and the precautionary measures to mitigate cyber threats.'® The Security Orientation
factor referred to the information security practices that users applied in cyberspace,
whereas the Cybersecurity Awareness factor highlighted the overall knowledge that
users might possess concerning cyber threats in the workplace. The literature shows
that there is a consistent link between online behaviour and user knowledge of cyber
threats.'3* Furthermore, while there might be emphasis on knowledge and online security
behaviour, it is recommended that routine awareness training and the implementation
of skills are necessary to be proficient in practising cybersecurity.'* Kovadevi¢ et al.
argue that individuals who have prior experience of threats will adhere to stronger
security practices.'* It may thus also be suggested that in this study, the link between
the Cybersecurity Awareness and Security Orientation factors, both having higher
factor loadings, was apparent. The aspect of knowledge and that of the presence of
cybersecurity awareness are required to advance a user’s approach to mitigate cyber
threats; however, these two aspects are insufficient to change online security behaviour.'s’
This view is strengthened by the idea that, even when users are aware of certain risks in
cyberspace, it does not deter them from engaging in risky online activities.'*® Adding to
this, users navigating cyberspace may also interpret risk-related information differently,
which is due to the perceived emotional state of the individual. This implies that, when
individuals have a positive attitude when they share information online, they may be
less likely to be aware of the security risks and thus less likely to adhere to security-
ensuring behaviour. Zwilling et al. suggest that a risk factor in establishing information
security is the level of cybersecurity awareness displayed by an individual.'* Behaviour
that is attributed to a low level of awareness includes generally not paying attention to
security practices, such as accessing an open-source Wi-Fi service when using a personal
Internet-enabled device. On the other hand, a high level of awareness is associated with
knowledge of cyber threats and the required skills to mitigate these threats effectively.!4

The Information-Sharing factor had the smallest loadings and negative and negligible
relationships with both the Cybersecurity Awareness and Security Orientation factors.
In addition, two items cross-loaded on the Security Orientation and Information-Sharing
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factors. On inspection of these two items (Q37 and Q40), the content suggested that there
might be an overlap between these two constructs. It must however be highlighted that
cybersecurity behavioural practices and the knowledge of cyber threats might go together.
This view may lend itself to the stance that the acquisition of knowledge and awareness
regarding cybersecurity is an important component for users to safeguard themselves
against cyber threats.'*! It is however worth noting that this alone is insufficient to elicit a
change in security behaviour. Moreover, it is essential to note that the effectiveness of these
strategies is enhanced when combined with other influencing factors. The Information-
Sharing factor emphasises how military members engage in the electronic exchange of
information in their organisations. Moreover, the Information-Sharing factor focuses
on military members’ views of how well security information is promoted across the
organisation.'* In addition, the efficacy of information sharing was argued to have a
direct link with online security behaviour and vice versa. Furthermore, the reason for the
low score of the Information-Sharing factor could be the lack of awareness relating to
cybersecurity practices. Contextually, a shift in attention to information-sharing practices
is essential in government institutions, such as military organisations, which are notorious
for having top-down structures. When connecting to the individual in the organisational
setting, it is necessary to note that the procedures that govern the sharing of information
may provide a member of an organisation with the necessary peace of mind when engaging
in virtual information sharing.!* It is worth noting that, when there is a high level of
information sharing between members of an organisation, operations and participation
may increase. The level of privacy attached to the information may however also be a
reason for why information does not reach all levels of an organisation.'*In terms of the
findings related to the Information-Sharing factor, this appears to be a cause for concern
as it may not contribute to the overall construct of the COQ.!* In addition, understanding
the questions that are related to Information-Sharing Culture as a dimension could possibly
have been a challenge for the participants. Furthermore, it is important to note that the scale
items were informed by the qualitative themes extracted from Phase 1 of the larger study.
It is also important to note that a major portion of the development of the questionnaire
relied on literature that fell outside the African domain.

The removal of 12 items to obtain improved reliability for the COQ provided insight
into the problematic items that had lowered the internal consistency of the COQ. When
evaluating the items that lowered the reliability, it became apparent that they belonged
to the Information-Sharing factor. All the questions that lowered the reliability focused
on the security practice of sharing information in a public or secure space. This may also
be linked with the knowledge of how information should be shared in settings where
strict adherence to security measures applies.'* Furthermore, the practice of sharing
information in the military context depends on the available technology systems. This
availability may however be affected to a certain degree by contextual challenges, such
as budgetary constraints.'* In terms of the impact that financial constraints may have on
the cyber defence capacity of the SANDF, one needs to focus on four strategic objectives,
namely developing capabilities, creating awareness initiatives regarding cybersecurity,
conducting research and training, and coordinating and participating with both national
and international stakeholders.'*® The SANDF may find that budgetary constraints have
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an influence on the execution of these strategic goals, especially on the objective that
focuses on training, as this connects with the development of cybersecurity awareness
and knowledge.

The Information-Sharing factor, however, showed poor reliability, which was consistent
with the theorised scale of the COQ. The Information-Sharing Culture dimension of the
COQ therefore appears to be problematic, and might have hindered the measurement of
the intended construct. The act of sharing information can be defined as the transfer of
information between a sender and a receiver.'* In the context of cybersecurity, information
sharing plays a crucial role in establishing trust in an organisation. Trust and information
sharing are indeed closely connected.' Information sharing is therefore a fundamental
element in promoting a secure environment for organisations and their employees alike.
Information-sharing practices also refer to best practices, policies, and guidelines relating
to cybersecurity in the SANDF context. While the sharing of pertinent information
is central to organisational settings, it may be a discouraging aspect of their jobs for
members of the military to share information electronically. The hesitancy of information-
sharing practices executed electronically in the SANDF context may explain why the
dissemination of information did not load very high in the COQ. Mohammed et al. argue
that attitudes towards technology could potentially be an indicator of how information
sharing is conducted by individuals in organisations.!*! Furthermore, the military is a
unique context in which certain pieces of information can be identified as sensitive.
Sharing information on digital platforms can therefore be considered a risk, and the
respondents might be less likely to share information online.'® This was evident from
the questions removed from the COQ, as indicated in Table 7, namely Questions 1, 3,
4,6,7,8,and 9.

When the theorised dimensions of the COQ were evaluated, the Cybersecurity Behaviour
scale was the only scale that showed acceptable reliability. The factors indicated by the
EFA, however, presented with good internal consistency, particularly the Cybersecurity
Awareness and Security Orientation factors. It is therefore no surprise that these factors
had good internal consistency, as the literature indicates that the security measures and
practical steps utilised by users have a strong link with awareness of cyber threats and
attacks, as well as knowledge of cyberspace.!>* Precautionary online security mechanisms
and education are highly significant in the context of the armed forces, and it is essential for
members of the military to be aware of cyber threats and possible risks. The Cybersecurity
Awareness factor highlighted the elements of cybersecurity views and knowledge. Zwilling
et al. argue that, in order to advance knowledge on the subject of cybersecurity awareness,
attention must be paid to training programmes in order to mitigate the risks."* It is
therefore of the greatest importance to emphasise that these two factors had a level internal
consistency owing to the fundamental connection between precautionary mechanisms
and awareness.'** In addition, individual cybersecurity awareness may be influenced by
top management in organisational structures.'*® Given the current findings, it should be
highlighted that contextual factors, such as attitudes and possible managerial support,
might influence how cybersecurity awareness is approached in organisational contexts.
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Based on the EFA and reliability results, it is clear that the COQ is a very promising
measurement instrument. The full-scale COQ showed acceptable reliability, and once
the problematic items had been removed, the COQ showed very good reliability, which
indicated that it consistently measured the intended constructs. The EFA and reliability
indicated that the COQ had two strong factors with very good internal consistency.
Furthermore, the EFA and the reliability results highlighted an important issue relating to
the Information-Sharing factor that was present in both analyses. The Information-Sharing
factor presented negligible reliability and appeared to have contradictory relationships with
the two stronger factors in the COQ, namely the Cybersecurity Awareness and Security
Orientation factors. When considering the above findings, it is argued that the COQ may
be a useful screening tool for military units, as it shows good potential.

Limitations and recommendations

This study was limited to a select sample only, mainly for the reasons relating to
accessibility and availability of military officers. A restriction on range prevailed; the
findings derived from this study therefore cannot be generalised to the entire SANDF.
Due to the nature of the recruitment for the larger study, the sample size of this study was
small, and follow-up studies on the COQ will thus require a much larger sample. Although
age and rank are regarded as potential factors that could affect cybersecurity awareness,
these were not evaluated in this initial exploration of the COQ due to a predominately
young sample and limited number of each rank category present. Rank and age were,
however, noted as potential factors that may have affected the results.

The findings also suggest the necessity for further investigation of the items relating
to the different factors and possibly the elimination or revision of ill-fitting items. As a
result, the statements in the COQ will be revised as part of the further development and
refinement of the questionnaire. The authors recommend follow-up research in terms of the
COQ be done and that a pre-knowledge survey of cybersecurity awareness be conducted.
The focus on pre-knowledge will group the data based on a three-cluster classification,
namely as a high level of pre-knowledge, a medium level of pre-knowledge, and limited
pre-knowledge or a lack of such knowledge.

The development of the COQ is ongoing and flexible to accommodate new technological
trends and expected security behaviours that may emerge. Furthermore, the COQ may
be used as a valuable component in contributing to the development of a curriculum that
focuses on cybersecurity awareness in the SA military context. This curriculum could
target the cyber education of members of the military at all levels. The COQ provides
a foundation through which military officers could evaluate their level of awareness of
cybersecurity. In addition, the COQ may also be used before and after cybersecurity
education to determine whether members acquired knowledge. Furthermore, future
research could explore the complexities of a digital culture in the SANDF, as this may serve
as a contextual view on technological integration. Further exploration and development
of the COQ scale items are therefore necessary. Moreover, while psychology was not the
focus of this article, a recommendation for future research on cybersecurity awareness
is to investigate how psychologists in the SA armed forces context may explore the
behavioural aspects of cybersecurity awareness.
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Conclusion

The COQ showed acceptable reliability for research purposes (r =.79; p =.000). The
prominent three-factor structure was in line with the theorised factors envisioned during
the development of the COQ. The initial validation of the COQ delivered promising
results for assessing cybersecurity awareness in an SA military sample. The findings
of this study indicate that the COQ may provide valuable information on cybersecurity
awareness among military members, and it is thus considered a promising screening tool
to be used for military units.

In summary, this article emphasises the importance of developing measuring instruments
specifically for the SA military context. Cybersecurity will continue to be a pressing
issue that gives cause for concern in the context of the SA armed forces. It is therefore
important to develop future military officers who have a comprehensive skill set inclusive
of cyber-related aspects, such as cybersecurity awareness and education.
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