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Abstract 

The rise in machine-enabled password attacks and the cost per record lost in an 

average case of a data breach necessitate the need for a more robust technique 

for combating password attacks. Organizations of different sizes and global 

reputation have been victims of cyber-attacks. The problem of cyber-attacks has 

attracted several research responses from researchers with some attending 

results. This article presents the Dual Combat Technique-based Cyber-Systems 

protection against password attack. The proposed system utilizes a-three-tier 

model for detection, notification, and combat. The dual combat technique 

involves the System Protection Model (SPM) and the User Protection Model 

(UPM). While the SPM implemented a time delay algorithm powered by a 

geometric progression model, the UPM uses a dual handshake method for data 

communication between the user and the server. In the first instance, the UPM 

sends data to the Cyber-system server through an HTTP Request over an SMS 

gateway to virtualize a user’s account upon a trigger by the attack detection 

model. In the second instance, the deactivation of the virtualization operation 

uses the authentication of the user’s email and phone number. The result of the 

work presents a system that introduces a time-delay after a number of login 

attempts defined by a certain threshold value, and a user response action for 

account virtualization. The application testing presented a success rate of 

90.16% on the number of times the request response was induced over an eight-

day period of testing and 9.84% failed attempts. 
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1.0  INTRODUCTION 

Is cybercrime ever going to stop? Before this question 

is answered, the underlying cause behind this menace 

must be understood. Hence, a proper evaluation of the 

dynamics behind the problem must be studied. 

Cybercrime is a criminal activity that uses a computer 

to target other computers or websites, or a network of 

computers [1]. Crime on itself is simply undertaking 

an activity that is not ethically approved, or an action 

which is not publicly or generally accepted. It is 

apparent that for every cybercrime incidence, there is 

a man behind the mask. Cybercrimes exist in several 

forms and shapes. Kaspersky [1], [2] listed the 

following under types of cybercrimes: stealing 

financial data, sell of public data, cyber extortions, 

crypto jackings [1], [2]. Al Hasib [3] [4], stated 

Spamming, Cross-site scripting, Viruses, Worms, 

Phishing, Information leakage, Identity theft also as 

different forms of cybercrime [4]. Other forms of 

cybercrime include: Malware, Browser jacking, 

monitoring cookies, key loggers, Scum ware, Trojan 
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horses etc [5]. All these have a common denominator; 

they are carried out on the cyber space. 

 

The major focus of cyber-attacks is to steal or to 

expose confidential information to unauthorized 

persons. The operational result is technically known 

as cyber breach [6]. This inadvertent exposure places 

firms and organizations to a fix of both reputational 

damage and financial loss. While the advancements in 

technologies help in quick developments of 

technological ideas to drive the society, these 

technologies also are a tool that promote the execution 

of these cyber-attacks. The average cost of cyber 

breach per record was estimated at $150 by IBM in 

their 2020 study of data breach report gathered from 

524 organizations across 17 industries in 17 countries 

and regions. These attacks spare no one. It targets both 

small, medium, and large businesses. In a cyber- 

breach report of 2021, 26% of charities and 39% of 

businesses among other areas were reported to have 

been attacked [7]. 

 

Researchers have proposed several solutions that 

included the use of key-stretching techniques[8], [9], 

salt and pepper techniques [9], [10], [11], [12], 

cryptographic hashing techniques [10], [13], 

Honeyword generation [12], [14], [15], [16], Cyclic 

authentication technique[17] and so on. Other 

techniques involve the use of Captcha, No Captcha 

reCAPTCHA etc which proved very effective. All 

these notwithstanding, cyber systems security remains 

an issue till date. 

  

Brute force attacks leverage on conceivable character 

permutations until it finds a matching key that can be 

used to perform authentication in any password-

secured infrastructure [18]. However, how successful 

brute force attacks can be depends on the length of the 

user-supplied password [19]. Many brute attacks 

occur largely because of the user’s password selection 

choices (selecting passwords that are easy to 

remember), and the use of publicly exposed default 

passwords created by system administrators. In all the 

developed methods of combating this attack, the man 

behind the attack is aimed. Measures have been put in 

place using various techniques to secure both cloud-

based and non-cloud-based infrastructures. 

 

This work developed a user-based offline approach to 

cyber-systems protection against brute-force 

password attacks in cloud-based systems using dual 

combat technique. It focuses on granting the user the 

privilege of being involved in the combat process in 

the face of an envisaged brute-force password attack.  

The remainder of the manuscript is structured as 

follows: Section two presents the cyber system’s 

protection concept and a review of some related 

literatures. Section three outlines the methodology 

employed in the research execution while section four 

on its own presents the results and discussion of the 

research implementation. Finally, section five serves 

as the conclusion of the work and recommendation for 

future work. 

 

2.0  LITERATURE REVIEW 

2.1  Cyber Systems Protection Concept 

A cyber system is basically a system that integrates 

digital technologies with physical systems and human 

interactions to perform specific functions, often 

involving the exchange, processing, and control of 

information [20]. Cyber systems protection is (CSP) 

basically the art of ensuring that the integrity of a 

cyber-system is kept uncompromised. It involves a set 

of techniques generally set for use in safeguarding the 

cyber environment space of a user or an organization, 

and the integrity of networks, programs, and data from 

unauthorized accesses [21]. Undoubtedly, every cyber 

breach is geared towards stealing of data, defacement, 

alteration of data, or even profile hijacking. However, 

a lot of research efforts in cybersecurity domain has 

been centred around data protection. Many techniques 

and technologies have been proffered as solutions. 

Some of these techniques include cryptography and 

hashing which involves taking information or data and 

applying mathematical processes to it to make the 

message unreadable [22]. Another is the use of 

application firewalls for controlling data flow into a 

system environment and many more. Others include 

Intrusion detection systems for detecting unauthorized 

entry into a cyber-system environment, antivirus and 

antimalware software for detection and prevention of 

unauthorized software, use of multi-factor authentica-

tion which provides a complementary approach to 

user authentication and authorization and so on.  

 

Attacks on cyber network infrastructures are made 

possible by exploitable vulnerabilities that exist in 

such domains. These different vulnerabilities lead to 

different types of attacks like the SQL injection attack. 

In SQL injection attacks,, where the attacker 

deliberately inserts malicious codes into a server that 

uses SQL with the sole aim of forcing the server to 

reveal information it normally would not [23]. 

Another is a denial-of-service attack which tends to 

flood systems, servers, or networks with heavy traffic 

aimed at exhausting the system’s resources and 

bandwidth  [23], [24] ,. Brute brute force attack, is yet 

another mode of attack which involves a repeated 

banging of a cyber-system’s access point with every 
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possible combination of passwords, encryption keys 

or credentials until a correct one is found [25]. Still on 

the list are cross site scripting attack, account 

hijacking [26], defacement [27], fishing [28], malware 

[29], brute force [30], and many more. 

 

Combat against treats is often developed using system 

protection models. A system protection model is a 

structured framework that outlines strategies, policies, 

and mechanisms designed to safeguard a cyber-

system from vulnerabilities and threats. The concept 

of the dual combat technique presented in this paper 

refers to a protection method that utilizes two 

independent attack defence mechanisms to address a 

specific identified threat.  

 

2.2  Related Works 

Security of cyber systems involves all the actions 

taken to ensure proper operation of the system, 

ranging from making the system robust to protecting 

them from both intentional and unintentional 

malicious activities. Many Although many methods to 

cyber systems’ protection have been developed by 

scholars over the years, research is still underway in 

that domain with the aim of curbing menace of cyber 

criminals. That notwithstanding, the subject of cyber 

systems security remains a huddle to be crossed 

because, the invention of new technologies and 

advancement of old ones open the door leading to the 

breaking of former security approaches and rendering 

them inefficient. This section presents a review of 

some scholarly research efforts to cyber systems 

protection.  

 

To put create up a novel authentication protocol for 

insider attacks based on the robust cryptographic 

algorithm - Elliptic Curve Cryptography (ECC), [31] 

proposed a three-tier handshake protocol that involved 

a client PC in a network, the password management 

server (PMS) and the service provider server (SPS). 

Initially, all the client PCs register themselves to the 

PMS by sending their IDs. The PMS then encrypts the 

personal computer’s (PC) information using a secret 

key and stores the master key along with the SPSs in 

a table. Before accessing the PMS, each client PC 

again registers itself to the PMS using a username and 

password passed through the web browser which 

encrypts and sends the information to the PMS. The 

PMS then decrypts it and computes the cypher text 

using the information and sends it to the SPS. The SPS 

only receives the encrypted password through which 

it can never get the original credential of the user, thus 

preventing the possibility of attack at any cost There 

is a cryptographically secure handshake protocol 

between the PMS and the SPS. In this handshake 

protocol, the SPS is just acting as a channel. The 

encryption and decryption lie at the far end of the 

user’s PC and the PMS. The major drawback here is 

that the browser does not help the user to remember 

his password. This also can be viewed as an advantage 

because even if a user’s device is stolen, access to the 

classified information will be denied since the device 

browser does not help in remembering passwords. 

 

In their research, [32] proposed a multi-level 

authentication system using sound and image-based 

password protection. The study aimed to use text, 

voice and image-based authentication by taking sound 

as input, and then calculating the time for that sound 

signature alongside the image selection pattern to be 

done. The researchers developedThis follows a multi-

level sequential technique that utilized text, audio, and 

image signatures for user-authentication. The user 

enters a particular text that he will provide the next 

time he visits, the start and end time stamps of the 

audio and then the picture pattern of images displayed 

at the point of registration. This way, authentication 

factors are increased by the number of parameters 

utilized in the process. During the authentication 

process, the user is expected to provide the same 

parameter he provided during the signing up process 

in other to be authenticated. The drawback in this 

approach lies in the process of recovery of the 

authentication parameters or the entire system 

recovery if the user peradventure forgets his 

credentials. 

 

Password assistance was proposed by [33] with the 

aim of developing a system that supports users in all 

duties and tasks regarding their passwords, from 

creation of secure passwords to the recovery of same 

in case of loss. Their research by [33] implemented the 

password synchronization and backup systems using 

the PAsswordLess PAssword Synchronization 

(PALPAS) schemes, and developed a brute force 

resistant password generation mechanism in four 

building blocks as follows: Password Requirement 

Markup Language that was used to create password 

description for services. Password Requirement 

Crawler (PRC); an application  that extracts password 

requirement for a service and then generates Password 

Requirement Description (PRD) for the service. 

Thirdly, a synchronization of the passwords between 

all the devices belonging to a user, and finally, a 

secure backup of the passwords as well as a built-in 

revocation mechanism and an emergency access for 

backups. The work however is presented as a roadmap 

to a robust open-source password assistant 

development project that can be implemented in parts 

and or in whole. 
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[34] focused on securing Enterprise Information 

Portals against username enumeration attack using 

their proposed dual combat technique. Their security 

framework was done using the structural systems 

analysis and design methodology.  The technique was 

developed to give the user opportunity to partake in 

the combat process, giving the user the privilege of 

virtualizing and unlocking her account upon detection 

of either a dictionary attack or a brute-force password 

attack. The system was developed to track attacks 

targeted on the system and then to keep the user 

notified through an SMS sent to the user’s phone. 

They recorded success around detection and combat 

of envisaged attack, and a time-to-combat response 

time that is 36.7% faster than the existing system. The 

drawback of the system is because the combat process 

only works with internet-enabled mobile phones, 

which means that a user cannot successfully virtualize 

his or her account if he does not have good data signal 

power or if he does not have an internet-enabled 

phone. 

  

Further studies by [17] presented a user-driven 

approach for safeguarding cloud infrastructure against 

unauthorized deletion and modifications. This study 

utilized the Serpentine Multifactor Authentication 

Technique SeMFAT, which technically provided a 

cyclic sequential authentication method based on the 

registered authentication vectors supplied by the user. 

The approach has two major components: the 

registration by validation process for registering 

authentication vectors, and the authentication by 

validation procedure for authenticating the authentic-

cation vectors. The authentication by validation action 

is triggered when a user-initiated action occurs, as 

indicated by a profile audit trail. This trail 

comprehensively logs all activities performed on a 

user's profile and initiates the authentication process 

to confirm that only users with authenticated 

privileges can perform specific actions on their 

profiles. 

 

[10] proposed password protection using cryptogra-

phic hashing technique with the aim of creating a 

protected and crack resistant password for user 

authentication. They used a random cryptographic 

hash generation for each user registration. In there 

research, f For every user registration, a random 

cryptographic hash value is generated and stored in the 

database. The hashed value is then concatenated with 

the user password and then passed through another 

hash function. The produced password hash is then 

stored in the database. This is referred to as an iterative 

hash mechanism technique. This approach created a 

one-way high entropy password that is resistant to 

cracking attempts. However, unless the main user 

password is made to be strong, the system will still be 

prone to dictionary attack.  

 

Another study by [9] proposed several improvement 

techniques on the MD5 hash algorithm for better 

password strengthening. These include: Improved 

hash function that involved hashing any of the 

following combinations – password and salt, a hash of 

the password and the salt, password and salt and key. 

Their research also suggested an iterative hashing 

methodology, key stretching – (simple key stretching, 

password key stretching, salted key stretching), 

password transformation before hashing, chaining 

method and XOR cipher approach. In the proposed 

approach, first, a random key string of variable length 

is generated. Next, the password that the user entered 

is transformed into a complex password through 

columnar transposition cipher. Then, the salt value is 

calculated by finding the XOR value of the random 

key string with the complex password, row by row. 

Fourthly, an additional random information string of 

128 bits is generated for each user and stored in an 

external file. Finally, the password is hashed using a 

formular based on key stretching and then stored in the 

database. The final password output is not in 

hexadecimal format, so the several cracking systems 

that is based on hexadecimal storage failed in their 

attempt to crack the generated password. By XORing 

the output hash values from each iteration makes it 

almost impossible to find out the original hash output 

at the first round. The use of random key makes it 

impossible for two users using the same password to 

have the same output stored in the database. The 

challenge of this proposed solution is that the time 

complexity of the process will be high though the 

evaluation of the research was not done in that area. 

 

A dynamic and yet a user-dependent technique for 

robust multi-password generation algorithm against 

offline attacks was proposed by [12]. This approach 

uses dynamic chaffing-with-tough-nuts technique to 

dynamically generate real-user triplicate passwords 

and multiple honey passwords. These combinations 

stored in a single password relation leaves 

authentication to a correct combination of the real user 

triplicate passwords. A password transformation 

function is used to transform specific yet dynamic user 

salts into characters whose hash values from the user 

supplied passwords are almost impossible to crack. 

This approach creates multiple passwords according 

the magnitude of the programmer’s defined functional 

parameters, and thus presents multiple passwords with 

very high entropy. 
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All the proposed techniques except the ones in [12], 

[17], [34] are majorly system based. This means that 

the performance of the proposed solutions in combat 

process is application dependent. This research is 

focused at improving upon the work of [34] by 

enabling the combat process to be carried out without 

internet connectivity. By this, the integration of the 

user into the combat process will not be hampered by 

unavailability of data signal network around the user’s 

vicinity at the point of attack. 

 

The remainder of the manuscript is structured as 

follows: Section two presents the cyber system’s 

protection concept and a review of some related 

literatures. Section three outlines the methodology 

employed in the research execution while section four 

on its own presents the results and discussion of the 

research implementation. Finally, section five serves 

as the conclusion of the work and recommendation for 

future work. 

 

3.0  METHODOLOGY 

A brute-force password attack systematically tries 

every possible combination of characters for 

authentication credentials, such as a User ID or 

Password, until the correct one is identified. So, this is 

a targeted attack to an existing record. The process 

involves keeping a known parameter constant and 

trying out a guess on the second parameter either 

manually or with the assistance of a high-speed 

computer. The methodology involves the integration 

of User Supplementary Service Data (USSDSMS) 

technology over an SMS gateway to perform HTTP 

request on the cyber system. The process follows a 

three-tier architecture as seen in Figure 1, which 

consists of three blocks: the attack block, the 

notification block and the combat block. 

 

 
Figure 1:  Three-tier cyclic architecture for cyber 

system protection 

 

The attack detection block is works, based on the 

correctness of the login credentials in the login 

process; notification of the attack is performed 

through an SMS gateway to the user; and then, the 

combat process which is performed both 

cuncurrentlyconcurrently by the system and the user, 

hence the Dual Combat Technique. The correct login 

attempt grants the user access to the system while an 

incorrect login attempt logs the number of failed 

attempts to the database so as to prompt a system-

action and a user-action when a certain threshold is 

reached, logging the number of failed login attempts. 

This process is seen in the data flow model of captured 

in the hybridized architecture of Figure 2. 

 

3.1  The Attack Detection Model 

The hybridized architecture of the proposed password 

attack model is shown in Figure 2. The architecture 

has different compartments. The Identity Access 

Management (IAM) block contains the authentication 

and the Access Control Lists (ACL) which grants 

users access to their privileged information upon 

successful login operation. In the event of failed login 

operation, the system logs the failed operation in the 

Access Management Log Table (AMLT). There are 

different parameters that are used to facilitate the 

attack detection operation. These include: the IP 

address of the attacking machine, the timestamp 

between attacks, the number of failed login attempts, 

the username U, and the password P.  

 

 
Figure 2:  Hybridized architecture of the proposed 

password attack model 

 

The IP address is used to detect when a repeated 

number of failed attempts within a specified time 

range determined by the timestamp was performed by 

a particular machine identified by the IP address. 

These parameters must beare identified as constant 

parameters within the specified time range before the 

improper combination of the U and P parameters are 

taken into consideration for attack detection. Since 

there are only two changing parameters of interest, the 

number of possible digital logic states is seen in 

Equation 1.  

 

𝑁𝑠  =  22 𝑥  11              (1) 

Where, 𝑁𝑠  =  𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑠𝑡𝑎𝑡𝑒𝑠 

 

Table 1 is a logic table depicting the number of 

possible states that the User_ID and Password can take 

at an instance, and the implication of each state per 

time. Attack will be envisaged at every other time 

except when the User_ID and the Password 

https://doi.org/10.4314/njt.v43i4.11
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parameters have logic state ‘1’ each at the same time. 

This means that the User have entered a correct 

User_ID and Password. 

 

Table 1: Possible login states for User_ID and 

Passwords 
No. of states User_ID Password Status 

First state 0 0 Attack suspected 

Second state 0 1 Attack suspected 

Third state 1 0 Attack suspected 

Fourth state 1 1 Login Approved 

 

Z =  ( ¬U ∧ ¬P) ∨ (¬U ∧ P)  ∨  (U ∧ ¬P)             (2) 

Let,  (¬U ∧ ¬P) =  x; (¬U ∧ P) =  y; and (U ∧
¬P) =  z . 

Where, U and P represents the User_ID and Password 

respectively. 

 

Here, each of the alphabets, x, y, z represents the state 

at which attack will be detected. The  ′ ∨ ′ sign 

represents a logical OR symbol, while the ′ ∧ ′ sign 

represents the logical AND symbol. The ‘¬’ 

represents the logical NOT operator. Equation 2 

represents the attack detection state. 

 

𝑓(𝑤)  =  (𝑍)𝑛,            0 ≤  𝑛                      (3) 

 

The function f(w) is an aggregation function that 

aggregates the possible attack states represented by Z 

multiplied by n. The parameter ‘n’ represents the 

number of failed login attempts. The number 2 is taken 

as the threshold value after which the system may now 

suspect an attack on the it, triggering the Incidence 

Response System (IRS) which encapsulates the 

System-based protection module (SPM) and the User-

based protection module (UPM). 

 

3.2  System Protection Model – SPM  

Although the system protection model could be 

designed to activate an antivirus protection or firewall, 

here, it rather imposes a time delay on the system 

response to slow down the pace of the attack on the 

system to enable the legitimate user action to be taken.  

 

𝑎𝑛  =  𝑎1𝑟𝑛−1              (4) 

 

The system introduces a time-delay modelled in 

Equation 4 when the threshold of the accepted login 

trials has elapsed, and the time response increases by 

a factor that is defined by r according to the geometric 

sequence depicted in Equation 4 for each failed 

attempt n. The variable a is regarded as the first term 

in the sequence that defines the first time the SPM is 

activated by a failed login attempt. 

 

3.3  The User Protection Model - UPM 

The UPM performs two operations – the 

virtualization, and the deactivation of the 

virtualization operation, albeit, through USSDSMS. 

This is employed to combat the trade-off of time 

between detection and response in using SMS-based 

notification and Internet-based response presented in 

[34], and SMS-based notification and SMS-based 

response that this methodology proffers as a solution 

in the area of user-centred attack response. The model 

follows a graphical approach to define the operation 

of this methodology. 

 

As shown in Figure 3, the system checks the 

correctness of the input parameters. If they are correct, 

the display of E1 shows a correct login process. 

Otherwise, the failed attempt is logged in the database 

QDB2. Process 2 checks the threshold value of the 

incorrect login attempts and outputs two action 

triggered-responses depicted by the SPM and the 

process 3. The process 3 accesses the database at 

QDB3 to extract the User’s parameters in other to 

execute process 4. Process 4 generates access to the 

virtualization algorithm and sends same to the User at 

process 5. If the Fraud Alert SMS (FAS) is sent, the 

process ends, waiting for the User’s action. Next is the 

account virtualization and the reactivation module.  

 

  
Figure 3:  The Flow model of the proposed 

methodology 

 

3.4  Account Virtualization and Reactivation 

Module 

The account virtualization module is saddled with the 

responsibility of virtualization of the flagged user’s 

account simply by communicating with the Cyber-

system through an HTTP REQUEST sent over an 

SMS gateway in response to a Fraud Alert SMS. The 

system of virtualization simply deactivates the 

attacked user’s account such that even with the right 

login credentials, access is denied stating that the 

flagged account does not exist.  
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Notice in Figure 4 that the virtualization code is 

checked against the authentication platform to be sure 

that the message has the correct virtualization code set 

at the onset against an account represented by the 

responding phone number. If it is a valid virtualization 

code run within a secure time frame, the next is to 

check the fraud log table to ascertain if the phone 

number responding to the call was actually the one 

used in sending the message. 

 

 
Figure 4:  Account virtualization module 

 

If the phone number exists in the log table, then a 

query is raised to virtualize the account. If the check 

for virtualization and the authenticity of the querying 

phone number returns negative, the system simply 

fails because it assumes that a malicious attacker is 

making the request and hence should not be responded 

to. However, if the virtualization returns true, an email 

is sent to the user for the reactivation of the 

deactivated account. The choice of the User’s email is 

so as to create a distributed channel to ensure that 

account recovery is by a legitimate owner of the 

account. If for any reason virtualization returns 

negative, a fraud attempt is also sent to the user and 

then the message is logged once again. 

 

 
Figure 5:  Account reactivation module 

 

Figure 5 is the account reactivation module. In the use-

case for the reactivation of the user’s account, the user 

clicks on a link that is sent to his email. The link takes 

him to the validation page that is tied to the phone 

number that initiated the account virtualization 

process. The user enters the phone number. The 

validation of the phone number is done and upon 

confirmation of the record in the database, a 

confirmation code is sent to the phone number. The 

User will be prompted to enter the code he received in 

a new page that would load as a way of ensuring that 

the user holds access to both the phone and the email. 

Upon authentication of the phone number through 

SMS, the user’s account is activated. 

 

By so doing, a malicious attacker that repeatedly tries 

to log into any user’s account will meet the system’s 

delay function and the user’s virtualization action, 

hence preventing brute-force password attacks on the 

individual’s accounts and hence enables the seamless 

recovery of a virtualized account. 

 

4.0  RESULTS AND DISCUSSION 

To test the robustness of the application against 

password attacks, deliberate attacks were lunched 

against the application at different times of the day for 

about eight consecutive days with a view of checking 

the delay response and the success rates of using 

USSDSMS-based cyber system’s attack response in 

the event of an envisaged brute-force attack. 

 

4.1  Success Rates 

Success rates define the number of times HTTP 

requests that was sent through the USSDSMS gateway 

was successful. This is meant to validate the use of this 

technology to implement a remote account virtualize-

tion technique on cyber system’s application as a way 

to combat password attacks and illegal login attempts 

on Cyber-Systems. Deliberate attempts were made to 

capture the number of USSDSMS requests made in 

response to FAS that really virtualized the operation 

by checking the database to see the instance of the 

User’s relation. The experiment was carried out from 

24th December 2022 to 31st December 2022. Table 2 

contains the data of the number of trials made per day. 

According to the graph of Figure 6, success rates of 

employing USSDSMS response approach was 

discovered to be 90.6% with all the three selected 

major telecommunication carriers in Nigeria. This 

represents a significant proof that the USSDSMS 

technology can be adopted in the remote virtualization 

of accounts especially in the internet inaccessible 

areas. From the graph also, we noted that the 9.84% 

failure delivery is a significant portion that needs 

further attention in the combat process. The 

USSDSMS test bed utilized for the testing is a 
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sandbox environment provided by the AfricasTalking 

website.  

 

Table 2: Success rates for USSDSMS requests 
Date No of Trials Successful Failed 

12/24/2022 10 8 2 

12/25/2022 5 5 0 
12/26/2022  9 8 1 

12/27/2022  6 6 0 

12/28/2022  7 6 1 
12/29/2022  8 8 0 

12/30/2022  7 5 2 

12/31/2022  9 9 0 

Total 61 55 6 

 

 
Figure 6:  Success rates of implementing 

USSDSMS-based system account virtualization 

 
The recorded success rates show that this technology 

can be used to fight against brute-force password 

attacks seeing that greater percentage of all the actions 

initiated through the USSDSMS gateway proved 

successful. More so, the response time is near real 

time in nature, meaning that as an attack is envisaged 

on the application, the user is alerted immediately and 

a response to such attack initiates an immediate action. 

Nevertheless, there could be a delay in sending SMS 

to the user which may arise due to some certain factors 

beyond the scope of this research. 

 

However, the usage cost of this technique can be 

overwhelming with time. Nevertheless, the cost of a 

data breach per record when compared to the cost of 

utilizing this technique renders this a better 

alternative. 

 

5.0  CONCLUSION 

This research proposed the integration of Cyber 

System Users into the combat process against brute-

force password attacks – The Dual Combat 

Technique. A review of extant literatures shows that 

the existing architectures neglected the user in the 

combat process except for the research done in [34], 

which integrated the User in the process though 

through an Internet enabled platform. The proposed 

methodology however utilizes an SMS gateway to 

execute an account virtualization action in response to 

an envisaged attack on the system especially during 

the times the user may be in a network unreached area 

or without an internet enabled phone. Results show 

that the success rate recorded by this technique proved 

90.16% efficient using the three major telecom 

providers in Nigeria – MTN Nigeria, Globacom and 

Airtel Nigeria. It is therefore recommended that this 

technique be integrated in cyber systems development 

to enhance cloud infrastructural security. 
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