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Abstract
This paper provides an overview of the empirical literature on cyberethics issues 
within an academic environment, specifically young adults’ behaviours in using 
cyber technology. While digital media is a part of the institutional and societal drive 
for informational inclusion and knowledge development, the ethical practices and 
behaviours among the users of cyber technology have raised questions on users’ 
awareness and understanding of the implications of ethical violations in 
cyberspace. Using technology might provide significant theoretical paradigms in 
understanding how digital media adoption and diffusion, driven by information 
technology, can vary globally. The study reviews the literature on the emergence of 
cyber technology ethics, individual characteristics, awareness level, challenges to 
undergraduates’ cyberethics behaviour, and the central role policy plays in 
strengthening or promoting ethical conduct in cyberspace. This paper provides 
current information for awareness of CE, teaching and research on information 
ethics and related domains.

Keywords: cyberethics, information ethics teaching, information ethics research, literature review, 

Theory of Planned Behaviour (TPB)

Introduction
The research interest in cyberethics is motivated by the interaction of students with 
cybertechnology in academic institutions. Undergraduate students’ exposure to the fast pace of 
technology impacts their behaviour in relationship to using cyber technology. Thus, as modern 
information users, undergraduate students cannot afford to ignore proper cyberethical behaviour 
to navigate their way into the complex cybertechnological superhighway. In the light of this, this 
author considers it necessary to review the literature on cyberethics for informing proper 
cyberethical behavior, teaching and research.

Universities provide an enabling academic environment for students to use cyber 
technology for educational purposes. Consequently, unlimited access to cyberspace has raised 
concerns over cyberethics behaviours. For example, the increase in intellectual property 
violations, such as software piracy, counterfeiting in films, music, videos, books and pictures, has 
become worrisome (Rujoiu & Rujoiu, 2014). These cyberethics behaviours have become a 
standard feature among students in the university environment and may have implications for 
their professional life in the larger civil and corporate society. Although ethical rules govern the 
use of such technology to prevent ethical violations in many institutions, research indicates that 

1.  The author works as a principal librarian at Federal University of Agriculture, Abeokuta, in Nigeria. He completed his 
PhD on cyberethical behaviour of students at the University of Zululand, South Africa in 2018.
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students lack understanding of ethical issues, awareness and cyber technology use. Students’ 
unawareness ultimately results in decisions without foreknowledge about cyberethic 
responsibilities and use (Moor 1995).

Human behaviour is classified into two separate but interrelated worlds: real-world 
behaviour and cyber behaviour. While natural institutions have been with humans from the 
genesis of human history, cyberspace is only a few decades old, a sequel to the invention of the 
Internet. According to Yan (2012), cyber behaviour is simply a hybrid of cyberspace and human 
behaviour, referred to as human behaviour in cyberspace. Similarly, Goritz et al. (2012) 
described cyber behaviour as any physical, social or mental activity human beings engage in 
while interacting with the Internet within cyberspace.

The term “cyber behaviour” refers to users’ behavioural patterns when using different cyber 
technologies for various purposes. Hence, it is understood to be the usage pattern of new media 
technologies, focusing on cyberspace. It includes studying what people use the Internet for, how 
they use it, how often they use it and its various applications (Brandtzæg 2010). Based on the 
preceding, human activities that involve physical, social or mental engagement in connecting to 
and interacting in cyberspace could broadly be referred to as “cyber behaviour”.

Many studies draw on moral theoretical concepts on the behaviour of cyber technology 
among young adults within the university environment. Some authors (Vallor 2010; Calvani et al. 
2012; Plaisance 2013) have called for a consideration of the moral dimensions of cyber 
technology; yet others (Capurro 2008) advance universal ethical principles for the use of cyber 
technology. Like other technological inventions and innovations throughout human history, some 
of the literature affirmed that cyber technology has positive and negative impacts on society and 
tends to raise moral and ethical questions (Stahl et al., 2013; Von Schomberg, 2012).

Not much has been published on the impact of information communications technology 
(ICT) and ethical use on African societies (Cappuro 2008). There are few scholarly articles on 
cyberethics in Africa, and research on current unethical behaviour trends is relatively new in this 
part of the world. Therefore, most African studies on cyberethics take their perspectives from the 
western philosophical tradition. 

This paper consists of an introduction, the research method is explained, the theory of 
planned behavior is reviewed, an examination and the awareness of issues, challenges of 
cyberethical behaviour among students, highlighted policy issues, reflection on the reviewed 
studies and finally conclusions.

How this paper was compiled
In order to capture sufficient literature on cyberethics and related behaviour, literature searches 
were done in August 2015 using a ten-year window, searched from 2006 to 2016 on cyberethics 
and related terms in different fields such as computer science, social science, engineering, arts 
and the humanities, medicine, business management and accounting, on some open-access 
databases. Searches on Scopus returned 137 results. As is widely known, SCOPUS is the 
largest abstract and citation database of peer-reviewed literature, indexing 20,000 peer-reviewed 
journals and 5.5 million conference papers.

Web of Science returned 160 results. This database contains over 12,000 high impact 
journals and over 150,000 conference proceesings. The analysis of these publications revealed 
that none of them emanated from Africa. Evidence from the existing related literature shows 
limitations in scope and content 

It was decided that the best literature review to adopt for this paper was the scoping 
literature review. This implies the scope or coverage of body of literature on cyberethical 
behaviour. The main advantage of this type of literature review is useful for examining emerging 
evidence when it is still unclear and it allows for the exploration of general question. Given the 
reported low-level research output in this research area, this study is designed to discover the 
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cyberethics behaviour of students and thus support ongoing efforts to curb the high rate of 
cyberethics violations among students.

Theory of Planned Behaviour (TPB)
The Theory of Planned Behaviour (TPB) informs the lense through which the literature reviewed 
in this article on cyberethics behaviour is conducted. Research has shown that social, 
psychological and mental factors influence an individual’s cyberethics decision when using cyber 
technology. Socio-cognitive approaches to understanding the reasoning behind cyberethics 
behaviour frequently use the Theory of Planned Behaviour. According to the theory, the stronger 
the subjective norm, the stronger the intention to perform a targeted behaviour (Ajzen, 2011). 
This premise implies that individuals experience social pressure from their referents to engage in 
or desist from a targeted behaviour. The Theory of Planned Behaviour assumes that behavioural 
intention is the most vital determinant of actual behaviour. In contrast, the direct determinants of 
individual behavioural intentions are attitudes, subjective norms and Perceived Behavioural 
Control (PBC) (Ajzen 1991).

Deontology and teleology are prominent theories of ethics that have caught the attention of 
cyberethicists (Basse 2012). Deontological theory of ethics is an approach to ethical decision-
making dating back to theorists such as Socrates and, more recently, Kant. Deontology is about 
the concept of universal truths and principles that need to be adhered to regardless of the 
situation (MacKinnon & Fiala 2014). Kant’s categorical imperative states that an individual 
confronted with an issue should react consistently, conform to their ethical principles and feel 
comfortable with the choice made (Plaisance 2007). According to Wood (2007), people make 
ethical decisions because of anticipated results. Therefore, deontology views the means as more 
important than the end, unlike teleology, where the end justifies the means.

The societal perspective of the theories mentioned above helps form and employ various 
tools to control cyberethics behaviour. From a legal perspective, command and control 
instruments like laws, codes of conduct and acceptable policy play critical roles. From the view of 
deontologists, breaking the law will contradict their idea of ethics. Therefore, they abide by and 
comply with legislation regardless of its value (Spangenberg 2016). Contrarily, a teleologist 
weighs both the consequences and benefits of violating the law. Therefore, authorities must 
establish stringent penalties to influence teleologists’ cyberethics behavioural choices.

Influence of Attitude on Undergraduate Students’ Cyberethics Behaviour Intention
Siegfried (2004) reported that university students perceived their attitudes towards various 
cyberethics behaviours, such as software and music downloading, as acceptable. Furthermore, 
the students did not believe that using a university system for their benefit was a bad habit as 
long as it did not affect others negatively.

Aliyu et al. (2010) noted that perception and attitude towards cyberethics behaviour 
significantly influence cyber technology use. They showed that students’ attitudes towards 
cyberethics behaviour depend on background factors, such as general attitude, personality traits, 
moral values and the sense of right and wrong. Other studies have identified perceived personal 
gain, personal beliefs and attributes (i.e. religious values) (Leonard & Cronan 2005; Kreie & 
Cronan 2000). Attitude towards cyberethics intention has also been blamed on the economic and 
hedonic benefits and negative moral judgement (Cesareo & Pastore 2014). Chiang and Lee 
(2011) note that female students in a Chinese university have a high regard for effective use of 
cyber technology, particularly in respecting regulation, privacy and intellectual property rights. 
Therefore, we can say that many undergraduate students have hostile attitudes to cyber 
technology usage because there is a lack of legal and moral restrictions. Consequently, many 
companies have experienced significant losses because of the negative attitudes to cyber 
technology. Vitell and Muncy (2005) have stated that $1.5 billion was lost in the United States 
due to the piracy of cyber technology software.
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Kelly et al. (2009) discovered a positive relationship between age and respondents’ 
attitudes to ease of interaction of information systems. According to Lehnerk et al. (2015), factors 
that influence unethical behaviour and the use of cyber technology among universities include 
economic, social and cultural factors. ICT researchers observe that universities' poor attitudes 
and unethical use of ICT pose a problem in the ICT and educational sectors (Chatterjee et al., 
2015; Karim et al., 2009). 

On the other hand, Al-Rafee and Cronan (2006) argue that university students’ attitudes 
toward digital piracy are a function of their beliefs related to their behaviour, including happiness, 
excitement, age and perceived importance of the issue. Banerjee et al. (1998) listed various 
determinants influencing information ethics attitudes, including moral beliefs, organisational 
climate and self-esteem. Kuo and Hsu (2001) linked information ethics attitude to self-efficacy. 
Thong and Yap (1998) attributed it to ethical judgment processes, while gender, age, marital 
position, level of education and cyber technology knowledge and experiences are some of the 
factors that influence both negative and positive attitudes in cyberethics behaviour (Loch & 
Conger 1996; McCabe et al. 2006).

Influence of Subjective Norms on Behavioural Intention of Cyber Behaviour of 
Undergraduate Students

Various researchers have examined cyberethics behaviour using subjective norms (Al-Rafee & 
Cronan 2006; Cronan & Al-Rafee 2008; Conger et al. 2013). Subjective norms are reflected in 
users’ perceptions of their parents and friends’ assessment of their behaviours. Ajzen (1985) 
defined it as the “perception of the social pressures put on him to perform or not perform the 
behaviour in question”. Subjective norms are personal, behavioural and social norms, including 
the influence of parents and friends who provide norms and value judgments that can influence 
behaviour (Grube et al.1986). 

The study of Leonard et al. (2004) focusing on cyberethics issues concerning ethical 
behaviour intention using subjective norms among American university students revealed that 
behavioural choice was influenced by attitude, personal normative beliefs, ego, strength, sex and 
moral judgment. In addition, Al-Rafee and Cronan (2006), Peace et al. (2003), Bebetsosi and 
Antoniou (2009) discovered that attitudes and beliefs about personal behaviour influence 
cyberethics behaviour, especially concerning using cyber technology.

In their various studies, Stone et al. (2010), Beck and Ajzen (1991), and Harding et al. 
(2007) noted that a subjective norm is a factor that influences the intention of university students 
to engage in multiple unethical behaviours. Others have acknowledged that subjective norms are 
significantly related to university students’ academic misconduct (Stone et al. 2010). 
Furthermore, subjective norms have been significant predictors of intent to engage in unethical 
cyber behaviour by undergraduate students. They also discovered that subjective norms were an 
essential factor favouring academic dishonesty, which significantly influenced the intention to 
cheat in tests and examinations (Cesareo and Pastore 2014). 

Influence of Perceived Behavioural Control on Behavioural Intention towards Cyber 
Behaviour 

Perceived behavioural control is another component of the Theory of Planned Behaviour. It is 
determined by two other factors: control belief and perceived power, or the motivation to act in a 
particular manner while drawing inspiration from a perception of the likely success of the 
executed task. A study found the unethical use of cyber technology to be very high among 
university students when they perceived that their mates were engaged in various negative ways 
of using cyber technology (McCabe & Treviño, 1997). Knowing that their mates have previously 
been involved in unethical use of cyber technology and are getting away with it may increase 
their desire to join in the behaviour.
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Peace et al. (2003) conducted a study among university students. Their findings reveal that 
individual attitudes, subjective norms and perceived behavioural control were significant 
precursors to their intention to download pirated software illegally. It has also been reported that 
there is a meaningful relationship between lower academic levels and unethical use of cyber 
technology in universities. Researchers discovered that unethical use of cyber technology was 
high among university students who perceived themselves as more knowledgeable about cyber 
technology (Sahni et al. 2012). A study by Nkhugulu and Deda (2013) also affirmed a significant 
relationship between unethical cyber behaviour and perceived behavioural control on intentions 
to engage in academic dishonesty due to a lack of sanctions on the sampled students.

Ajzen (1988) noted that perceived behavioural control reflects the individual’s opinion of 
their ability to perform the behaviour. Perceived behavioural control includes the university 
students’ perception of their skills, abilities, emotions, compulsions, opportunities and 
dependence on others. The Theory of Planned Behaviour indicates that perceived behavioural 
control influences intention and behaviour. Stone et al. (2010) employed structural equation 
modelling to show a direct path from perceived behavioural control to intentions and from 
behavioural management to unethical behaviour in the use of cyber technology. These were not 
supported in the research conducted by Foltz et al. (2008) that revealed that many university 
students do not apply cyber technology policies, which are supposed to guide them on the ethical 
usage of cyber technology.

Influence of Demographic Characteristics on Cyberethics Behaviour among Students
Demographic factors are sometimes adopted as units of measurement to examine their influence 
on the study phenomenon. It is common among behavioural scientists to refer to them as 
“personal characteristics” (Tella & Mutula 2008). Studies have listed some demographic 
variables to include age, gender and religion (Lau et al. 2013). 

Studies on ethical decision-making in cyberspace are generally determined and searched 
for from two directions. They can either examine demographic and personality styles of 
deontological cyber technology users or observe the process of ethical decision-making to 
identify beliefs and attitudes which lead to cyber technology misuse (Haines & Leonard 2007). 
Others have observed that research on demographic variables as the determinants of cyber 
technology ethics of undergraduate students may enrich the body of knowledge concerning the 
teaching and learning of moral and ethical education (Lau & Yuen 2014). Despite the practical 
importance, previous studies have failed to consider or paid less attention to this phenomenon in 
the context of cyberethics education and the eventual behaviour of undergraduate students in 
institutions in developing economies.

Williamson et al. (2010) examined age, gender, college major, number of hours per 
weekend and the self-rating of their respondents’ expertise on cyber technology to determine 
their ethical or unethical use of devices in the university’s cyberspace. In a related study,
Shemroske (2011) identified the various demographic variables that may influence the ethical 
use of cyber technology. These include age, gender, computer experience, software sharing and 
work experience. In addition, in current literature there is a consensus on the attitudinal 
description of undergraduate students. Researchers understand that demography and attitudinal 
factors influence students’ cyberethics behaviour (Upshaw & Babin 2010; Chiang & Lee 2011). 
For instance, a demographic norm depicts how male young adults and students with faster 
Internet connections are more likely to engage in cyberethics behaviour (Goel et al. 2012). Kini et 

al. (2000) noted that unethical behaviour in using the computer are not affected by students’ 
experiences with computers but by social demographic variables such as age. Similarly, studies 
have established that female students are more aware of various unethical behaviours in using 
cyber technology than their male counterparts (Domeova & Jindrova 2013; Hu & Lei 2015).



278

Inkanyiso, Jnl Hum & Soc Sci 2021, 13(2)

Sargolzaei and Nikbakht (2017) reported that in some cases, gender has a significant 
impact on the ethics of information technology, which can be due to local traditions, beliefs and 
cultural factors, especially in Islamic countries. From a traditional and cultural point of view, 
women are expected to have different values from men; therefore, as Sidani et al. (2009) report, 
women are expected to follow cultural and family values and obey strict constraints.

Awareness of Cyberethics Behaviour among Undergraduate Students 
Studies have shown that 50-70% of overall unethical use of cyber technology in institutions 
directly or indirectly ranges from naivety to intentional ethical violations (Siponen & Vance, 2010). 
Therefore, improving cyberethics awareness is necessary for improved ethical conduct in using 
cyber technology within academic institutions.

It is essential to clarify what is meant by awareness in the context of cyberethics behaviour. 
For Dinev and Hu (2007:390) awareness means “the extent to which a target population is 
conscious of innovation and formulates a general perception of what it entails. Awareness is an 
antecedent for the attitude formation stage of cyber ethics intention and behaviour.” In the 
framework and context of this study, this would mean that awareness is an antecedent of 
attitudes and behavioural intentions. Cyberethics behavioural awareness was developed from 
the perspective of Butterfield et al. (2000:982), who viewed it as “an individual’s recognition that 
his/her potential decision or action could affect the interest, welfare, expectations of the self or 
others in a fashion that may conflict with one or more ethical standards”. Here, awareness is 
seen as the ability to be alert to scenarios that pose a potential ethical dilemma in cyberspace 
and cyber technology use. Similarly, awareness as a concept is seen as a primary driver of 
behaviour in students’ cyberethics intentions (Yogesh et al. 2012).

Diverse studies have shown awareness to be an essential determinant of cyberethics 
behaviour. Galvez and Guzman (2009:4) observe that awareness shapes behaviour. Hence, 
they concluded that “the higher the cyberethics awareness, the higher the cyberethics behaviour 
practice”. Dinev and Hu (2007) found that individuals’ awareness of the potential consequences 
and negative implications of cyber technologies determines the intention to use protective 
information technologies.

D’Arcy et al. (2009) used the deterrence theory to prove that users are highly aware of an 
institution’s countermeasures, such as security education training awareness (SETA) 
programmes and computer surveillance cyberethics policies to reduce bad cyber technology 
intentions. North et al. (2007) used 465 volunteers in their study to investigate cyber technology 
security and awareness at black universities. The study reported a lack of understanding of cyber 
technology security and ethics violations. The study further suggested a need for cyberethics 
education and awareness training for cyber technology users.

The steady growth and reliance on cyber technology and innovations within academic 
institutions make the oversight of technology far more complex, political and disruptive than in 
the past (Falconi 2014). Developing nations have set up awareness and education initiatives to 
cater for the increased reliance on cyber technology and the accompanying behaviour in 
cyberspace. They established these initiatives to combat unethical cyber behaviours arising from 
ignorance (Thomson et al. 2006). Kortjan and von Solms (2012) noted that cyberethics 
awareness and education are prerequisites for ethical implementation in cyberspace. They, 
however, observed that academic institutions in South Africa offer moral cyber behaviour 
education and awareness. Igwe and Ibegwam (2014) also noted that many students in Nigerian 
universities are aware of various cyber ethics violations like plagiarism, copyright violations, 
computer hacking, misinformation, online gambling and various Internet addictions.

Ngoqo and Flowerday (2014) considered awareness and knowledge as two crucial factors 
of cyber technology behaviour intentions of students in higher institutions in South Africa. Their 
result showed a moderate positive correlation between awareness and behavioural intent, which 
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implies that there is a need for every student in an academic environment to be aware of 
cyberethics behaviour as a guide to ethical cyber technology use. It can also be said that there is 
a need for ethical use of information technology to prevent violation of use. Students will use the 
resources legally when they are aware of the negative cyberethics behaviours. Lysonski and 
Durvasula (2008) have also noted that a lack of awareness of the social costs of downloading 
and its consequences in terms of the impact on copyright ownership may increase users’ 
inclination to participate in unethical cyber behaviour. In addition, Tadele (2013) also affirmed this 
position in his study that students do not believe that cyberethics behaviour could result in 
monetary loss to some people. The University of North Carolina (2014) reported that many 
students in the university face various ethical problems, including plagiarism and software piracy.

Adetimirin (2017) conducted a study in two public universities in Nigeria on awareness of 
cyberethics. The findings revealed that the understanding of cyberethics in Nigerian universities 
varied, with the level of awareness higher in one university than the other. Other researchers 
have found a strong correlation between unethical cyber behaviour of students while in the 
academic environment and later in their future professional lives (Anitsal et al. 2009; Martin et al. 
2009). Summing up this assertion, Kidwell and Kent (2008) observe that the cyberethics 
behaviours that students learn during their academic pursuit may inform their professional 
expectations of acceptable digital behaviour in their professional lives. Otherwise, it would not be 
easy to form an ethical attitude towards using cyber technology.

Challenges of Cyberethicsl behaviour
According to a policy brief by the Economic Commission for Africa (2014), the increasing cyber 
technological exposure in Africa, especially in the education sector, is characterised by 
cybercrime, lack of policy, a limited level of awareness of cyber technology-related security 
issues and cyber technology laws. Bear (2014) commented on challenges in the efforts made by 
students to act ethically in cyberspace on university campuses and the challenges of institutions 
teaching the implications of cyber technology. He argued that ethics is often the last priority 
explored in institutions.

Other factors include the restricted perceptions of cyber technology literacy, the limitations 
of measuring objectives related to computer implications and ethics, lack of trained staff and 
teaching materials about cyberethics. Walczak et al. (2010) also highlight the following 
challenges: lack of adequate training and incentives to incorporate cyberethics into the 
curriculum, inconsistent policies on academic dishonesty on campus, incomprehensive 
curriculum, inadequate cyberethics education, lack of qualified academics to teach cyberethics 
and restricted perception of cyber technology.

Despite the undeniable benefits of cyber technology, users and organisations face new 
challenges stemming from unethical information practices, including invasion of personal privacy 
and theft of intellectual property (Stylianou et al. 2013).Greening et al. (2006) also highlights 
some barriers to students’ ethical behaviour in the university cyberspace as it concerns 
integrating honest content into specialised units. Others have, however, noted that separating 
the moral issues will result in a lack of connections and will poorly reflect the injection of ethical 
problems and computing into the field. This notion was also articulated in the study by De Melo 
and De Sousa (2017), whose study expressed concern about the educational system's open 
challenges due to lack of coordinated courses in cyberethics education for undergraduate 
engineering students.

In their study, Lowry et al. (2015) draw attention to the challenges of internet policy 
development. They suggest that acceptable use policies are generally drawn up after an incident 
has occurred and are usually reactive. Using this model, policy developers initiate standards for 
dealing with specific cyber behaviours that have previously occurred while trying to forestall 
future problems. Thus, the articulation of acceptable use policies often conveys a disciplinary 
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tone understood by students and other users as rules to follow instead of a guiding framework for 
decision-making (Herath & Wijayanayake 2009).

African researchers have also published their findings on the challenges faced by students 
in their efforts to behave ethically in cyberspace. For example, Dadzie (2011:68) observed some 
internal and external obstacles to information ethics within the university environment in Ghana. 
The study notes a lack of teaching modules on cyberethics and a lack of experts and 
professionals to teach the course. Since most faculties in the institutions were already 
overburdened with course loads, it has been difficult for the academic board of the Ghanaian 
universities to introduce and approve new courses. Other noticeable challenges in a study by
Aderibigbe and Ocholla (2020) are: lack of adequate training for teaching cyberethics, lack of 
cyber morality and ethical conduct in the use of cybertechnology, among others.The study also 
observed external challenges like the absence of a National Information Policy (NIP) on 
cyberethics or information ethics. As noted by the author, the situation may be connected to the 
slow nature of the judicial system to curb the harmful practices regarding cyberethics behaviour. 
An earlier study by Ocholla (2009) also noted similar challenges. 

Other challenges faced by undergraduate students in their efforts to act ethically in 
cyberspace include restricted perceptions of computer literacy and cyber technology, poor 
understanding of cyber technology implications and ethics, and the lack of teaching content and 
materials (Haughton et al., 2013). 

Influence of Cyberethics Policy in Promoting Ethical Conduct in Cyberspace
Academic institutions recognise the importance of curtailing students’ internal cyber technology 
misuse or unethical cyber behaviour, defined as “students’ unacceptable use of cyber technology 
in terms of application, organisation and ethical conduct in cyberspace” (Phyo et al., 2007). 
Institutions use several strategies to reduce unethical cyberethics behaviour. Institutions are 
adopting surveillance systems and continuous monitoring around the globe to spy on their 
students and other users of their networks (Zetter 2007). Policy adoption is another method used 
by institutions to deter misuse (Lyu 2012).

The most common form of cyber behaviour regulation within academic institutions is the 
Acceptable Use Policy (AUP) (Lyu 2012), which is seen as a significant step towards promoting 
cyberethics. The AUP, or cyberethics policy, is usually a document that every user of cyber 
technology within an academic institution must sign before accessing the university’s network 
resources. It aims to prevent illegal and unethical activities within the institution’s cyberspace. 
The overall goal of the institution’s cyber technology service is to enhance teaching, learning and 
innovations; hence, the AUP helps to flag any activity deviating from this goal. The development 
of AUP serves as a reactionary attempt to cope with unethical cyber technology behaviour, both 
inside and outside the university environment. This approach has created a debate around the 
role that institutions must play in policing inappropriate activity and the effectiveness of such 
policies (Gottschalk 2010). 

Supporters of the AUP emphasise the need for a straightforward course of action for 
dealing with Information and Communications Technology issues. According to DiScala and 
Weeks (2013), established Internet policies help remove uncertainty regarding the security of 
computer equipment, access and sharing of materials and the availability of services. In a 
hierarchical analysis of acceptable use policies, Laughton (2008) noted that policies often serve 
to interpret the role of technology in the educational curriculum. As a result, faculty, students and 
the public gain the assurance necessary to use cyber technology responsibly. In addition, Dill 
(2003) opines that establishing guidelines for responsible use provides the reason and support 
for administrative action when dealing with specific issues within the university. 

Critics suggest that using AUP as the sole method for dealing with Information and 
Communications Technology issues is insufficient to establish a culture of responsibility for ICT 
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use. Scholars have highlighted the challenges that arose in developing and applying the policy 
and suggest that the result is the establishment of ambiguous guidelines inapplicable to practical 
circumstances (Boynton 2004; Kafai et al. 2007).

In their work, Lowry et al. (2015) highlight the challenges of internet policy development and 
suggest that AUPs are generally drawn up after an incident has occurred and are, therefore, 
reactive. Using this model, policy developers initiate standards for dealing with specific 
cyberethics behaviours that have previously occurred while trying to forestall future problems. 
Thus, the articulation of an AUP often conveys a disciplinary tone understood by students and 
other users as rules to follow, instead of a guiding framework for decision-making.

In recent times, many researchers have found that students demonstrate misconceptions 
about Internet policies within their institutions in several cases, which invariably results in 
inappropriate use (Lennie 2013; Simonson et al. 2014). A recurring example of this 
misunderstanding is students’ conflicting perceptions regarding violating intellectual property 
rights. Furthermore, Lewis et al. (2012) observes that despite policy guidelines regulating the 
copying and distribution of shared software programmes, students are still in a dilemma about 
what constitutes copyright infringement. In addition, the conflicting legal and ethical principles 
surrounding the broader issue of intellectual property rights created confusion about what a 
violation of copyright is. What is apparent in these examples is that “while trying to integrate 
cyber technology into teaching and learning and instruction process, institutions’ managements 
must deal with highly debated, continually changing, and often incomprehensible policies 
regulating students’ cyber technology behaviour and Internet use” (Davies 2002:60). 

Taherdoost et al. (2011) conducted an academic survey to investigate knowledge of the 
educational framework on the future career and behavioural experience of undergraduate 
students in dealing with ethical dilemmas and cyber technology ethics. The study suggests that 
professional bodies and institutions should update policies, codes and rules guiding ethical 
behaviour in cyberspace. Livingstone et al. (2011) have found that users also showed a lack of 
awareness regarding the guidelines in their institutions’ policies and tended to use personal 
judgments when deciding what constitutes inappropriate use. Renee Taylor et al. (2006) also 
found that faculty and students did not share the same perspectives on cyber technology use, 
which led to differing interpretations of written policies. 

Reflection of the reviewed literature
In this paper, factors that influence cyberethical behaviour through the lense of the theory of 
planned behaviour were highlighted in the introduction and also reflected in the literature. 
Cyberethical attitude, for instance, is dependent on many factors, both internal (personal values, 
belief system) and external (societal environment, legal environmnet and so on, arguably a 
cornerstone of influence on cyberethical behaviour is frequently addressed. Furthermore, as 
noted above, this focus probably has an impact on the types of cyberethical behaviour 
addressed and the context of the moral issues involved. As a consequence, there is an uneven 
characterisation of the attitude’s influence in the literature; for instance, the attitude influencers 
have probably changed over time and might depend on the situation being assessed; thus, 
attitude could change continually as new influences are introduced, or society changes.

A general dimension that was found in several of the cluster categories represented in the 
subjective norms angle of the adopted theory is that students agree that their decisions towards 
cyberethical behaviour are strongly influenced by not only their parents but other significant 
others, i.e their friends and course peers. This is hardly surprising, since much of the students’ 
behaviour at this stage in life in the university are informed by perceived social pressure of some 
sort to perform or not to perform a given behaviour (Fishbein and Ajzen 1975), and other people 
can influence assessment of their behaviours. A possible explanation for these common 
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phenomena may be the lack of adequent policy guidelines that could enforce compliance with 
acceptable ethical norms.

Given the focus of this study, this author noted important studies on cyberethics behaviour. 
For example, Thomas and Ahyick (2010) focused on helping information systems students 
improve their ethical decision-making. The study found that while students who had taken 
courses and orientations were more aware of the issues in cyberethics misuse and thought them 
essential, still there was no significant change in their behaviour; neither was there a difference in 
their perception of what influenced their ethical decision-making despite taking a complete 
course module in information ethics.

Chatterjee et al. (2015) and Johnson (2007) used a scenario-based academic investigation 
to uncover the nuances of several factors influencing young adults’ unethical cyber behaviour 
and cyber technology use. The study’s results showed nonlinear and distinctive relationships 
between the study constructs. However, the results suffer from limitations and are especially 
lacking in appropriate qualitative data that could have revealed additional nuances in tensions 
and dialectic relationships in the studied variables. A cross-cultural study conducted by Martin 
and Woodward (2011) compared the cyberethics of American and European technology 
students. They discovered significant differences in the rating of the ethicality of the studied 
scenarios, as American students rated most strategies as more unethical than the European 
participants. However, samples in the study were not scientifically represented, as details of the 
precise socio-demographic characteristics of respondents in the context of some of the studies 
were generally lacking. Most of the studies reviewed were conducted with only a single 
methodological approach, i.e. the quantitative research method. Also, existing theories used to 
explore current phenomena such as students' cyberethics behaviour seemed inadequate or 
incomplete. Therefore, the present study has fill this gap by extending the findings of these 
previous works, using qualitative and quantitative methodological approaches to unravel the 
phenomenon of cyberethics behaviour of undergraduate students in the studied institutions.

Conclusions
One of the siginificant findings to emerge from this study is that the Theory of Planned Behaviour 
(TPB) sums up all the variables that express cyber behaviours and the awareness of 
cyberethics. The theory covers subjective norms, behavioural control and attitudes and portrays 
how university students operate under the aegis of the university system when utilising 
cyberspace. Although the theory has its strengths and weaknesses and has been criticised for its 
weaknesses, its direct and extant relationship with other ethical theories and the practical 
deliberation that accompanies unethical behaviour among students in cyberspace is critical.

The literature also revealed that university policies on the Internet are deficient among 
students and that many universities in developing countries do not even have laws regulating the 
use of cyberspace. This deficiency portrays a high level of ignorance among students and faculty 
regarding cyberspace even though they are in the citadels of learning, thus impacting the extent 
of their intellectual development and adherence to global academic advancement.

The results of this literature review support the idea that a need for training staff and 
students about the preponderance of unethical behaviour in cyberspace and the necessity for 
increased education, research and theory building on cybertechnology and data ethics. This 
implies that aggressive awareness campaigns are necessary to ensure that students and faculty 
are aware of acceptable and unacceptable behaviour online in order to safeguard the integrity of 
the university.

The review is largely informed by non-African studies that makes contextualisation 
cumbersome. However students’ cyberethical behavior because of increasingly easy access to 
cybertechnologies used elsewhere in the world, as well more similarities than differences of 
students behaviour in higher education institutions, makes the reviewed study largely unversally 
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applicable. For example, although most higher institutions of learning are now conducting online 
registration and, in some cases, online teaching, their ethical cyber behaviour is not readily 
known

The literature shows that unethical cyber behaviour is a reality that has bedevilled every 
known society covered by cyberspace. This means that the battle against unethical cyber 
behaviour is global and requires a great deal of seriousness from all stakeholders to eradicate it. 
Further research on cyberethics and cybertechnology environments, issues, challenges and 
opportunities in different academic environments (eg schools) should be encouraged.

Further research is recommended to determine ways to help students apply ethical 
principles in cyberspace and their own lives. Voiskounsky’s (2009) study on web plagiarism as a 
cyberethics problem revealed that Russian students had few moral barriers to committing web 
plagiarism. The study is, however, lacking in theoretical rigour. Similarly, Tahat et al. (2014) used 
theoretical constructs to evaluate the cyber ethics misuse by Middle-Eastern countries. Their 
study results showed that respondents had a low regard for intellectual property violations. A 
closer study is that by Chiang and Lee (2011) on ethical attitude and behaviour regarding 
computer use. The study was a survey of political science students in Taiwan. The study showed 
that attitude, subjective norm, and perceived behavioural control of the respondents all 
significantly impacted on personal observations of information ethics and recommended that 
future research was required on cyberethics in Taiwan and elsewhere.
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