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Abstract

Wireless Sensor Network (WSN) has been deployed in several areas of interest for controlling the region, automation of
mundane tasks due to features such as smart sensor nodes, low cost, and small-scale factors. Earlier, the sensory units
were costly and deficient in the computational and communicational capabilities which were overcome by sensing,
processing, storing, and forwarding the data powered by a battery. There predominates diverse applications which affects the
low-cost solutions of WSNs in numerous specialties such as observing patients in health care, target exposure, and tracking
purposes, examining the atmosphere and climate, home applications, contributing protection for vehicular networks
Owing to the diversity of the applications of Wireless Sensor Network, it needs to impose varying design, implementation,
and performance requirements on the Wireless Sensor Network to have deep knowledge about the characteristics of
WSNs. The pervasiveness of designing and optimizing WSN appeared to be a surplus to several application fields which
influenced countless researchers to pay attention to several issues such as routing, mobility of nodes, coverage, and
security. In recent years, designing of WSN becomes the leading domain for many researchers. A WSN is bounded with a
collection of devices that are associated in the network to communicate the information collected from the field through
the wireless links that have been establishedin the network. The data thus collected is transmitted through multiple nodes
and also, the data is communicated to other networks through the gateway. During the design and deployment of WSNs,
more attention is required at various levels like routing, coverage, and security. A complete system could be designed so
that it could resolve the problems such as energy exhaustion, network lifetime, throughput, end-to-end time, routing, and
intrusion detection could also monitor and keep control of the network environment. Therefore, this proposed technical
research survey work has been carried out by devising an automaton system that can learn, monitor and control the
dynamic behaviour of the network environment as well as can obtain an optimal route using Computational Intelligence
Techniques. Besides, it detects the malicious activities that occur in the network using Hybrid Intrusion Detection System
(IDS) model to enhance the throughput, lifetime of the network, utilization of the energy, end-to-end delay, accuracy,
detection rate, computational time and recall rate.
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1. Introduction

In this section, the various facts that motivated to perform this research survey work are highlighted. Based on the
understanding given by (Elshakankiri 2008), the sensor nodes tend to sense, numerate, and communicate data and therefore
a large amount of energy has been utilized among the battery-operated sensor nodes. To maintain an energy-efficient
network greater attention has to be delivered in designing the networks as well as to sustain the epoch of the network. The
key aspect in designing the wireless sensor network which reduces energy and limits the network period is clustering.
Therefore, the process of selecting cluster head has to be done very effectively, flexibly and efficiently in comparison
with certain existing approaches such as LEACH (Low-Energy Adaptive Clustering Hierarchy), HEED (Hybrid Energy -
Efficient Distributed clustering) suggested by Ossama Younis & Sonia Fahmy (2004), Ossama Younis ef al. (2006), EECS
(Energy Efficient Clustering Scheme) stated by Mao Ye et al. (2005), Recluster-LEACH proposed by Gao Yi et al. (2009),
SecLEACH (Secure LEACH) as mentioned by Schaffera et al. (2012), Qi Dong & Liu (2009), Leonardo B Oliveira et al.
(2007), Thandar Thein et al. (2008), Shujuan Jin &Keqiu Li (2009), Sasikumar & Sibaram Khara (2012), Akila et al. (2017),
andYabhia et al. (2019).

To efficiently design wireless sensor networks, the next foremost factor which has to be considered to reduce the utilization of
energy among nodes is the routing process. While transmitting messages across the path the packets might be transferred through
the other intermediary nodes. Choosing the most suitable and appropriate path for traffic in a network is known as routing
which is one of the most preponderant tasks of the sensor node. The foremost focus of the routing technique is to obtain the
optimal route that helps in maintaining the network period to a maximum level as well to efficiently utilize the power.
Consequently, Hui Zhou et al. (2012), Michael et al. (2016) and Abhishek et al. (2018) put forth Computational Intelligence
Techniques such as Ant Colony Optimization (ACO) algorithm, Genetic Algorithm (GA), Firefly Algorithm and Particle Swarm
Optimization (PSO) algorithm to obtain the optimal route. The researchers used these optimization algorithms to find the
optimized route in the network for data communication to ensure that the lifetime of the network could be improvised very
considerably and the energy is dissipated competently.

Next, according to the ideas obtained from Sohrabi et al. (2000), Matt Bishop (2004), and Mohammad Ilyas & Imad
Mahgoub (2005), the network's epoch can be estimated by computing the time taken from starting the activity of the
network to the time taken till the senor nodes initial energy gets exhausted. As per this thought, there can be an improvement
in network performance by determining the dead node ahead of time i.e. identifying the alive node that completely exhausts
energy in advance to ensure that the deadnode is restricted from the routing process. In view of this, a motivation occurred to
design an automata-based system that tracks the node's energy and in case the remaining energy of a node becomes zero the
automaton considers the node as dead and restricts it from taking part in routing. Consequently, with this method, the sensor
nodes that exhaust its energy can be easily identified and ignored in the routing process which enables the network lifetime
to be extended to a maximum level and the consumption of energy could be minimized in the network.

Owing to the shortcoming of physical protection of wireless sensor networks and also because of its operating behavior, there
is a huge possibility for the attacker to destroy, damage, seize, and interrupt the sensor nodes. Consequently, WSNs are
susceptible to numerous attacks like wormhole attack, Sybil attack, sink attack, selective forwarding attack, black hole attack,
and gray hole attack as mentioned by Karlof (2003), Butun et al. (2014), and Fatemeh Barani (2014). These attack nodes interrupt
the data transmission and block the node from transmitting data packets to other nodes as well as the attackers evacuates the
energy and resources and damages the network environment. To overwhelm the operating chaos of the sensor network, a need
occurs to continuously monitor the sensor nodes to identify the affected node and the affected nodes must be restricted from taking
part in routing. Misra et al. (2009), Amir Hosein ef al. (2012), Amir Hosein ef al. (2013) and Amir Hosein et al. (2015) proposed
an automaton that was used in WSN to control the malicious node. The role of the automaton is to identify the malicious node and
not allow them to take part in routing so that the utilization of the energy of these malicious nodes can be minimized as well as
the lifetime of the network can beextended to maximum level.

Furthermore, along with automata an IDS model could be designed which helps to identify and detect the threatful
activities that happen in the network. Henceforth, Mrutyunjaya Panda (2014), Mohammad Reza Norouzian, Sobhan Merati
(2011), Md. Al Mehedi Hasan et al. (2013), Jamal Esmaily et al. (2015), and Mouhammd Alkasassbeh et al. (2016) carried
out several investigations using machine learning algorithms such as Decision Trees (DT), Artificial Neural Network
(ANN), Random Forest (RF), Bayesian Belief Network, Naive Bayes (NB), Multi-layer Perceptron (MLP), and Support
Vector Machine (SVM) to competently detect the intrusions that happen in the network.Jamal Esmaily et al. (2015) and
Megha Jain Gowadiya (2016) conducted experiments to hybrid the classifiers by exhibiting the uses of the two detection
techniques, namely misuse and anomaly detectors. The biggest challenge in designing a hybrid intrusion detection system in
the wireless sensor network is to produce an effective and efficient IDS with high overall accuracy, high precision
rate/detection rate, and high true positive rate/recall rate.

From the perspective of the above discussions made, the core motives of the proposed research work are emphasized. The
foremost motive is to design an automaton-based system with computational intelligence techniques to provide an
energy-efficient and effective secured routing in the wireless sensor networks which optimizes the data transmission
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process and obtains the optimized route. The next predominant motive is to integrate the automata with a hybrid intrusion
detection system that dynamically keeps track and learns the network activities to detect the attacks and malicious activities
thereby blocking the attacked nodes in taking part in routing. Thus, this research work is done focusing to solve the issues
such as routing and security in WSN by minimizing the energy utilization, improving epoch of the network, detecting
the attacks with high precision rate/detection rate and overall accuracy, delivering packets with high throughput and
less end-to-enddelay.

The rest of the paper is organized as follows. Section 2 presents the background literature study related work. Section 3 describes
the Objectives and Scope. Section 4 elaborates on research outcomes & conclusion and Section 5 deals with future enhancements.

2. Background Literature Study

This section elaborates on the existing literature survey pertaining to the numerous clustering techniques, to the various
routing algorithms. The earlier research work on the different automata to detect the intrusions and the optimization
techniques to optimize the route to provide energy-efficient routing are detailed in this section. Finally, various
classification techniques for hybrid intrusion detection system used in earlier research to classify the attacks are
discussed.

2.1 Clustering and Routing Algorithms

The communication protocol feature specified by Wendi Rabiner Heinzelman et al. (2000) showed a substantial
influence on the overall utilization of energy in the network. As per the outcomes of Wendi Rabiner Heinzelman et al.
(2000) static clustering, multi-hop routing, direct transmission through conventional based protocols, and transmission
of minimum energy was not necessarily optimal for the sensor nodes, and therefore a clustering-based LEACH protocol
was proposed by them. This protocol moves the cluster head randomly for broadcasting the energy load amongst the
sensor nodes. The outcome of LEACH proves that it can accomplish a reduction of 8 multiples in dissipating the
energy in comparisonwith the conventional routing protocols. In addition, the protocol enables to uniformly dispense
the energy across the sensor nodes, thus the protocol doubles the system lifetime. The energy among the network
distributed is performed effectively in the network by minimizing the dissipation of power and improving the lifetime
of the system. Li Han (2010) proposed a cluster-based energy-efficient routing algorithm to investigate and bring out a
solution for the hot spot problem that occurs while performing routing between clusters in addition network lifetime is
optimized. Further, the authors used Particle Swarm Optimization (PSO) technique to explore the optimum route among the
clusters in addition to sustain the epoch of the network. In the proposed approach, the utilization of energy was balanced by
applying the local competition mechanism while forming clusters as well as the periodic rotation of the cluster head was
done. The result of simulation reveals that the cluster-based energy-efficient routingalgorithm achieves better results than
LEACH for the network metrics energy, lifetime of the network, and the procedure's firmness proves the efficiency of the
algorithm. Further, Chen Yi-Ping et al. (2010) suggested an efficient routing that concentrates on improving the efficiency
of energy by balancing the energy moreover sustaining the epoch of the network. In this approach, the formation of the
cluster is happened by the approach of local competition and the hot spot problem is solved.

Sheng-Shih Wang & Ze-Ping Chen (2013) devised an algorithm called as Link-aware Clustering Mechanism (LCM)
for making the routing path efficient and trustwo rthy. A novel clustering metric has been used by the LCM approach to
evaluate the selection of nodes for cluster heads to group the cluster. From the simulation result, it is noticed that LCM
performs efficiently in clustering with the help of random selection and shows an improvement in packet delivery ratio,
consumption of energy, and delivery latency. Certain amendments were done in the LEACH protocol by the author' s
Danish Mahmood et al. (2013) to propose the MODLEACH algorithm. The cluster head was replaced efficiently to sustain the
dual transmission power levels. The research outcome proves that the MODLEACH algorithm achieves a better result in terms
of data flowrate, epoch of the network, and on forming cluster head. Pratyay Kuila & Prasanta K Jana (2014) proposed two
formulations, namely Linear and Non-linear formulations for clustering with low power consumption and routing problems.
These two algorithms used the PSO algorithm to provide clustering with efficient energy and routing algorithms. The
algorithm was deployed in order to prove a tradeoff between the number of hop count and transmission distance. This
approach balances the energy utilization as well as improves the epoch of the network. The experimental result proves that
the two formulations outperformed the existing algorithms in regard to the number of inactive sensor nodes, networklifetime
as well as total data packets transmitted.

A PSO based clustering and routing algorithm was presented by Md Azharuddin & Prasanta K Jana (2017) for
WSNs. The clustering algorithm has been facilitated to efficiently utilize energy among gateways and sensor nodes however
the routing algorithm relies on to compensate the energy efficiency and to balance the energy. A particle-encoding method
witha multi-objective fitness function was formulated and derived for the proposed clustering and routing algorithm. These
algorithms have the ability to tolerate the failure of cluster heads. Various experiments have been performed by the authors
and proved that the proposed schemes outperformedepoch of the network , utilization of energy, the count of inactive nodes,
residual energy of gateways and count of received data packets in comparisonwith the existing approaches like PSO based
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clustering proposed by Pratyay Kuila & Prasanta K. Jana (2014), Greedy Load Balanced Clustering Algorithm (GLBCA)
presented by Chor Ping Low et al. (2008), Least Distance Clustering (LDC) approach suggested by Ataul et al. (2008), and
Genetic Algorithm based clustering (GA) proposed by Pratyay Kuila ef al. (2014). However, the authors have noticed that
fault tolerance has occurred because of the failure ofthe cluster heads.

Energy-Aware Cluster Based Multi-hop (EACBM) routing algorithm was proposed by Amanjot Singh Toor &
Jain (2018) that makes use of the clustering principle and communication pattern based on multi-hop to transfer messages to
the base station. When comparing EACBM routing protocol performance with existing algorithms the proposed algorithm
has shown betterment with respect to stability among sensor nodes, throughput, the lifetime of network, and statistics of
dead nodes for each round for various sizes of the network. It has been observed from the investigational study that the
modified LEACH algorithm has been recognized to be better in regard to flow rate, epoch of the network, and formation of
cluster head. Therefore, in this literature investigation, the MODLEACH algorithm has been employed to perform
clustering among nodes which supports to minimize energy conservation as well as prolongs the network period.

2.2 Optimization Algorithms for Energy Efficient Routing

Enhanced PSO-Based Clustering Energy Optimization (EPSO- CEO) approach was suggested by Vimalarani et al. (2016)
in which an enhanced PSO algorithm selected the cluster head to minimize the utilizationof the energy in the wireless
sensor network. The evaluation of the approach was performed on the various assessment parameters like throughput,
the ratio of packet delivery, the period of the network, delay, normalized overhead, remaining energy, and consumption of
total energy. The simulation result indicates that the proposed (EPSO-CEOQ) algorithm shows improvement by minimizing
the total power utilization of the nodes and by increasing the network period.

The authors Santar Pal Singh & Subhash Chander Sharma (2017) determined the programming formulation to improvise
energy-efficient clustering and proposed PSO algorithm to provide efficient clustering. The proposed algorithm has been
experimented and evaluated with various measures such as exhaustion of power, rate of flow, ratio of packet delivery, and
number of alive nodes and comparison has been done on existing algorithms. The experimental result indicates that the
approach achieves efficient results in comparison with the existing algorithms.

The authors Xiaoqiang Zhao ef al. (2018) proposed a novel energy-efficient protocol built upon an improved Grey
Wolf Optimizer (GWO), which is referred to as Fitness value-based Improved GWO (FIGWO). The fitness value has been
considered for improving the searching process of the optimal solution in GWO, which ensures a better distribution of
Cluster Head (CH) and a more balanced cluster structure. Based on the Base Station (BS) and CHs distance, sensor nodes
transmission distance is recalculated to minimize the utilization of energy. The results of simulation show that the proposed
approach can extend the epoch of the network in comparison to other algorithms, namely by 31.5% in comparison to Stable
Election Protocol(SEP) suggested by Georgios Smaragdakis et al. (2004), and even by 57.8% when compared with LEACH
protocol. The result also proves that the proposed protocol performs well over the SEP and LEACH protocols concerning
power consumption and throughput of the network.

The Firefly algorithmic rule is implemented by the author Mukhdeep Singh Manshahia (2015) that depends on the
firefly attractiveness for improving the energy efficiency in routing. The simulation result of this approach shows an
improvement in flow rate and network lifetime. Michael Okwori ef al. (2016) investigated the effectiveness of Ant Colony
Optimization (ACO) and Firefly Algorithm (FA) meta-heuristic algorithms to detect the optimal route in a WSN. The
performance of these two algorithms were tested on randomly deployed sensor networks that were placed in a clustered
fashion. The results simulated proves that the Firefly algorithm could detect routes with minimum cost when compared
with the ACO algorithm in case of short routes while the ACO algorithm performs better forlonger routes.

The authors Al-Aboody et al. (2016) used Grey Wolf Optimizer (GWO) to devise clustering and routing algorithm and
developed a three-level hybrid approach for wireless sensor network. In Level One, the base station (BS) played a predominant
part to elect a cluster head along with a centralized selection. To perform data communication GWO based routing was
developed in Level Two and selected the best route towards the base station to save the power. Finally, in Level Three,
appertaining to cost function a distributed clustering was designed. The approach has been assessed on various performance
measures like network power consumption of the network, period of the network, and the stability period. The simulation
results prove that the approach achieves a longer network period, reduced utilization of energy, and longer stability period in
comparison with the existing algorithms.

Agnihotri et al. (2018) used Particle Swarm Optimization (PSO) and Genetic Algorithm (GA) to develop an energy-
efficient routing algorithm. The authors developed four types of routing approaches namely theshortest path approach, GA
approach, PSO approach, and Hybrid based PSO- GA approach for both large size as well as small size networks. The
outcomesof simulation indicated that the Hybrid based PSO-GA routing approach has increased from 12% to 23% network
lifetime in comparison with shortest path approach, 8% to 15% network lifetime when compared with PSO approach and 5%
to 13% lifetime in comparison with GA approach for large-sized network. The packet delivery ratio of Hybrid based PSO-
GA has increased from 9% to 16% when compared with the shortest path approach, 6% to 11%in comparison with the PSO
approach, 5% to 9% when compared with the GA approach.
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An energy-efficient routing protocol using a hybrid optimization technique was proposed by Logambigai et al.
(2018). The author has used hybridized Bacterial Swarm Optimization (BSO) method to optimize the energy in WSN. The
hybrid BSO approach combined the Bacterial Foraging Optimization (BFO) and Particle Swarm Optimization (PSO). For
each gateway, the optimal next node was identified and the final result was an optimized route. Regarding the gateway's
lifetime and distance between the gateway and base station the optimal relay nodes was selected. The experiment result
proved that the hybrid BSO method improved the network lifetime by 50 rounds, increased the utilization of energy up to
15%, and the hop count used for routing improved by 2 to 5 than the existing algorithms.

Therefore, in this research work the PSO and Grey Wolf Optimizer (GWO) algorithm has been hybridized to form
an hybrid optimization algorithm to obtain an optimal path for transmitting the data packets, to sustain the network lifetime,
to increase the flow rate, and to proficiently utilize the energy in the wireless sensor network.

2.3 Classification Techniques for IDS

The main part of the intrusion detection system is accuracy, which helps in improving the rate of precision and to decline the
probability of falsedetection. To strengthen the intrusion detection system, machine learning algorithms like Support Vector
Machine (SVM), Multi-Layer Perceptron (MLP) have been used frequently in research work. An efficient classification
technique should be used to identify and classify the attacks since the intrusion detection system mostly plays a major role in
analyzing huge trafficdata. A detailed review of the various classification techniques used for designing the intrusion detection
system are discussed in this section.

The authors' Wang Jing-xin, Wang Zhi-ying & Dai Kui (2004) developed and implemented a network intrusion detection model
by using artificial neural networks and carried out experiments on it. The experimental result shows that the false alarm rate is
reduced by 3% for the renowned assaults and the probability of false detection is almost declined by 13% for unknown
intrusions when compared with the existing algorithms as well as comparatively better than the traditional intrusion detection
methods.

Mrutyunjaya Panda et al. (2014) proposed and used vanous machine learning algorithms to detect the intrusions
effectively like Decision Tree J48, Na'.ive Bayes and J48 with AdaBoost (AB), Rotation Forest, Bayesian Belief Network,
Hybrid NB with DT, Discriminative multinomial NB, Hybrid J48 with Lazy Locally weighted learning, and Random Forest
with NB and J48. These algorithms were assessed using the NSL-KDD intrusion detection dataset. The simulation results
were performed and assessments were done on the metrics like probability of false detection, detection rate, and the average
rate for misclassification. The results helped the researchers to better understand the domain of network intrusion detection.

The authors Md. Al Mehedi Hasan et al. (2013) worked out on the SVM for various kernels using Knowledge Discovery and
Data Mining KDDCup' 99 dataset to analyze the assessment of the best kernel. The authors eliminated the redundant records that
were available in the KDD' 99 trainingset and KDD ' 99 testing set named KDD99Train+ and KDD99Test+ in order to
remove the bias that occurred because of these redundant records. The experimental result shows that the SVM classifier with
Radial Basis Function (RBF) kernel achieved better detection rate when compared with Linear and polynomial SVM kernels, as
well as the RBF kernel, achieved low false- negative rate in comparison with the polynomial kernel.

The authors Muhammad Shakil Pervez et al. (2014) merged the classification and feature selection on the NSL-KDD
dataset to develop a newintrusion detection approach by applying SVM. The ultimate intention of the system is to decrease
the set of input features of the training dataset by improving the expertise of the intrusion classification. To experiment, the
authors have trained the SVM classifier on various input feature subset of thetraining samples of the standard NSL-KDD
dataset. The result of simulation signified that the approach achieved 91% classification accuracy for three features, while
for 36 features and for all the remaining 41 training features the classifier was able to achieve 99% classification accuracy.

Devaraju Sellappan et al. (2014) compared the effectiveness of the intrusion detection system on various neural network
classifiers. The proposed system used the Feed Forward Neural Network (FFNN), Probabilistic Neural Network (PNN),
Generalized Regression  Neural Network (GRNN), and Radial Basis Neural Network (RBNN). The simulation was
performed on MATrix LABoratory (MATLAB) software and the various performance metrics were assessed on the
KDDCup'99 dataset. The authors have analyzed the performance of the full features with the reduced featured KDDCup'99
dataset. The result of simulation indicated that the performance of the reduced featured dataset has performed better than the full-
featured dataset.

Classification techniques such as Random Forest, Support Vector Machine, and Decision Tree has been used in this
research work to devise and develop an intrusion detection model to identify and categorize the attacks into various attack
classes and the performance of the model is evaluated for the standard KDDCup'99 and the standard NSL-KDD intrusion
dataset.

Hybrid Intrusion Detection System

Abduvaliyev et al. (2010) designed a Hybrid Intrusion Detection System (eHIDS) by combining the anomaly and misuse
detection. The authors reduced computational cost and communication by using cluster- based wireless sensor networks. The
effectiveness of the eHIDS model was assessed by conducting simulation and the outcome was compared with related
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schemes like TEEN (Threshold Sensitive Energy Efficient Sensor Network) and PEGASIS (Power Efficient Gathering in Sensor
Information Systems). The experimental results indicated an energy efficient system and achieved a high detection rate.

Kuo-Qin Yan et al. (2010) proposed Hybrid Intrusion Detection System (HIDS) to enhance the rate of precision and decline the
probability of false detection. The authors used Back Propagation Network (BPN) based decision model to detect and classify the
attacks. The outcome of the experiment indicated that the rate of precision, accuracy, and probability of false detection of the
proposed model is 99.81%, 99.75%, and 0.57% respectively. When the training samples are not persistent the detection rate of
the proposed model was very low hence the authors concluded that the training samples have to be specific in number.

Jamal Esmaily et al. (2015) devised a model by combining the Decision Tree (DT) and Multi-Layer Perceptron (MLP)
algorithm for detecting attacks. The authors designed an Intrusion Detection System model in accordance with Decision
Trees and Artificial Neural Networks which produced a higher precision rate and declined the probability of false detection.
A newfangled dataset was created by providing the DT and MLP network classification results based upon the random
dataset. Whereas in the next phase the classification in the new dataset was done by MLP network and the results were
assessed. They achieved promising outcomes such as a very low false alarm rate and promised reliable results m real-
worldapplications.

A two-step method was suggested by Md. Al Mehedi Hasan et al. (2016) for selecting features based on Random Forest.
This algorithm's effectiveness was evaluated on the KDD'99 intrusion detection dataset but this dataset contained a large
volume of redundant records. Henceforth, the authors eliminated the redundant records to derive RRE-KDD dataset, to
ensure that the bias occurred because of redundant records will be removed inthe classifiers and feature selection method. The
RRE-KDD consisted of the KDD99Train+ and KDD99Test+ dataset to train and test the samples. Through the experimental
result, it was noticed that for classification the proposed approach was able to select the relevant and most important features
that reduced the time and reduces the count of input features besides improvesthe classification accuracy.

The authors Divyatmika & Manasa Sreekesh (2016) built an intrusion detection system using K-Nearest Neighbors (KNN)
classifier. The data packets of Transmission Control Protocol/Internet Protocol (TCP/IP) were categorized as input as the
proposed architecture depends on the behavior of the network. The data was preprocessed by the parameter filteringmethod
and built a self-supporting model by using hierarchical agglomerative clustering. Additionally, KNN classification categorized the
data as an intrusion or normal traffic which reduced cost-overheads. Thus, it provided strong security with an increase in
true positive rate and reduction in false positive rate as well as progressively learned to segregate normal data and affected
data.

The author Megha Jain Gowadiya (2016) suggested a modified datamining classification technique K-Nearest Neighbor
Genetic Algorithm (KNNGA) to solve the processing overhead problem that achieved a higher detection rate. The
experimental results of the algorithm indicated that there was a rise of 5% with respect to overall accuracy, the probability of
false detection was reduced and there was an improvement in detection rate when compared with existing algorithms. The
authors Iftikhar Ahmad et al. (2018) performed a comparison on various classifiers such as SVM, random forest, and
Extreme Learning Machine (ELM). In comparison with existing classifiers like SVM, RF the technique ELM outperformed
the metric overall accuracy, recall rate, and precision rate/detection rate for the full data samples. Besides, the SVM
technique outperformed the other algorithms for 1/2 of the data samples and 1/4 of the data samples. Hence the authors
concluded that the ELM algorithm can be suggested for classifying the datasetwhich contains a large amount of data.

The authors Kumar Parasuraman and Anbarasa Kumar (2018) investigated and compared various classifiers, precisely,
SVM, Multiclass SVM, KNN, and Binary Classification (BC). Multiclass SVM outperforms other approaches such as SVM,
KNN, and BC with respect to overall accuracy, precision rate/decision rate, and recall rate on the complete data samples as
well as on the 1/4™ dataset. The authors Yi Yi Aung and Myat Myat Min (2018) combined the K-means algorithm and
classification and regression trees (CART) algorithm to obtain a Hybrid model to classify the attacks. The authors evaluated
the model for KDD' 99 dataset and were able to perform the classification with good accuracy and improved time complexity. The
simulation result indicates that the proposed model performed well on accuracy to classify normal data and attacks, as well as
the training time of the proposed model, was adaptable in large intrusion detection dataset.

The authors Sandip Hingane & Umesh Kumar Lilhore (2018) used Improved Random Forest (IRF) with bagging and
Average One-Dependence Estimator (AODE) to build a hybrid intrusion detection system. This model resolved the
problems of the existing RF approach. The performance measures like overall accuracy, precision rate, and probability of
false detection was measured for the HIDS method and comparison was done on the existing approach. The simulation
outcomes signified that the proposed HIDS method outperformed the existing approach RF with respect to overall accuracy,
rate of detection, and probability of false detection.

Through a thorough background study on the various classifiers, it was clear that the hybrid algorithm obtained better
results in regard to accuracy, detection rate, and recall rate. Therefore, in this research work hybridization of the classifier
are performed using SVM, RF and DT classifier to detect and classify attacks thereby to enhance the detection rate,
accuracy, recall rate, Fl-score and computational time for the standard KDDCup'99 dataset and standard NSL-KDD dataset.
2.4 Automata-based IDS and Routing in WSN
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To stabilize the network's lifetime and to reduce the utilization of power in wireless sensor networks, Elham Hajian
et al. (2010) developed an automaton. The automata obtained the optimized path in accordance with the performance metric
node. The authors devised a learning automaton for each sensor node to track the redundant nodes in the sensor nodes by
Mostafaei esuch as energy consumption and the distance among the destination et al. (2010). The authors' Yan Sun & Min
Sik Kim (2011) proposed an efficient algorithm to implement deep packet inspection using regular expression match in g.
By analyzing the performance of Deterministic Finite Automata (DFA), they designed an approach that skipped most of
the matching process in the compressed regions of the traffic. The algorithm was evaluated on the most popular and
standard open-source intrusion detection system known as Snort rule set. The experimental result of the proposed approach
proves that it was able to reduce the state access in a DFA in proportion to the traffic’s compression ratio. Matteo
Avalle et al. (2012) proposed a new algorithm to build mulitstride NFA for inspecting packet with reasonable memory
and time.

Pattern Matching algorithms play a central-most component m almost all intrusion detection systems which are usually
based on the construction of Deterministic Finite Automata to represent the patterns. The modern intrusion detection
system tool deals with hundreds of patterns, therefore a necessity occurs to store huge DFAs which generally does
not fit in fast memory. Thus, it stands as a big obstruction on the performance of the power consumption, cost, and
throughput. So, the authors Anat Bremler Barr ef al. (2014) proposed a novel approach to compress DFA to improve
throughput and consumption of power. This approach was applied to the various huge classes of automata that are grouped
by simple properties. The result proves that the model can achieve a throughput of 10 Gbps with minimum power
consumption.

The author Joel W Branch (2003) presented a research work and proposed automata known as Time-dependent
Deterministic Finite Automata (TDFA) to detect Denial of Service (DoS) attack and masquerading attack in real-time. The
proposed approach recorded and processed sequences of user commands, and for the users' signatures, probabilistic state
finite automata were constructed. The signature was used to classify between wvalid and invalid user sessions. In this
work, the author has utilized the interval of time among the event occurrences to detect DoS attack and masquerading attack
with improved accuracy in a distributed detection architecture.

The authors' Majid Gholipour & Mohammad Reza Meybodi (2008) proposed a protocol called Learning Automata based
Mobicast protocol (LA-Mobicast). The authors used learning automata in an appropriate manner to obtain the outline and
position of the forwarding zone in order that a number of wake-up sensor nodes is retained in WSN. An algorithm has been
used to obtain the forwarding zone with lesser communication overhead. The simulation result shows that LA-Mobicast protocol
has outperformed the existing mobicast routing protocols such as Delivery Zone Constrained (DZC) mobicast routing protocol,
Face-Aware Routing (FAR) and Variant-Egg mobicast (VE-Mobicast) with regard to slack time, message conversation, and
network period.

The authors Kumar Neeraj et al. (2014) proposed a Learning Automata-based Energy Efficient Heterogeneous Selective
Clustering (LA- EEHSC) algorithm to obtain energy efficient clustering in WSN. In this model, at each sensor node an
automaton is positioned to enable the automaton choose the cluster head and employs the observation of node diversity to
elongate the epoch of the network. Hao Sheng er al. (2018) recommended a automata-based energy-efficient, stable routing
algorithm. They developed an algorithm that focused on the durability of the node and formulated an energy-efficient ratio
function to maximize the power consumption.

The emphasis of this proposed research survey work is to present an automaton model to follow up the behavior of the nodes
that participate in transferring packets which enables the automaton to identify the dead and attacked nodes and restricts these
nodes from taking part in routing. Therefore, these sensor nodes do not utilize energy and data transmission does not occur in
these affected nodes. Further, the main emphasis of the automaton is to deliver packets with high throughput, minimize the
utilization of the energy and transfer packets with minimum time delay also sustains the network lifetime.

3. Objectives and Scope of the Research

For the past few decades, many investigations were performed on routing algorithms and optimization techniques to
competently perform routing, to optimize the route for data transmission as well as to effectively design the intrusion detection
system to detect the intruding events, identify malicious node, analyze the packets and classify the attacks in WSN. An automaton
system can be used to efficiently utilize the energy by monitoring the network activities to detect the attacks, route the packets to
destination without any interruption in the route. Computational intelligence paradigms can also be used with the automaton
system to optimize the route for efficient routing. Subsequently, a Hybrid IDS model was designed and integrated with the
automaton to carry out secured data transmission in WSN. Therefore, the predominant objective of the research work is to devise
an automaton to dynamically keep track of the activities of the network environment, to constantly record the node's energy,
detect any intrusions that happen in the node as well as during data packet transmission, and to procure the optimized path for data
transmission to ensure that the utilization of energy could be minimized, the epoch of the network could be augmented,
throughput could be improved, the end-to-end delay could be reduced with high accuracy and high detection rate. The research
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work was started keeping these objectives in mind and various model was proposed to satisfy the objectives that are described
in this section.

The foremost objective was to suggest a framework with an energy- efficient routing using Learning Dynamic
Deterministic Finite Automata (LD’FA) with Particle Swarm Optimization (PSO) Algorithm which monitors the activities of
each sensor nodes in WSN dynamically and constantly keeps track of the network environment to explore out the valid paths
which exist to transfer data packets across the sensor nodes. PSO algorithm procures an optimal path, as a result, it suggestively
saves the energy consumption, extends the epoch of the network, reduces end-to-end-delay, and improves throughput. The
sensor nodes must not be exaggerated by the malicious activities and the focus of the network is to improve the consumption
of the energy in WSNs. So, detection of two attacks namely Sybil attack and selective forwarding attack was implemented to
detect the malicious node affected by these attacks, and the automata restricted these nodes from takingpart in routing.
Hence, the second intention of this research work is to propose asecure data transmission algorithm using the Hybrid PSO-
GWO optimizationalgorithm together with LD’FA that substantially balances the dissipation of energy as well as augments
the route among all available paths, extends the network lifetime, improves throughput and reduces end-to-end delay.

The third objective is to propose a new hybrid-based intrusion detection system using SVM, RF, and DT classifiers
to detect and classify theattacks in the dataset. The evaluation on the proposed model is carried out on the KDDCup'99
dataset and the NSL-KDD dataset, comprising 41 features, and the analysis has been done on the various performance
metrics such as overall accuracy, precision/detection rate, true positive rate/recall rate, FI- score measure and computational
time.

The final eminent contribution of this research work was to integrate the automata LD’FA Hybrid PSO-GWO
algorithm with a hybrid intrusion detection model to constantly monitor the activities of the network environment and
determine the malevolent events and malicious nodes that occur in the wireless sensor network. The integrated model has to
procure the optimal route and the automaton has to investigate the node, route, and packetso as to identify the malicious
activities that occur in the network as well as todetect the attacks during data transmission. The evaluation of the integrated
model is conducted on the KDDCup'99 dataset and NSL-KDD dataset. The integrated model was suggested to significantly
contribute to improve throughput, to minimize the consumption of energy, to reduce end-to-end delay, to enhance network
lifetime with nearly cent percent precision rate/detection rate, overall accuracy, true positive rate/recall rate, and computational
time. The overall research work has been systematized into four work modules with each module emphasizing the
motivation of the research work, implementation of the proposed framework, setup of the experiment, and simulation results
besides comparative analysis of the proposed model with the existing algorithms. The overall structure of the proposed
research work portrays the proposed framework, approach of the proposed solution, strategies of implementation, verification
of the proposed model, and evaluation of performance measures are represented in Figure 1.
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Fig 1. Overall Framework of the proposed research survey work

The experiment has been evaluated by considering the different set-ups namely Setup 1 and Setup 2. The network parameters
such as area of simulation, initial energy of sensor nodes, total number of sensor nodes, simulation rounds and communication
rounds are found to be the same in both setups and it only differs in the placement of the base station. The base station is placed at
position (500,250) for Setup 1, and for Setup 2, the base station is placed at position (250,250). The performance of LD°FA- PSO,
LD’FA-Hybrid PSO-GWO, LD’FA-Hybrid SVM-DT and LD*FA-Hybrid SVM-RF for setup 1 and setup 2 are depicted in Table 1
and Table 2 respectively. The results show that LD’FA-Hybrid SVM-RF has better consumption of energy, network lifetime,
throughput but end-to-end delay is slightly higher than the other frameworks.

Table 1 Overall Performance of proposed WSN framework for Setup 1
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Performance End-to- Statistics
Energy Network
Metric end Throughput of Alive
Consumption | Lifetime
WSN delay (bps) nodes (in
(Joules) (rounds)
Framework (ms) number)
LDFA-PSO 1580 740 0.038 15040 2560
LDFA-HybridPSO-GWO 1490 800 0.048 16000 2600
LD*FA- Hybrid SVM-DT 1480 830 0.056 16600 2895
LD*FA- Hybrid SVM-RF 1400 855 0082 17200 2790

The investigational outcomes of the overall performance of automata integrated Hybrid SVM-RF IDS and automata integrated
Hybrid SVM-DT IDS is tabulated in Table 3 for the KDDCup’99 and NSL-KDD dataset. It shows the comparison of the two IDS
models with respect to accuracy, precision, recall rate, F1-score and computational time.

Table 2 Overall Performance of proposed WSN framework for Setup 2

Performance End- Statistics of
Energy Network
Metric to-end | Throughput | Alive nodes
Consumption | Lifetime
WSN delay (bps) (in
(Joules) (rounds)
Framework (ms) number)
LD’FA-PSO 1980 990 0.0425 18000 2580
LD*FA-Hybrid PSO-GWO 1740 1050 0.0473 18945 2610
LD*FA-Hybrid SVM-DT 1660 1120 0.0845 15800 22810
LD*FA-Hybrid SVM-RF 1640 1210 0.0872 16900 3000

Table 3 Overall Performance of automata integrated Hybrid SVM-RF and Hybrid SVM-DT on various NSL and KDD Dataset

4. Conclusion

This section summarizes the major research outcomes that has beenobtained in this literature study and also highlights the future
research directions appliedin the field of wireless sensor networks. As a summary the following contributions are proposed in this
paper. The first contribution is proposing an automata-based system to provide an energy efficient routing in wireless sensor
networks. The second contribution is designing a hybrid computationalintelligence-based optimization algorithm to optimize the
routes as well as to secure the data transmission in wireless sensor networks. As a third contribution designing an efficient hybrid
intrusion detection model to detect and classify the attacks. The last and foremost contribution is integrating the automata with the
intrusion detection model so that the attacks can be identified and monitored by the automaton system in wireless sensor network.

4.1 Research outcomes

Wireless sensor networks face many challenging issues in designingan efficient network such as consumption of power, clustering,
security, scalability, reliability related to WSN domain. The first and foremost factor isto design an energy efficient WSN using
automata incorporated computationalintelligence technique with minimum consumption of energy of the network that extends the
lifetime of the network. And next is to design an energy efficient routing in wireless sensor network that focuses to provide a better
end- to-end delay by improving throughput so that the packet transmission takes place at a faster rate with minimal interruptions.
Based on these factors and research objective an automaton-based system integrated with IDS was designed to continuously
monitor the network activities in order to improve energy utilization, extend network lifetime, reduce end-to-end delay and to
transmit packets at a faster rate without any interruptions.

In the first work module, A Learning Dynamic Deterministic Finite Automata (LD*FA) was proposed that dynamically learns the
environment of the networkand also adapts to any changes that occur in the network i.e. if any failure occurs in the sensor nodes the
automata handles it faster and does the necessary changes to provide uninterrupted packet transmission. Next, a computational
intelligence technique namely PSO algorithm was used along with LD’FA thatobtained the optimal route through which the energy
needed for transmitting packets was minimized as well as throughput was improved. The experimentswere evaluated on simulating
the network environment for two differentscenarios namely, Network 1 and Network 2. The base station was placed at different
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locations in these two Networks consequently to evaluate the performance of the proposed work LD*FA-PSO model. The
performance metrics such as utilization of energy, lifetime of thenetwork, throughput, statistics of alive nodes and end-to-end
delay was evaluated and analyzed for the proposed system LD*FA-PSO which was then compared with the existing algorithms
like PSO proposed by PratyayKuila & Prasanta K. Jana (2014), Greedy Load Balanced Clustering Algorithm (GLBCA) presented
by Chor Ping Low et al (2008) and Genetic Algorithm based clustering (GA) proposed by Pratyay Kuila et al (2013).

In second work module, LD’FA has been integrated with the Computational Intelligence technique such as Particle Swarm
Optimization (PSO) and Grey Wolf Optimizer (GWO) algorithm which provides an optimal route to transmit data as well as
detection of sybil attack and selective forwarding attack has beenimplemented to eliminate malicious nodes that affect the network
so that the utilization of energy of the sensor nodes can be minimized, improving throughput, reduces end-to-end delay and
enhancing network lifetime. The experiment has been simulated for the same two different network setups namely, Network 1 and
Network 2. Investigation was done to build an efficient Hybridized IDS model to classify the attacks classes for the standard
KDDCup’99 intrusion detection dataset and NSL-KDD intrusion detection dataset. Hybridization of SVM and RF classifiers as
well as Hybridization of SVM andDT classifiers were done by applying misuse and anomaly detection approachto improve the
overall accuracy, precision/detection rate, recall rate and computational time. The standard intrusion detection NSL-KDD dataset
was segregated into three datasets, precisely dataset 1, dataset 2 and dataset 3 and training has been done on 80% samples and the
learnt model has been tested on 20% samples. The analysis for NSL- KDD dataset has been performed on the performance
metrics such as overall accuracy, detection/precision rate, computational time, recall rate and F1-Score and compared with the
existing approaches such as SVM Linear and SVM_RBF suggested by Iftikhar Ahmad et.al (2018), RF proposed by Iftikhar
Ahmad et.al (2018) and DT proposed by (Vaishali Kosamkar 2014).

In third work module, Learning Dynamic Deterministic Finite Automata (LD*FA) Hybrid PSO-GWO model has been integrated
with the Hybridized IDS model to secure the data packets during transmission in the wireless sensor network as well as the
automaton continuously monitors the activities of the network. The automaton is integrated with IDS so any attacks that occurs
duringdata transmission could be automatically identified as well as sybil attack and selective forwarding attack detection takes
place which help the model to transmit packets in an uninterrupted route. The proposed model secures the network and achieves
high overall accuracy, detection rate, recall rate as well asimproves the utilization of energy, reduces end-to-end delay, improves
networklifetime and throughput. The experiment has been simulated for the same two differentnetwork setups namely, Network 1
and Network 2. The overall accuracy, recall rate, precision rate and F1-Score are measured and compared with prior art approaches
such as SVM_Linear and SVM_RBF suggested by Iftikhar Ahmad et.al (2018), RF proposed by Iftikhar Ahmad et.al (2018) and
DT proposed by (Vaishali Kosamkar 2014) for the NSL-KDD dataset as well as KDDCup'99 data set and the NSL-KDD dataset has
beendivided into three datasets and further the model is trained on 90% training samples and tested on 10% testing samples. As
well as the automata integrated Hybridized IDS is compared with the existing algorithms such as without automata integrated IDS
LD’FA-Hybrid PSO-GWO, PSO proposed by Pratyay Kuila & Prasanta K. Jana (2014), GLBCA deployed by Chor Ping Low et
al (2008) and GA proposed by Pratyay Kuila et al (2013).

4.2 Future Enhancement

During the proposed survey research work, few research directions were identified thatcan enhance or improvise this work for
further research and development inthe field of wireless sensor network. In this research work survey, static nodes were used but when
compared to static nodes mobile nodes are more versatile and can be deployed in any situation and also adapts to quick topological
changes. Therefore, the proposed model can be developed by considering the mobility of sensor nodes for WSNs.

Next, the proposed model in this thesis work have been tested only using simulators it can be further investigated on real
sensors or real network environment for small as well as large networks so that there might be significant impact on the
performance of the network in the wireless sensor network. Further the proposed model could also be evaluated on the metrics
such as packet delivery ratio, packet loss ratio, computation cost and operation cost.

As a future research direction, the WSN could be designed to solve the issues related to scalability, reliability, confidentialityand
integrity. In this work, sybil attack and selective forward attack have been implemented. There are various otherattacks such as
blackhole attack, wormhole attack, gray hole attack and sink attacks that can also be implemented as future research in WSNs. In
the future the proposed model can be further investigated onreal world network traffic as well as can be used on specific simulator
or real time network deployment instead of open source network simulator.
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