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Abstract 

Modern Societies depend heavily on Critical infrastructures (CIs) to thrive. The CI in turn is driven by 
critical information infrastructures (CIIs) which is a combination of information technology (IT) and 
operations technology (OT).  However, the CIs are underpinned by the CIIs, thus, they (CIs) inherit 
the vulnerabilities of the CIIs and share the same threats as the CIIs. Failure of the CIIs driving the CIs 
will potentially lead to catastrophic consequences arising from cascaded, escalating and common cause 
effects against other dependent/interdependent CIs/CIIs. Consequently, the CIIs should be resilient 
against cyberattacks.  To enhance the cybersecurity resilience of CIIs, maturity models (MM) are 
developed to measure their cybersecurity resilience, determine resilience gaps and proactively close these 
gaps for improved resilience.  However, existing MMs and frameworks for this purpose lack theoretical 
foundations or at least their underlying theories are not transparent. This makes the models either too 
generic or too industry-specific for adoption in the CII ecosystem.  Consequently, this article proposes 
a theoretical framework for developing cybersecurity resiliency maturity assessments models for CIIs 
based a combination of the Bruneau Resilience Theory (BRT), Socio-Technical Systems Theory (STST) 
and Hollings’ Ecosystem Theory of Resilience (HETR). While the BRT supports the presentation of an 
MM that addresses CII resilience quantification from 3 temporal dimensions, namely; pre-event, event 
management (during-event) and post-event activities; the STST provides the ground for a proportionate 
combination of controls that measures the ability of CIIs to treat threats of technogenic, anthropogenic 
and naturogenic origin; lastly, the HETR forms the basis for continuous resilience assessment at defined 
regular intervals. 
 
Keywords: critical information infrastructures, maturity models, cybersecurity, resilience. 
 
INTRODUCTION 
Digital technologies have transformed traditional enterprises into technology dependent 
organisations for the purpose of removing the barriers of time and location.  These barriers 
formed hindrances to free flow of access to services and products.  New business models and 
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industries have also emerged that owe their entire existence to the digital infrastructure. The 
advantages and opportunities associated with the application of information and 
communication infrastructure to drive the traditional enterprise and create new ones are 
endless.  In the contemporary society, health-care, commerce, education, banking, social, 
political engagements, etc are information and communication technology (ICT) driven.  The 
industrial control systems (ICS) that drive physical systems programmatically is a huge area 
of technology application that the connected society depends on. A combination of all these 
have created what is today referred to as critical information infrastructure (CII).  CII is a 
combination of information technology (IT) and operations technology (OT) systems to 
provide modern services, products and functions.  There are no generally acceptable 
definitions of CII, however, they are defined in the context of their applications.  For instance, 
nations define CII in the context of their individual national interests. For instance,  
(Australian Government, 2010; Mrad, Wiseman, and McLaughlin, 2014; Saeed, et al., 2023; 
USA Patriot Act, 2001).  Similarly, organisations define CII based on their goals (ITU) (ITU-T, 
2014). However, (Maglaras et al., 2018) defined CII as assets that are very important such that 
their incapacitation, degradation or destruction will potentially have devastating 
consequences that negatively impact national security, national economy, safety, general 
wellbeing and shared prosperity of the society.  These definitions bring to fore the fact that 
the notion of criticality is based on the functions and services an asset provides a society and 
the impacts resulting from the latent consequences that emerge when assets experience 
failures, disruptions, or degradations that render them unable to deliver those services. 
 
CII have increasingly become important as a consequence of urbanisation, population growth 
and the demands that services are available 24 hours a day and 7 days a week.  These demands 
have strained traditional organisations and infrastructure beyond their designed capacity 
(Klaver and Luiijf, 2021; Ryba, 2014).  Meeting these growing performance requirements 
demands that the operating capabilities of the traditional organisations are extended. Thus, 
accounting for more integration of CII into the core processes of these organisations as the 
only viable alternative that supports the extension or expansion of organisational capabilities 
(Sharma, 2017).  However, the cyber infrastructure (CII) has ushered in an intricate web of 
interconnectivity, fostering extensive interconnectedness both within and among 
contemporary enterprises. Thus, becoming the epicentre of interdependencies and 
consequently, the cyberquakes of now and the future (Lewis, 2019).  The CII that underlies 
the modern organisation and the society are ladened with vulnerabilities that threats 
constantly seek to exploit. The interdependencies created through interconnectivity are 
further expanding the attack surface and the threat vectors proportionately.  They (CII) are 
force multipliers in the propagation of cascaded, escalated and common cause failures in 
organisations (Rehak et al., 2016). Traditional approaches such as critical information 
infrastructure protection (CIIP) are no longer sufficient to adequately tackle the emerging 
gamut of challenges threatening to undermine the undisturbed functioning of the 
organisation. This is as a result of the new and evolving threats and vulnerabilities landscape 
arising from the integration of CIIs with modern organisations. Thus, Making critical 
information infrastructures resilience (CIIR) a preferred alternative, (Rod et al., 2016). 
 
However, achieving CII resilience requires that organisations firstly develop methodologies 
and tools that support them to regularly gauge the resilience level and present a clear picture 
of their current resilience status, identify the gaps in resilience and the sources of these gaps 
so that they are closed to improve the state of resilience.  Maturity models (MM) offer great 
potentials for the quantification of the resilience maturity of CII.  MMs have been found to be 
effective in the assessment of the maturity of the practices in enterprises, systems and 
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processes and thus, support organisations to compare current maturity levels against best 
practices (Aliyu et al., 2020, Rios, et al., 2023). However, developing MMs that assesses the 
resilience of CII in organisations depends on how the concept of resilience is operationalised.  
Operationalising resilience is contingent upon the theoretical definition of the concept.  
Although, (Tim and Jonas, 2012) argued that the resilience problem is both theoretical and 
practical; majority of the existing models and frameworks are not based on known theoretical 
foundation or evidence of the underpinning theories are not transparent (Mettler, 2011; 
Pereira and Serrano, 2020). For example, notable cybersecurity maturity frameworks and 
models like the National Institute of Science and Technology (NIST, 2023), Cybersecurity 
Capability Maturity Model (C2M2) and Cybersecurity Maturity Model Certification (CMMC) 
etc, have no known theoretical frameworks that underpin their development. Consequently, 
this paper addresses this gap by proposing theoretical framework that supports the 
operationalisation of the concept of resilience in a manner that provides a basis for the 
modelling of the assessment of the resilience of CII and demonstrate how these theories can 
be adopted to develop measurement metrics for the computation of the resilience maturity of 
CII in organisations. This work introduces a novel theoretical framework for operationalising 
the concept of resilience within CII, directly addressing a critical gap in current practices. 
Unlike existing maturity models and frameworks—which often lack a clear theoretical 
underpinning or rely on opaque methodologies—this study grounds the assessment of CII 
resilience in well-established theoretical principles. This approach not only enhances the 
transparency and replicability of resilience evaluations but also enables the development of 
precise measurement metrics for quantifying resilience maturity.  
 
Maturity models (MMs) define a structured set of attributes, characteristics, and indicators 
that represent progression within a specific domain ((Bommareddy et al., 2022; Panevski 
(2023)). These models are developed through consensus among experts and validated with 
empirical data and iterative recalibration (Caralli et al., 2012). They provide organisations, 
sectors, or nations with standardized tools to measure their current level of maturity, identify 
weaknesses, and plan for improvements (Pereira and Serrano, 2020). MMs can evaluate 
various components of an enterprise by comparing diverse units or ranking measurement 
attributes, and they are often aggregated into indices to assess community performance. 
Generally, these models consist of standard elements such as model levels, domains, appraisal 
methods, and improvement roadmaps (Mettler, 2011). 
 
There are three main types of maturity models: progression, capability, and hybrid (Becker et 
al., 2009). Progression models offer a roadmap for improvement by defining increasingly 
advanced stages of attributes Babar and Ali (2022), while capability models measure 
organisational processes and maturity across defined scales, ranging from ad hoc to optimized 
(Caralli, et al., 2012). Hybrid models combine these approaches to express both the degree of 
achievement and underlying capabilities (Malatj,et al., 2019). These types of models have been 
applied in cybersecurity resilience assessments for Critical Information Infrastructure (CII), 
allowing organizations to benchmark their resilience against best practices  Larsson and 
Groβe (2023). However, many existing frameworks in this area lack a clear theoretical 
foundation, which is critical for fully operationalizing and measuring resilience. 
 
Several researchers have proposed cybersecurity resilience models for CII, yet most of these 
works fall short of providing a robust theoretical basis Abuhasel (2023). For example, some 
frameworks focused on identifying measurement pillars or used methods like the Fuzzy 
Analytic Hierarchy Process without thoroughly addressing the foundational concept of 
resilience Mbanaso, et al., (2019). Other studies introduced models specific to particular 
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domains, such as SCADA systems in power grids or resilience frameworks using artificial 
intelligence, but they often addressed resilience as isolated issues—such as recovery or 
prevention—without considering its holistic, temporal, and socio-technical dimensions 
(Caralli et al., 2012; Miron and Muita, 2014; USA Department of Defence [USADoD], 2020). 
This gap underscores the need for a theoretical framework that can comprehensively support 
the operationalization and measurement of CII resilience. The remaining sections of the 
articles are organised as follows: section 2 contains the related works, the methodology is 
addressed in section 3, the cybersecurity resilience maturity assessment theoretical model 
(CRMAFM) is presented in section 4 and section 5 concludes the paper. 
   
MATERIALS AND METHODS  
Figure 1 presents the methodology framework for developing the theoretical basis for 
cybersecurity resilience measurement model for CII. Composite indicators are required to 
build a model that effectively measures the cybersecurity resilience of entities.  However, the 
goal in this article is to ensure that these indicators are theoretically founded.   

 
Figure 1: Methodology Framework 

Figure 1 depicts a methodology that combines sub-indicators into a meaningful composite 
indicator under a fit-for-purpose principle. Literature was used to identify theories, provide 
definition of concepts, determining the sub-groups and determine the selection criteria. The 
theoretical framework was used to clearly define the areas and the objectives that the 
composite indicator will measure. The data (indicators or variables) selection follows as it is 
crucial by the fact that the strengths and weaknesses of composite indicators is derived from 
the quality of the underlying variables. These variables were selected on the bases of their 
relevance, analytical soundness and accessibility based on (Organization for Economic 
Cooperation and Development [OECD], 2008) 
 
Flowing from ‘design of composite indicators’ and in parallel with ‘indicator selection’ is the 
statistical analysis.  Thus, Multivariate Analysis (MA) was conducted to investigate the overall 
structure of the indicators, assess the suitability of the data set and explain the methodological 
choices such as normalisation, weighting and aggregation. Several methodologies for 
multivariate analysis including, Principal Component Analysis (PCA), Factor Analysis (FA), 
Cronbach Alpha, and Cluster Analysis exist. Each with their weaknesses and strengths 
(Jabareen, 2009; Rocco and Plakhotnik, 2009). However, PCA was adopted because of its ease 
of use. Weighting was used to show the contributions of indicators at different levels of the 
model. Normalisation was also done for the purpose ensuring that values of the computations 
from stayed within the range of 0.00 to 1.00.  Conversely, aggregation supported the 
summation of variables into their composite indicators at the different levels of the model to 
compute the cybersecurity resilience index. 
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RESULTS AND DISCUSSION 
Figure 2 presents a conceptualisation of the cybersecurity resilience maturity assessment 
theoretical model made up of the theoretical framework, data selection, normalisation, 
weighting and aggregation. This is in tandem with the methodology described in section 3. 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Three theories associated with the resilience concept provided the definitions that supported 
the theoretical framework. These theories formed the basis for data selection (i.e selection of 
principal components) of the cybersecurity resilience maturity assessment model (CRMAM).  
The theories and how they support the building of the CRMAM are highlighted as follows: 
 
Bruneau Resilience Theory (BRT) 
The BRT defined resilience as the ability of a system to minimise the probability and impact 
of successful attacks; and decrease the mean time to recovery (MTTR) after attacks (Bruneau 
et al., 2003). Although, BRT was designed for the study of communities’ resilience to 
earthquakes. However, its temporal dimensions show significant promises to address the 
cyberquakes of now and the future. Thus, it was adopted in the theoretical framework of this 
work.  It shows potentials for the quantification or assessment of cybersecurity resilience with 
respect to its temporal dimensions as presented in the definition, namely: pre-event (before 
an attack), event management (active phase of an attack) and post-events (post attack) 
(Bruneau et al., 2003). This is referred to as the Bruneau resilience triangle with vertexes as pre, 
during and post attacks.  As presented in Figure 2, it proposes the reduction of the likelihood 
of failures or cyberattacks - (a pre-event activity), minimise the effect of failure – reduction in 
the magnitude and duration of a disruptive events (an active event phase activity). Reduce 
the time to recovery (post-event activity). These elements of the BRT that forms part of our 
theoretical framework are referred to as Resilience Temporal Dimensions (RTD). The BRT is 
presented in Figure 3. 
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Figure 2: Cybersecurity Resilience Maturity Assessment Theoretical Framework (CRMATF) 
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Immediately below the RTD are a set of sub-indicators mapped into each RTD with respect to 
what each RTD intends to measure. These sub-indicators are derived from the NIST 
framework (NIST, 2018).  They are mapped thus: pre-event (identify, detect and protect); 
event management (respond) and post-event (recover).  Other sub-indicators will be defined 
under this set until granular measurement is achieved. 
 
Socio-Technical Systems Theory (STST) 
Emery and Trist, (1960) propounded the STST to explain a system where humans, machines 
and the organisational elements intricately interact within the work system.  It emphasised 
the fact that an organisation is made up of a combination of interacting sub-systems.  It is a 
method that seeks to enhance the configuration and correlation between the social and 
technical dimensions of a system, while considering the systems’ environment (Malatj et al., 
2019; Walker, 2015). Put differently, organisations recruit people with capabilities to perform 
certain functions; who work towards goals based on processes, apply technology, operate 
within shared physical or virtual infrastructure and certain cultural assumptions and norms.  
The STST is presented in Figure 4. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The STST is applied in our theoretical framework to ensure a balance between the 
cybersecurity controls of people, process and technology.  It ensures that upon the selection 
of indicators, they create a balance in measuring cybersecurity capabilities with respect to all 
elements that forms the organisation. As illustrated in Figure 4. 
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Hollings’s Ecosystem Theory of Resilience (HETR) 
In theory development of resilience, Hollings’s Ecosystem Theory of Resilience (HETR) was 
the first contribution in 1973.  This theory was proposed on the bases of observations and 
states that social-ecological systems can have more than one equilibrium (Holling, 1973).  This 
was contrary to the prevailing understanding at that time, that there was only one state of 
equilibrium for social-ecological systems that the system will always return after a 
perturbation.  The threat landscape as a key variable of cyber infrastructure resilience that 
makes up the CII is constantly evolving, thus raising the assumptions that cyber systems may 
have varying points of resilience equilibrium as different threats, vulnerabilities are 
uncovered or after cybersecurity incidents have occurred.  This reenforces the argument that 
CII resilience be measured at designated intervals to ascertain the level of resilience and the 
gaps that may be required to be filled to achieve the targeted level of resilience or even identify 
new gaps arising in new threats associated with new technologies that may underlie the CII 
or CI.  
 
Data Normalization 
According to (Organization for Economic Cooperation and Development [OECD], 2008) data 
normalisation should be conducted before weighting an aggregation.  Accordingly, this article 
proposed the use of the standardisation data normalisation approach (Peshawa, et al., 2014) 
applied with the formula presented in equation 1: 
 
 
 
 
 
Where xtqm = individual indicator, xtqm = m is the average based on the number of indicators 
and  Qtqm - m is the standard deviation across the CIIs. The essence is to ensure that values of 
computations of the various indicators and sub-indicators are made uniform (i.e maintained 
between 0.00 – 1.00) to provide uniform values that support comparative analysis among 
organisation or CIIs and among different cybersecurity resilience indicators within an 
organisation or CIIs. 
 
Weighting System 
Although, there are several approaches to weighting, this article derives the weighting of the 
principal indicators defined in the theoretical framework as RTD – namely; pre-event, event-
management and post-event from a cyber risk-based perspective. Thus, it is proposed that the 
principal indicator (RTD) with potential to reduce cyber risk the most and with greater 
number of sub-indicators be allocated more weight.   
 
Table 1:Weighting of Resilience Temporal Dimensions (Kulugh, et al., 2022) 

# Principal Indicator (RTD) Sub-Indicator  Weight  

1 Pre-event Identify   
0.55 Detect  

Protect  
2 Event-Management Respond  0.30 
3 Post-Event Recover  0.15 
 Total   1.00 

 
It is considered that the pre-event RTD has 3 sub-indicators (Table 1) that work to minimise 
the likelihood of successful cyber-attacks.  Thus, from a cyber risk view point, it contributes 

 

It
qm = xt

qm – xt
qm = m  

Qt
qm - m          ………………. (1) 
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more to reducing the potential cyber risk exposure of CIIs by its preventive value.  therefore, 
it is weighted 0.55 (55%), the event-management RTD, though with a single RTD is allocated 
double the weight 0.30 (30%) of the post-event (which has 0.15 or 15%), (Kulugh et al, 2022 
and Mbanaso et al, 2019).  This consequent upon the fact that the event-management RTD 
plays a crucial role in the event of successful cyberattacks by providing response that reduces 
the impact and length of the attack.  This potentially keeps the system from been degraded 
beyond levels which they can provide services.  The post-event dimension on other hand 
though very important is remedial, thus weighting 0.15. 
 
Aggregation 

We offer an aggregation mechanism in which indicators referred to in Figure 5 as 
cybersecurity controls at every level (layer in Figure 5) can be aggregated to generate 
quantitative values that provide insights into the cybersecurity resilience of a CII or 
organisation at that level.  Figure 5 illustrates a six-layered framework showing indicators and 
sub-indicators. These layers are connected together with respect to the theoretical framework 
in Figure 2.  
 
 
 
 
 
 
 
 
 
 
 
 
The elements in layer 6 present the actual measurement of cybersecurity resilience in 
quantitative terms. The layer 6 elements are aggregated to generate quantitative values of 
layer 5.  Layer 5’s values are aggregated to obtain the quantitative result of layer 4.  This 
procedure is iterated till the values of the 3 RTDs are generated.  An aggregation of the values 
of the RTDs gives us the cybersecurity resilience index (CRI) of a CII or organisation. 
 
CONCLUSION 
This article created Cybersecurity Resilience Maturity Assessment Theoretical Model 
(CRMATM) and illustrated how the CRMATM can form the basis for generating composite 
indicators for cybersecurity resilience maturity assessment of CIIs.  It highlighted how the 
theoretical definitions of the concept of resilience can be applied to generate key indicators of 
the cybersecurity resilience maturity measurement model.  Thus, this conceptualisation can 
be applied by other researchers as first step in evolving MMs for cybersecurity resilience 
maturity measurement. The article demonstrates how several sub-indicators can be created 
flowing from the theoretical framework and how a blend of theories can support the process 
of creating a cybersecurity resilience maturity index that robustly covers the triads of people, 
process and technology while also addressing the environmental context.  It further showed 
how the concepts of data normalisation, weighting and aggregation can be applied to 
augment the computational capabilities of the MM. However, this is a conceptual model that 
will be implemented as a software and tested in future research. 
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