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Abstract 
Because of recent availability of remote services and resources, remote user authentication becomes an 
essential component of all digital environment. Remote user login authentication is the process of 
validating the identity of a user. Users present their credentials, such as username and password, as 
evidence of their identity. The most practical and effectively implemented remote user authentication 
scheme is the smart card-based one, however, because it is expensive to acquire and operate smart card 
facilities, users may find it challenging to employ smart card authentication schemes in remote 
environments. Mobility and simplicity of acquisition—especially for remote access—are the benefits of 
using this external memory. Therefore, this research performs comparative analysis of these remote user 
authentication schemes based external memory. The schemes are first evaluated for security features 
and performance in terms of computation cost. The results of analysis shown that Buhari et al.’s scheme 
has the highest security feature and is the only scheme that uses light-weight tamper resistance client 
file, followed the reviewed Kumari et al.’s scheme which is the only scheme that handles user privacy. 
The most efficient scheme is Buhari et al.’s scheme followed by Rhee et al.’s scheme. 
 
Keywords: Remote User, Authentication, External Memory, Security, Computation  
Cost 
 
INTRODUCTION 
Because of recent availability of remote services and resources, remote user authentication 
becomes an essential component of all digital environment. These include web-based and 
social media web applications that have features to make it easier for users to access remote 
applications, share data and can be synchronized with user’s Smartphone or Computer 
(Anwar and Supriyanto, 2019).  
 
Remote user login authentication is the process of validating the identity of a user. Users 
present their credentials, such as username and password, as evidence of their identity. This 
will enable them to quickly and easily login to a whole array of other web and remote services 
(Patel et al., 2022; Buhari and Obiniyi, 2022). Actually, authentication just confirms that users 
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are who they say they are—it makes no determination as to which entity should be allowed 
access. Accordingly, users won't be able to access resources based on their stated rights until 
they have successfully authenticated. 
 
The most practical and effectively implemented remote user authentication scheme is the 
smart card-based one, which is based on the user's right to access resources based on their 
defined privileges. The primary security feature of smart cards is their ability to withstand 
tampering. Other benefits include their small physical size, portability, and the convenience 
of non-volatile memory. (Buhari et al., 2022). In addition, it is a physical card with an 
embedded chip that functions as a security token. Additionally, according to Sharma and 
Dixit (2018), it is a defensive token with an integrated chip that contains information encoded 
in it. 
 
However, because it is expensive to acquire and operate smart card facilities, users may find 
it challenging to employ smart card authentication schemes in remote environments (Buhari 
et al., 2023). This involves setting up the infrastructure required for smart cards and using a 
method to upload various secure access modules (SAMs) into card readers. Its limited 
application, such as in financial transactions, arises from this. 
 
An external memory file, on the other hand, is a continuous logical address space that is 
mapped onto physical devices by the operating system. On an external memory device, it is a 
designated place used to hold relevant data. Mobility and simplicity of acquisition—
especially for remote access—are the benefits of using this external memory (Buhari et al., 
2022). 
 
The first remote user authentication scheme based external memory is Rhee et al. (2009). They 
review existing smart card schemes and found that they cannot directly be converted to 
scheme using on external memory, therefore, proposed mechanisms to create remote user 
authentication scheme based on external memory. Then, Chen et al. (2012) proposed a secure 
password based remote user authentication and key agreement scheme that guarantees 
mutual authentication and also resists off-line dictionary, replay, forgery, and impersonation 
attacks. Cryptanalysis of Chen et al. (2012) has been conducted by He et al. (2013). They found 
out that it is vulnerable to device stolen attack, privileged insider attack, does not provide 
perfect forward secrecy and no key control, and proposed an improved scheme to resolve 
these limitations. Jiang et al. (2013) also found that Chen et al. (2012) scheme is insecure against 
off-line dictionary attack and therefore proposed an enhanced scheme to overcome the 
limitation.  Again, Kumari et al. (2014) found that Jiang et al. (2013) scheme overlooked user’s 
privacy and is vulnerable to insider attack and denial of service attacks, and lacks forward 
secrecy. Also, He et al. (2013) overlooked user’s privacy and change password facility is 
equivalent to undergoing registration. They therefore, designed a new scheme with user 
anonymity to resolve the identified weaknesses. Since 2014 there is no research based external 
memory which may be because of the fact that file in an external memory is not tamper 
resistance (Buhari et al., 2022). In 2023, Buhari et al. (2023) proposed a light-weight tamper 
resistant client file in an external memory for remote user authentication and access control.   
They found that Kumari et al. (2014) is not tamper resistance, not efficient and vulnerable to 
impersonation attack. They formulated techniques and characteristics that will make client 
file in an external memory to exhibit light-weight tamper resistance property.  
 
In their comparative research of contemporary IoT security, Dargaoui et al. (2024) provided 
an analysis of recent authentication schemes in the domains of smart cities, healthcare, 
industry, etc., spanning the years 2019 to 2023. Bals (2022) examined authentication protocols, 
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namely the multi-factor authentication utilized in the Internet of Things. Using a multi-criteria 
classification, Azizah and Setiawan (2020) compared various schemes proposed by several 
researchers and provided a general explanation of the criteria for devices used in smart home 
environments. The user authentication strategies for real-time data in wireless sensor 
networks were thoroughly surveyed by Singh et al. (2020), who also conducted a comparison 
study of these schemes based on security features, communication, user computation, base 
station computation, and sensor node computation cost. A thorough literature review of 
recently published academic publications (N = 623) with a primary focus on MFA 
technologies was conducted by Das et al. (2019). A summary of the latest research on biometric 
authentication in cloud computing can be found in Alsultan et al. (2019). To decide on the best 
course of action, they outlined the benefits and drawbacks. A comprehensive overview of the 
many different IoT authentication schemes that have been proposed in the literature is given 
by El-Hajj et al. (2019). 
 
In their comparison of authentication techniques, Komarova et al. (2018) used a range of 
approach criteria, such as usability, performance, security, and other aspects, as well as basic 
and sophisticated techniques including biometrics and cryptography. In their analysis, Mittal 
et al. (2018) found that access control protocols and methods of authentication used in wireless 
sensor networks are more expensive in terms of message exchange and security.  The study 
conducted by Reddy and Reddy (2018) involved a comparative analysis of different multi-
factor authentication mechanisms. They provided details on the existing multi-factor 
authentication mechanisms, including their functionality, applications, locations, and reasons 
for use. In order to compile existing authentication approaches that have been offered in the 
literature as well as methods for comparing and choosing them in various settings, Velásquez 
et al. (2018) conducted a thorough literature study. There are 442 multi-factor authentication 
methods and 515 single-factor authentication methods in all. In order to provide safe 
authenticated access to the Telecare Medical Information System, Aslam et al. (2017) examined 
many authentication methods and discussed their advantages and disadvantages in terms of 
computing cost, security, and privacy. In order to assess and determine which authentication 
protocol—such as key management protocols, lightweight authentication protocols, and 
broadcast authentication protocols—is best for all secure transmission applications in wireless 
sensor networks, Rajeswari and Seenivasagam (2016) conducted a survey. 
 
Therefore, this research performs comparative analysis of these remote user authentication 
schemes based external memory. The schemes are first evaluated for security features 
including anonymity, key distribution resistance, replay attack resistance, impersonation 
attack resistance, providing mutual authentication, password guessing attack resistance, 
stolen external memory attack resistance, man-in-the-middle attack resistance, insider attack 
resistance, denial of service attack resistance, perfect forward secrecy and tamper resistance. 
Also, they are evaluated for performance in terms of computation cost.  
 
The contributions of this research are as follows: 

1. Remote user authentication schemes based on external memory are thoroughly 
reviewed in order to identify their strengths and weaknesses. 

2. The security features evaluation of the schemes is presented with security index in 
order to identify the most secure and least secure scheme. 

3. The performance of the schemes is analysed in terms of computation cost in order to 
identify the most efficient and least efficient scheme. 

 
The remaining sections of this research are presented as follows: section two is the 
methodology, section three is the analysis of remote user authentication schemes based on 
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external memory, section four is security analysis of the remote user authentication schemes 
based on external memory, section five is performance analysis of the remote user 
authentication schemes based external memory, section six is the conclusion, then 
acknowledgment and references. 
 
METHODOLOGY 
In this research area, a systematic literature review is conducted. First, the review plan is 
completed, from which the research needs and schemes to be reviewed are obtained. Next, 
the research papers are categorized so that papers published in the same year are grouped 
together. Finally, a general search is conducted and duplicate papers are removed to obtain 
the list of really useful papers. Finally, a detailed analysis of the obtained papers is completed, 
yielding a list of valuable papers for this research. Then the details on the performance metric 
in terms of computation cost and security feature that are employed are presented. 
 
Security Features 
Security feature is a collection of functions used to protect the connected device from 
unauthorized use or disclosure of data. The notations used for the analysis of security features 
of the schemes under study are F1 – Anonymity, F2 – Key distribution resistance, F3 – Replay 
attack resistance, F4 – Impersonation attack resistance, F5 – Providing mutual authentication, 
F6 – Password guessing attack resistance, F7 – Stolen external memory attack resistance, F8 – 
Man-in-the-middle attack resistance, F9 – Insider attack resistance, F10 – Denial of Service 
attack resistance, F11 – Perfect forward secrecy, F12 – Tamper resistance. 
 
Computation Cost 
The overall computing cost is determined by the amount of time a scheme uses for processing 
and transferring data The notations to be use in the analysis and evaluation of the schemes 
under study are (Kilinc and Yanik 2013): 𝑡ℎ (One way hash function) – 23ms, 𝑡𝑆𝑦𝑚 (Cost for 

symmetric encryption/decryption) – 4.60ms, 𝑡𝑒𝑥𝑝 (Cost of modular exponentiation) – 3850ms 

and 𝑡𝐺𝑟𝑔 (Cost of generator and random number on 𝑍𝑞
∗) – 539ms. But xor and concatenation 

operations are considered negligible. 
 
ANALYSIS OF REMOTE USER AUTHENTICATION SCHEMES BASED ON EXTERNAL 
MEMORY 
In 2009, Rhee et al. first presented a workable and safe user authentication scheme that 
maintains all the benefits of smart card-based schemes while allowing the usage of a common 
storage device. The Diffie-Hellman discrete logarithm problem, hash function, and time 
stamp provide the foundation for its security. Even when a user uses an insecure device, it is 
safe from off-line dictionary attacks and user and server impersonation attacks. There are 
three phases to it: the registration, login, and authentication phases. A security study of the 
Fan et al. (2005) and Rhee et al. (2009) password authentication techniques is carried out by 
Tan (2009). They concluded that middle man and impersonation attacks might compromise 
the approach of Rhee et al. So, an attacker could impersonate legitimate users to login and 
access the remote server. 
 
Another secure password-based remote user authentication scheme without smart cards was 
developed by Chen et al. (2012). It addresses the issue of user impersonation attacks by 
including a blind factor into the authentication data kept on the user's local memory device. 
The computational Diffie-Hellman problem, blind factor, hash function, and time-stamp 
provide the scheme's security. In addition to providing reciprocal authentication, their 
suggested technique prevents off-line dictionary, replay, forgery, and impersonation attacks. 
All of the benefits of the Rhee et al. (2009) scheme is still present. Compared to earlier schemes, 

https://www.lawinsider.com/dictionary/security-feature
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there is a decrease in computing cost and a reduced overall message length. This technique is 
divided into three phases: registration, login, authentication, and password changing.  
 
In their analysis of Chen et al.'s (2012) scheme, Jiang et al. (2013) proposed an enhanced 
password-based remote user authentication scheme that does not require a smart card. They 
noted that the approach proposed by Chen et al. is vulnerable to offline dictionary attacks. 
The hash function and computational Diffie-Hellman problem provide the scheme's security. 
They showed that the scheme accomplishes mutual authentication between the user and the 
server and can endure a variety of attacks. In terms of computing and transmission costs, it is 
more efficient. The initialization phase, registration phase, login and authentication phase, 
and password changing activity are the three phases that make up their scheme. 
 
He et al. (2013) also conducted cryptanalysis on Chen et al. (2012)'s scheme and discovered 
that it is susceptible to privilege insider attacks and device theft. Furthermore, it does not 
allow absolute forward secrecy and no key control. As a result, they proposed an enhanced 
scheme to address these issues and preserve the advantages of the first scheme. Nevertheless, 
the approach of Chen et al. (2012) performs better than theirs. Their scheme's security relies 
on a hash function and the Diffie-Hellman discrete logarithm issue. Phases one through three 
include registration, login, and authentication. 
 
Jiang et al. (2013) and He et al. (2013) schemes ignore a user's privacy, according to Kumari et 
al. (2014). They also noted that the Jiang et al. (2013) scheme lacks forward secrecy and is 
susceptible to denial of service and insider attacks. Additionally, they discovered that while 
the password-changing feature in He et al. (2013)'s scheme is appropriate, it is inappropriate 
in Jiang et al. (2013)'s scheme. Once more, neither of the schemes' login phases can stop users 
from entering the incorrect password, which results in an invalid login request. To address 
the founded vulnerabilities, they therefore create a new system that protects user anonymity. 
Additionally, they provided a formal verification of the proposed scheme's security based on 
the Burrows, Abadi, and Needham logic (BAN logic). It inherits the ability to freely change 
passwords from Jiang et al.'s schemes, resistance to insider attacks and denial of service 
attacks from Heet al.'s scheme, etc. Furthermore, it safeguards the identity of the user by 
granting them anonymity. Initialization, registration, login, authentication, and password 
change phases are its five stages. 
 
Buhari et al. (2023) proposed a lightweight tamper resistant client file in an external memory 
as an alternative to smart card for remote user authentication and access control. They 
reviewed characteristics and design considerations that make smart card tamper resistant. 
They formulated techniques and characteristics to make a client file in an external memory to 
exhibit a lightweight tamper resistant property. They also reviewed Kumari et al.’s scheme, 
which is the latest research that uses external memory for remote user authentication. They 
presented and modelled the basic system design and software design of the proposed client 
file. This will enable implementation of the proposed system using any prepared 
programming or scripting language of one’s choice. Their proposed scheme and reviewed 
scheme are also evaluated for efficiency, tamper resistance, and impersonation attack. The 
result of their analysis shown that their proposed scheme is efficient and more secure than the 
reviewed scheme. 
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SECURITY ANALYSIS OF REMOTE USER AUTHENTICATION SCHEMES BASED ON 
EXTERNAL MEMORY 
We presented security features analysis of the remote user authentication schemes in this 
section. The summary of the reviewed remote user authentication schemes based on external 
memory can be seen in table 1.  
 
Table 1: Summary of reviewed Remote User Authentication Schemes using external memory 

Scheme & 
References 

Security Backgrounds Phases Limitations 

Rhee et al. (2009) Diffie-Hellman discrete 
logarithm problem, hash 
function and external memory 

Registration, login 
and authentication 

Vulnerable to impersonation 
attacks and middle man 
attacks. and not tamper 
resistance 

Chen et al., (2012) Diffie-Hellman discrete 
logarithm problem, addition of 
blind factor, hash function and 
external memory 

Registration, login, 
authentication and 
password change 

insecure against off-line 
dictionary attacks, device 
stolen attack and privilege 
insider attack, does not 
support perfect forward 
secrecy and no key control, 
and not tamper resistance 

Jiang et al. (2013) Diffie-Hellman discrete 
logarithm problem, hash 
function and external memory 

Initialization, 
registration, login 
and authentication, 
and password 
change 

overlook a user’s privacy, 
vulnerable to insider attack 
and denial of service attacks, 
lacks forward secrecy, 
password change is 
unsuitable and incapable of 
preventing the use of wrong 
password and not tamper 
resistance  

He et al. (2013) Diffie-Hellman discrete 
logarithm problem, hash 
function and external memory 

Registration, login, 
authentication and 
password change 

overlook a user’s privacy, 
password changing facility is 
equivalent to undergoing 
registration and incapable of 
preventing the use of wrong 
password, and not tamper 
resistance 

Kumari et al. (2014) Diffie-Hellman discrete 
logarithm problem, asymmetric 
cryptography, hash function, 
timestamp and external 
memory 

Initialization, 
registration, login, 
authentication and 
password change 

user impersonation attack and 
not tamper resistance 

Buhari et al. (2023) Symmetric cryptography, 
timestamp and light-weight 
tamper resistance file in an 
external memory 

Registration, login 
authentication and 
access control 

Key distribution problem and 
user privacy 

 
The security backgrounds of Rhee et al. (2009) scheme are Diffie-Hellman discrete logarithm, 
hash function and external memory; Chen et al. (2012) are Diffie-Hellman discrete logarithm, 
addition of blind factor, hash function and external memory; Jiang et (2013) are Diffie-
Hellman discrete logarithm problem, hash function and external memory; He et al. (2013) are 
Diffie-Hellman discrete logarithm problem, hash function and external memory; Kumari et 
al. (2014) are Diffie-Hellman discrete logarithm, asymmetric cryptography, hash function, 
timestamp and external memory and Buhari et al. (2023) are Symmetric cryptography, 
timestamp and light-weight tamper resistance file in an external memory. 
 
The phases of Rhee et al. (2009) are three namely: registration, login and authentication 
phases; Chen et al (2012) are four namely: registration, login, authentication and change 
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password phases; Jiang et al. (2013) are four namely: initialization, registration, login and 
authentication, and change password phases; He et al. (2013) are four namely: registration, 
login, authentication and change password phases; Kumari et al. (2014) are five namely: 
initialization, registration, login, authentication and change password phases and Buhari et 
al. (2023) are three namely: registration, login authentication and access control. 
 
The limitations of Rhee et al. (2009) are vulnerable to impersonation attacks and middle man 
attacks. and not tamper resistance; Chen et al. (2012) are insecure against off-line dictionary 
attacks, device stolen attack and privilege insider attack, does not support perfect forward 
secrecy and no key control, and not tamper resistance; Jiang et al. (2013) are overlook a user’s 
privacy, vulnerable to insider attack and denial of service attacks, lacks forward secrecy, 
password change is unsuitable and incapable of preventing the use of wrong password and 
not tamper resistance; He et al. (2013) are overlook a user’s privacy, password changing 
facility is equivalent to undergoing registration and incapable of preventing the use of wrong 
password, and not tamper resistance; Kumari et al. (2014) are user impersonation attack and 
not tamper resistance and Buhari et al. (2023) are key distribution problem and user privacy. 
 
Table 2: Security features of the remote user authentication schemes based on external 
memory  

Scheme F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 F11 F12 Security 
Index 

Rhee et al. 
(2009) 

 ✓ ✓  ✓        3 

Chen et al., 
(2012) 

 ✓ ✓  ✓        3 

Jiang et al. 
(2013) 

 ✓ ✓  ✓    ✓    4 

He et al. (2013)  ✓ ✓  ✓    ✓ ✓ ✓  6 

Kumari et al. 
(2014) 

✓ ✓ ✓  ✓ ✓   ✓ ✓ ✓  8 

Buhari et al. 
(2023) 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 10 

 
Buhari et al. (2023) has the highest number of security features with security index of 10 and 
is the only scheme that used tamper resistance client file in an external memory, followed by 
Kumari et al. (2014) with security index of 8 and is the only scheme with anonymity features. 
He et al. (2013) has security index of 6, Jiang et al. (2013) has security index of 4 and both Chen 
et al. (2012) and Rhee et al. (2009) has security index of 3. 
 
PERFORMANCE ANALYSIS OF REMOTE USER AUTHENTICATION SCHEMES 
BASED ON EXTERNAL MEMORY 
We presented performance analysis of the remote user authentication schemes in this section. 
Computation cost of the schemes under study will be analysed and compared.  
 
Computation Cost Analysis 
According to table 3, the computation cost of Rhee et al. (2009) is 2𝑡𝐺𝑟𝑔 + 5𝑡ℎwhich is 

equivalent to 1193ms, Chen et al. (2012) is 10𝑡ℎ + 2𝑡𝐺𝑟𝑔 + 4𝑡𝐸𝑥𝑝 which is equivalent to 

16708ms, Jiang et al. (2013) is 10𝑡ℎ + 2𝑡𝐺𝑟𝑔 + 4𝑡𝐸𝑥𝑝 which is 16708ms, He et al. (2013) is 11𝑡ℎ +

3𝑡𝐺𝑟𝑔 + 7𝑡𝐸𝑥𝑝 which 28820ms, Kumari et al. (2014) is 2𝑡𝑆𝑦𝑚 + 4𝑡𝐺𝑟𝑔 + 4𝑡𝐸𝑥𝑝 which is 

17565.20ms and Buhari et al. (2023) is 3𝑡𝑆𝑦𝑚 which is 13.80ms. 
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Table 3: Computation cost of the remote user authentication using based on external memory 
Scheme Computation Cost Computation Time (ms) 

Rhee et al. (2009) 2𝑡𝐺𝑟𝑔 + 5𝑡ℎ 1193 

Chen et al., (2012) 10𝑡ℎ + 2𝑡𝐺𝑟𝑔 + 4𝑡𝐸𝑥𝑝 16708 

Jiang et al. (2013) 10𝑡ℎ + 2𝑡𝐺𝑟𝑔 + 4𝑡𝐸𝑥𝑝 16708 

He et al. (2013) 11𝑡ℎ + 3𝑡𝐺𝑟𝑔 + 7𝑡𝐸𝑥𝑝 28820 

Kumari et al. (2014) 2𝑡𝑆𝑦𝑚 + 4𝑡𝐺𝑟𝑔 + 4𝑡𝐸𝑥𝑝 17565.20 

Buhari et al. (2023) 3𝑡𝑆𝑦𝑚 13.80 

 
From table 3, Buhari et al. (2023) is more efficient, followed by Rhee et al. (2009). Chen et al. 
(2012) and Jiang et al. (2013) has the same computation cost and He et al. (2013) has the highest 
computation cost. This can be shown in figure 1. 

 
Figure 1: Comparison of computation cost. 

 
CONCLUSION  
Based on a user's stated privileges and their ability to access resources, the smart card-based 
remote user authentication technique is the most practical and well-executed. However, users 
may find it difficult to use smart card authentication techniques in remote contexts due to the 
high cost of acquiring and maintaining smart card facilities. The advantages of adopting this 
external memory include its mobility and ease of acquisition, particularly for distant access. 
This study does a comparative examination of different external memory-based remote user 
authentication systems. The first step in evaluating the schemes' security features is to 
determine whether they are anonymous, resistant to key distribution, replay attacks, 
impersonation attacks, mutual authentication, password guessing attacks, attacks involving 
stolen external memory, resistant to man-in-the-middle attacks, resistant to insider attacks, 
resistant to denial-of-service attacks, perfect forward secrecy, and resistant to tampering. They 
are also evaluated based on computation cost. Based on the analysis, Buhari et al. (2023) has 
the highest security feature count with a security index of 10, and is the only scheme that uses 
a tamper-resistant client file in an external memory. Kumari et al. (2014) comes in second with 
a security index of 8, and is the only scheme that has anonymity features. He et al. (2013) has 
a security index of 6, Jiang et al. (2013) has a security index of 4, Chen et al. (2012) and Rhee et 
al. (2009) have security index of 3. 
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