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ABSTRACT

Mobile money has evolved to enhance financial inclusion in many develop-
ing countries through the development of smartphones and financial technol-
ogies. The majority of mobile money schemes used in these nations imple-
ment two-factor authentication. However, these 2FA schemes are vulnerable
to cryptanalysis and brute force attacks over time. This is because they only
rely ona personalidentification number and subscriber identity module. This
study aims to develop asecure algorithm for encrypting Tele-Birr information
using the enhanced Hill cipher technique with a symmetric key. The algo-
rithm encrypts all Tele-Birr information using two keys k1, k2 in the form of
a character matrix, generating a unique key for one-time encryption. Various
cryptographic algorithms, such as Caesar cipher, Affine cipher, Vigenere ci-
pher, and Hill cipher, have been created. By employing this symmetric key
cryptography technique, all Tele-Birr information can be converted into un-
readable messages using acombination of 131 additional characters and sym-
bols. The enhanced encryption character set consists of 141 characters, mak-
ing the ciphertext extremely difficult for intruders to decipher due to the ex-
ponentially increased key space. This algorithm not only offers secure and
efficient authentication but also ensures data confidentiality, integrity, non-
repudiation, and privacy. The performance analysis indicates that the pro-
posed algorithm achieves better overall performance compared to existing
Tele-Birr security solutions. This is due to the character changes and posi-
tional arrangement of matrix possible key space. The results were obtained
using the Matlab simulation tool, which demonstrated an avalanche effect in

the proposed algorithm.

Keywords: Cryptography, One Time Pad Key Generation, Character posi-

tional arrangement, Avalanche effect, Tele-Birr security issue
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1. INTRODUCTION

Security involves the protection of computer systems,
information, and assets from attacks when data is trans-
ferred between computers and devices. Security mech-
anisms prevent unauthorized access, theft, harm, and
disclosure of information. Online communication has
become highly prevalent in today's world, making data
protection crucial in network environments. Various
data protection systems, such as authentication
(username, password), intrusion detection systens
(IDS), firewalls, biometric systems, and cryptography
(encryption and decryption), exist to ensure data secu-
rity. Cryptography, the science of safeguarding private
information, plays a vital role in maintaining confiden-
tiality, integrity, and authentication in cyber security. It
employs encryption and decryption methods to conceal
or reveal transaction information, thereby achieving se-
curity goals. Encryption transforms Tele Birr transac-
tion messages into unreadable text for intruders, while
decryption converts cipher text back into the original
message. Cryptography utilizes different algorithm
techniques, including Caesar substitution cipher,
Vigenere cipher, columnar transposition, Hill cipher
(Hc), Advanced Encryption Standard (AES), digital sig-
nature algorithm, Data Encryption Standard (DES),
hash algorithms, RSA, elliptical curve, and El Gamal.
These techniques fall under the categories of symmetric
or asymmetric cryptography. The Hill cipher, invented
by mathematician Lester Hill, is a symmetric block ci-
phertechnique. Both the senderand receiver employ the
same key in the form of a matrix The encryption and
decryption keys must satisfy the condition kk-=1 mod
n=1, where n=26 [1][6][15]. The Hill cipher is com-
monly usedto encryptimages and text messages. It as-
signs a number modulo 26 to each letter, where A =0,
B =1, and Z = 25. To encrypta document with modulus
26, each block of n letters is multiplied by an invertible
nXn matrix Similarly, to decrypt the message, each

block is multiplied by the inverse of the key matrix. The

cipher key represents the matrix used forencryption and
should be randomly selected from a collection of invert-
ible mxm matrices (modulo 26). This mathematical de-
scription outlines the functioning of the Hill cipher. The
building block cryptography is shown in Figure 1.

RC = (PK) mod26, (For Encryption)

P = (PK-) mod26, (For Decryption)

K=k11 k12 ————kls
k21 k22 — ——— k2s
ksl ks2 ——— —kss

Cl= P1K11 + P2K?21 + — — —PsKs1
C2 = P1K12 + P2K22 + — — — PsKs?2
Cs = P1K1s + P2K2s + — — — PsKss

Secret key

) ool ) Decryplion
Plain text ciphertext ongmai fext

Fig 1. The building block of cryptography [4]

The Ethiopian Telecom service was launched in 1992
and has been providing various services to its customers
ever since. One of the recent additions to the telecom
services is Tele Birr. Information security has emerged
as a concern in Tele Birr, where money transactions and
information exchanges are susceptible to cryptanalysis,
social engineering, brute force attacks, and data inter-
ruption. To address these security issues, a solution
called"Enhancing the Hill Cipher Algorithm and
Employing a One Time Pad Key Generation
Technique" (EHCAAEaOTPKGT) has been proposed.

1.1 Related cryptography literature

Cryptography involves the technique of safeguarding
data from unauthorized access or modification through

encryption and decryption methods. Intruders often at-
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tempt to intercept data using brute force attacks and fre-
quency analysis. To address these issues, researchers
have developed various security algorithm methods.

In one such work presented in [1], the authors propose
a modified version of the Hill Cipher algorithm that uti-
lizes ASCII values for encryption. The focus of the pro-
posed algorithm is to address the issue of unauthorized
agents gaining access to sensitive data. The algorithm s
based on modular arithmetic and employs a fixed key
size. It converts characters into binary using the XOR
operation and increases the English alphabetical letter
modulo to 256 ASCII characters. Simulation results us-
ing C++ show the effectiveness of the proposed ap-
proach. However, it should be noted that the proposed
work considers ASCII characters thatare known to eve-
ryone, which may pose a limitation.

In anotherresearch by authors in [3], a novel cryptosys-
tem called the Multiplicative Substitution Cryptosystem
(MSC) is proposed. This cryptosystemadds protection
to characters with values ranging from 0 to 255, includ-
ing extended ASCII characters. The encryption process
involves multiplying the plaintext and the key, both rep-
resented as characters. The characters are converted into
corresponding ASCII values. The authors aim to en-
hance the confidentiality issue in symmetric key cryp-
tography by introducing a non-linear function using a
combination of affine, Caesar, and playfair ciphers in
the form of a multiplicative cipher. However, a draw-
back of this approach is that the key with ASCII char-
acters remains printable as it is, which reduces the effi-
ciency of symmetric encryption.

In [6], the authors propose the Generation of Key Matrix
for Hill Cipher Encryption Using Classical Cipher. The
modification involves using the positional value of the
ciphertext as numbers in the encryption key matrix. The
first ciphertext is generated using the Playfair Cipher for
the given plaintext. The results show that the modified
Hill Cipher enhances information communication by in-

creasing the key size and creating robust encryption.

However, the use of the Playfair cipher for key genera-
tion introduces repeated letters that can be exploited by
intruders by analyzing the frequencies of English alpha-
bets.

Authors in [7] present a hybrid cryptographic method
called Text Encryption, combining the Hill Cipher and
Vigenere Cipher (TEHCMUVH). The hill cipher en-
crypts the plaintext using a constant matrix key, which
is further encrypted by the Vigenere key. The goal is to
increase the confidentiality, non-repudiation, and
source authentication of information. However, the sta-
tistical and brute-force attacks are still potential issues
in the Hill Cipher due to the limited keyspace of 26 al-
phabet letters. Additionally, the encryption of the
Vigenere Cipher may involve letter repetition, which
weakens the overall encryption.

In [29], the authors propose a cryptanalysis of a modifi-
cation in the Hill Cipher to overcome the defense
againstknown-plaintext attacks. Despite the great diffu-
sion property exhibited by the Hill Cipher, it remains
vulnerable to known-plaintext attacks due to specific
patterns in the plaintext. The authors suggestmodifying
the classical Hill Cipher to address this issue, where the
plaintext is transposed into a constant matrix. However,
the constant matrix structure and the limited modular
arithmetic using 26 letters (A-Z) make it susceptible to
decryption using cryptanalysis.

Authors in [31] present encryption and decryption of
short messages using the Vigenere Cipher with matrix
expression to enhance message confidentiality. To ad-
dress the weaknesses of the Vigenere Cipher, they pro-
pose combining it with the Rivest-Shamir-Adleman
(RSA) algorithm. The encryption process uses a public
key, while decryption employs a private key. The draw-
back of this approach is the increased computational
time required for encryption and decryption. Addition-
ally, the use of both public and private keys in the algo-

rithm makes it less efficient in terms of time and space.
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In summary, various modifications and combinations of
encryption algorithms have been proposed to address
the vulnerabilities and limitations of existing crypto-
graphic methods. Each approach offers different ad-
vantages and drawbacks, and the choice of algorithm

depends on specific requirements and trade-offs.
2. MATERIALS AND METHODS

The proposed algorithm focuses on increasing the key
size and using a larger modulo value of 141 to select
positions in the Hill Cipher algorithm, aiming to mini-
mize intrusion in Tele Birr transactions. This algorithm
effectively reduces the likelihood of brute force and
cryptanalysis attacks. The key in our algorithm consists
of two matrices ('kl' and 'k2") that are multiplied with
the plaintext (p). The algorithm relies on a set of private
keys and parameters used to encrypt all digit characters,
special characters, and other symbols to enhance the
complexity of our ciphertext. The Matlab simulation
tool is used in the analysis, and the key is generated
based on the selected characters, taking into account the
size of the message. As observed in the proposed algo-
rithms, the number of message columns matches the
size of other rows. During encryption, input characters
are converted into numbers according to their positional
arrangement. The positional arrangements of the char-

acters are listed below and shown in Figure 2.

spe ! " #S % &7 ( )y*r+, - ./
0 123 4 5 6 7 89 A BCD E
F GH IJ KL MNOP QR ST
UV W XY Z2Z a b cde f goh
i jJjk 1lm n o p qgqzr s t u v
w o xy z: ; < =>?2 @1\ I
N S IS SR SRR R PR P
« »" v . om0 ™ | ¢ ¥ € L7
« ¥ 9§ = 0 132 g

+
mn zA E p A A A A

Fig 2. The positionalarrangements of the characters
Key matrix generation

The original and a new algorithm have the same square
key matrix (Ksxs). The new modified algorithms have
their encryption techniques, which is select key random
one-time, ‘E (k, P) = Ct = (Klsxs * Psxq + ((K2qxs)t +
K3)) mod N’ where N=141, Ct is total ciphertext,
(K2gxs)t is the second key matrix transposition to in-
crease complexity and decrease risk.
METBSIUEHCAbOTPKG encryption and decryption
algorithm with key generation:
In this algorithm procedure, the first step involves the
utilization of the modified Hill Cipher
e ModulusN
e Generate random key one-time pad character
as input from 141 key space
e Change characters into positional integer num-
ber as a key in the form of nXn matrix
e  The key which is (k1,k2)
e Encrypt original text from senderside (E(k, P)
= Ct = (K1sxs*Psxq+(K2qxs)t) mod N
e Compute inverse key kisxs = 1/| kisxs |,
where,| k1sxs | is determinant of key
e Hence, the receiver decrypts using the gener-
ated private key (p-) the same size as the sender
encryption key(Ksxs).
e  Our private key is klsxs and k2gxs
e Decrypt the ciphertext from the recipient
(D(C,K) =Psxq = klsxs-( Ct - ( K2gxs)t ) mod
N.
To prove an algorithm based on encryption and decryp-
tion, substitute the encryption formula into the decryp-
tion formula.
C=p*kl + (K2) mod N
For decryption:
P = K1-* (C - (K2)) mod N
Substituting C into P:
P = K1-* ((p*kl + (K2) mod N) - (K2)) mod N
Applying the minus sign using the body mass rule:
P = K1-* (p*k1 + K2) mod N — K2 mod N) mod N

Using the properties of module:
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(@-b) mod n=(amod n-bmod n)
Therefore:
P = K1-* (p*kl + K2 — K2) mod N
The positive and negative addition cancel each other.
3.RESULTS AND DISCUSSION
For Encryption Process:

In our algorithm, Abe wants to send money to Kebe, he
uses two private keys (k1, K2).
(Ct= (K1sxs*Psxq + ((K2qxs)t+) mod N’),
Where: Ct is a total cipher, (K2gxs) tis the second key
Transpose

P=50000$, K1 =? DN+, K2 = (K#, WQ the number of
position characters from 141.

P (5=21, 0=16, $=4and K1 (? =83, D =29, N = 39,
+ =119,

k2( (=9, k=36, #=3, W=48, Q=42

Based on the given positional number arrangement in
the form of a matrix (p, k1, K2).
The plain text block arranged in the row and columns
with key, then the random generated key of the column

equal with the row of plaintext.

21 16 16 83 ) L2
P= [-15 16 4]' k= [39 119] k hﬁ ig

In the algorithm, when Abe wants to send money to
Kebe, he utilizes two private keys (k1, K2). The cipher-
text (Ct) is obtained by encrypting the text using the
key:

Ct = (Klsxs*Psxq + (K2gxs)t) mod N'

Where: N = 141. Here, the key matrix (k2) is transposed
to match the dimensions of the rows and columns for
adding thetext during thefirst encryption step.

K2 =

. 36 3
(&# “Q=[12 48 42

21 16 16

CT‘([39 119] [16 16

([12 48 42])“"1 141

First multiply ‘P’ with k1’ and added k2t.
let A= K1sxs*Psxq =

83421 +29+16 B3+16+29+16 83*16+29'4={2207 1792 1444
9+2+119¢16 39416411916 39+16+119+41 12723 2528 1100

9 36 3

Let B= (Kags) == [12 48 42

]= then Ct=A+B mod 141

2216 1828 1447

_ 2207 1792 1444}_9 3 3
2735 1576 1142

75 258 w0 o o

mod1411

o1 136 37
=g 3 1

= {pLem. . the ciphertextis more subsfiute and transposition,
For decryption process

As mentioned earlier, Abe and Kebe use the same pri-
vate key. Therefore, Abe encrypted the message and
sentthe ciphertext to Kebe. Kebe then decrypted the ci-

phertext using the same private key as Abe, following

the formula:
P = Klsxs-(Ct- (( K2gxs)t )) mod 141).
Since
9 12
_[83 29 I[Jl 136 37
1<;1-[39 119] k2 [336 :ﬂ and Ct= 8 14

Find, the transpose of

o K[, 36 3
“7 L1z 48 421 Then, calculate plain text
83 - [101 136 37
P[5 el (e S il i8 sDmeds

Using body mass rule, multiplied by a negative sign
with k2t.

_[B3 29] { 29}.* EZ 100 34

i _[B
—ZB] m0d141—[3g 119 44 131 113

Second, we find the inverse of k1 using the determinant

mod 141

and adjoint.
1- =1kl *adj(kl)mod 141, the determinant of |k1|
=83*119 — 39*29 = 9877 -1138 =8746 and adj of k1

using mathematical matrix

: 119 —-29
di(kl) = .
adi(kl)=| 59 83] , Then, multiply with determi-
nant.
gt [119 1, 9 112
- ,ml o3 33] mod 141 = M g moddt

The multiplicative inverse of (8746)- using Euclidean
algorithm is 106 and all negative numbers change into a

positive integer by modulo 141.

65 28

65 28)
9% 56

m0d14l=[ or c¢

| so. k=]
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Now, thekey inverse is multiplied with the ciphertext.

21 16 16

65 2313[1[}1 136 37 e 4 =300008

P=[95 56l lsg 38 14

modl4] = [

The encryption and decryption process involves addi-
tional substitutions and transpositions, which improve
the performance metric of confusion diffusion, leading
to an avalanche effect. The avalanche effect is a prop-
erty in cryptography that reflects the cryptographic
strength ofan algorithm, characterized by diffusion and
confusion [1]. If anattacker possessesknowledge about
the statistical characteristics of the plaintext, such as the
frequency distribution of Tele Birr transactions, crypta-
nalysis becomes relatively straightforward. In such
cases, the known statistics can be observed in the ci-
phertext, allowing the cryptanalystto deduce the secret
or a portion of it. The general formula used to calculate

the avalanche effect is as follows:

Number of changed bits
Avalanche effect = — *100,
The total message of bit

()
For instance, the TEHCMUVH algorithm in the
EHCAAEaOTPKGT utilized a4x4 matrix key for block
messages, while the GOKMFHCEUCC algorithm em-
ployed a 5% matrix key for the five-block message. The
message "AHMZTAOULIOU" was presented in Table

1 and analyzed in Figure 3.

Comparison of Algorithms using Avalanche effect

©
s

©
S

o
s

Avalanche effect In %
> N N @
g 3 & 8

?

o
a

o
S

0-bit change 1-bit change 2-bit change

Fig 3. Avalanche effect comparison of algorithms

Out of three algorithms presented, a new one with a
large avalanche effect is proposed, and the other two
algorithms "Text encryption: Hybrid cryptographic
method  using  Vigenere  and
(TEHCMUVH) and "Generation of key matrix for

Hillcipher encryption using classical cipher",( Gok-

Hillciphers™

MFHCEUCC) are comparable papers to the new
work. The algorithm strength of new paper is better
than the other two papers.

Table 1. Avalanche simply small change degree of in-
put (plaintext or secret key) the output significantly

Ciphertext Avalanche %
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The measurement of the avalanche effect has been con-
ducted using Hamming distance. In information theory,
Hamming distance is utilized as a metric of dissimilar-
ity, quantifying the number of differing characters or
different bits between two strings or numbers of equal
length. This metric is straightforward to implement pro-
grammatically and is indicative of a high level of diffu-
sion and confusion [43-45].

For the TEHCMUVH algorithm, the avalanche effect is
measured as 54.44% for 0-bit change, 55.9% for 1-bit
change,and 60.77% for 2-bit change.

For the EHCAAEaOTPKGT algorithm, the avalanche
effect is measured as 70.7% for 0-bit change, 81.85%
for 1-bit change, and 92.57% for 2-bit change.

For the GOKMFHCEUCC algorithm, the avalanche ef-
fect is measured as 56.57% for 0-bit change, 60.71% for
1-bit change,and 66.07% for 2-bit change.

3.1 Time complexity of algorithm

Considering the additional aspect of computational
speed in this research, time complexity becomes an im-
portant factor in cryptographic work. In the case of ma-
trix multiplication, we considertwo matrices, L and M,
with dimensions s X p and p x t, respectively. Let's ex-

amine these matrices:

all al?2 al3 .. alpypbll b12 b13 .. bit
a2l a2? a32 .. a2p||b21 b22 b32 . b2t
w=IM= (a3l a32 a33 .. adp||b31 32 B33 .. b3t

asl as2 as3 .. aspllbpl bp2 bp3 .. bpt

b1l b12 b13 .. blt
b21 b22 b32 .. b2t
= b31 b32 b33 .. b3t
bpl bp2 bp3 .. bpt

Each entry, Nij, in the matrix N can be calculated by
performing pairwise summation of the corresponding

entries in the matrices L and M.

Nij = = L pk=1 ikMKj =LilM1j + ... +LipMpij.

Table 2. Comparison variants of
algorithm in big-O notation

The time complexity of
encryption and

S.NO Algorithm decryption in big-o nota-

tion
TEHCMUVH 0O(3n?)
EHCAAEaOTPKGT O(6(n2-n))+ O(3n2)
GokMFHCE 9 2
3 uce 0O(3n?) +0(2n?)

When analyzing the algorithm for matrix multiplication
using three nested for loops, each cycle of the eternal
loop results in the same number of runs within the inter-
nal loops as the length of the matrix In general, if the
matrix length is 'n’, the total time complexity would be
O(nnn) =0O(n"3). Inthe Table 2, the totaltime complex-
ity of the comparison algorithm is listed and it was ana-

lyzed in Figure 4.

600

Time In (ins)
o = n
[—] = =
= = =

=
=
=
2
=)
=

192

0 4 —

5 1
TEHCMUVH GoKMFHCEUCC EHCAAEOTPKGT

u Size of an algorithm in matrix (nXn) form in each block Time (ms)

Fig 4. Comparing thetime complexity of different
algo-rithms in terms of milliseconds

3.2 Memory consumption of algorithm

Table 3.Comparison of memory consumption in kilo-
bytes for various algorithms

. Memory consumption
S.No Algorithm in kB
TEHCMUVH 9.242
EHCAAEaOTPKGT 11.478
GokMFHCE
3 UCC 7.37
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Memory usage in(KB)

TEHCMUVH GoKMFHCEUCC EHCAAEaOTPKGT

® Memory consumption in KB
Fig 5. Comparison of memory consumption for
various algorithm
The memory consumption of an algorithm Table 3 re-
fers to the amount of memory used during its execution.
When analyzing or monitoring the memory consump-
tion in a Matlab application, additional memory is allo-
cated when new elements are added,and memory stor-
age is kept contiguous by removing deleted elements.
To display the utilized memory in our Matlab code, it
can be utilized the "whos" command. Matlab allocates
memory in bytes, with the byte class represented by
double (8 bytes) and ASCII characters (1 byte) at the
end of execution. It was illustrate in Figure 5. To con-
vert the memory dataconsumption into kilobytes (1 KB
= 1000 bytes), it can perform the conversion. To calcu-
late the total memory usagein our code, the "memory"

command can be used.
4, CONCLUSION

With the advancement of technology, there is a growing
global concern regarding information security. This
concern is particularly significant in developing coun-
tries like Ethiopia, which have a rich history and abun-
dant resources. In an effort to strengthen their infor-
mation security infrastructure, Ethiopia has adopted
mobile money transfersystems such as Tele Birr. To en-
hance the protection of financial transactions and other
transferred information, the EHCAAEaOTPKGT algo-
rithm has been developed as an additional security

measure.
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