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Abstract 

Increased usage of smart devices especially under the internet of things (IoT) have provoked emergence of different security issues 

as a result of connected devices worldwide. This review article aspires to assess more recent threats on IoT ecosystems and present 

cutting edge computer science solutions towards these threats. AI, ML, Blockchain, and Quantum Cryptography are discussed for 

their applicability towards improving the security of the IoT technology. The article also looks at the existing architectures and 

standard technologies including; Lightweight Machine-Type Communications (LwM2M) as well as Datagram Transport Layer 

Security (DTLS) as well as the use of cloud and edge computing in the defense against IoT threats. Real-world application examples, 

smart city and building infrastructure, smart healthcare and industrial IoT use cases provide a use case of these solutions. Finally, 

the review summarizes future trends and directions of IoT cybersecurity that has presented the significance of continuous research 

toward standardized, quantized, and privacy-preserving security frameworks. 
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Introduction 

Internet of Things (IoT) as an innovative idea that interconnects 

billions of devices throughout the whole world including light 

switches and home appliances, wearables, industrial and 

medical devices. There are more than 15 billion IoT device 

connections throughout the world as of 2023, based on 

estimations, the number of IoT device connections will surpass 

25 billion by 2030. The IoT devices have expanded so many 
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fields including the health sector, production sector, 

transportation sector and many others while forming a new 

network of connected devices that enables easy exchange of 

data in automated manner (Gubbi et al., 2013). 

Reaching out to the several advantages of the IoT networks, 

there has also been major concerns with the cybersecurity 

issues. Due to the combined connectivity of the IoT devices, 

these devices are much at risk of different cyber threats such as 

data leakage, unauthorized control, Distributed Denial of 

Service (DDoS) attacks and malware (Kolias et al., 2017). For 

instance, in 2016 a botnet attack referred to as Mirai exploited 

vulnerabilities on IoT devices and significantly impacted 

service provision rendering tens of millions of dollars in losses 

(Antonakakis et al., 2017). Such incidences call for proper 

measures and strategies to be taken in preventing and protecting 

the Iot structure and the data it handles. 

Another issue for IoT environments is that it contains a large 

number of different devices and protocols, communication 

standards, which in turn increases the complexity of the 

cybersecurity problem. The more or less conventional security 

measures cannot suffice to spate of IoT networks; hence, 

stimulating techniques particular to IoT needs (Sicari et al., 

2015). New technologies in Computer Science like Artificial 

Intelligence (AI), Block Chain and Quantum Cryptography 

provides a hope to make IoT systems secure (Mosenia & Jha, 

2016). 

In this review, the authors propose to analyze the current state 

of IoT cybersecurity, consider new threats, and describe fresh 

solutions that the sphere of computer science offers to deal with 

them. Hence, the article under review, based on the literature 

analysis and case studies, presents suggestions about the future 

developments of the IoT security and valuable advice to 

researchers and practitioners in the field. 

 

Understanding IoT: A Rapidly Expanding Digital 

Ecosystem 

Internet of Things also known as IoT is described as a 

connection made between devices that convey and share 

information through out the internet. These may be as basic as 

sensors and motors and as sophisticated as smart house 

appliances, industrial automation, self-driven cars and many 

more (Xu, He, & Li, 2014). IoT has become a very essential and 

one of the most significant drivers of digital transformation 

where industries are adopting new ways of automations, data 

analysis and decision making (Atzori, Iera, & Morabito, 2010). 

 

Definition and Components of IoT 

As noted in several studies, IoT can be described as a system of 

interconnected tangible objects or “things” that are equipped 

with sensors, software or other technologies for creating, 

exchanging and consuming data over the internet (Madakam et 

al., 2015). These objects can include consumer gadgets that are 

prevalent in today’s society, for example, fitness wearables and 

smart home appliances, advanced applications which may 

involve the use of devices to monitor crop conditions or 

conditions of a patient far from the clinician’s reach among 

others (Miorandi et al., 2012). The basic parts of IoT are devices 

comprising of sensors and actuators, communication channel 

which can be Wi-Fi, Bluetooth, Zigbee and so on, storage such 

as cloud computing and processing components such as the 

edge and fog computing. 

 

Applications and Use Cases Across Various Industries 

The use of IoT is numerous, thus cuts across many industries 

and sectors. In many fields, IoT is used to monitor the patients 

away from the healthcare center, offer individual treatment 

strategies, and organize the chronic diseases’ management, 

which has had positive impacts on the patients (Islam et al., 

2015). In manufacturing the adoption of IoT in industrial 

context, referred to as the Industrial IoT or IIot, has pushed 

efficiency in production, prognosis of equipment failure 

without downtime and supply chain optimization (Gilchrist, 

2016). According to Zanella et al. (2014), the IoT solutions 

make traffic management, waste management and power 

management in smart cities more intelligent in the process of 

sustainable city development. 

 

Current State and Growth of IoT Networks 

IoT networks, that are aimed at connecting physical objects to 

internet are growing at a very fast pace. According to market 

analysis by Fortune Business Insights (2023), the IoT market 

was $384. 70 billion in 2022 and is expected to rise up to 

$1,854. 76 billion by 2030 with the CAGR of 19. 91% from 

2023 to 2030. This expansion is as a result of development in 

technology, cheaper IoT devises, increased uptake of cloud 

services, and need to enhance the operational efficiency across 

the growing industries, (Zheng et al., 2019). Moreover, the case 

of 5G networks is believed to offer adequate support to handle 

the scale of large IoT by offering higher data rate, lower latency 

and greater capacity as noted in (Li et al., 2018). 

 

Challenges in the IoT Ecosystem 

Thus, the further development of IoT is very promising, but at 

the same time, it has several problems. These are, 

interconnectivity problems because of the absence of 

normalized communication procedures, problem of size 

because of the increasing number of IoT devices, and problem 

of security and privacy because of the large volume of data 

generated by smart devices (Bertino & Islam, 2017). Also, 

many IoT devices have limited power and have several 

restrictions when it comes to acquiring resources for proper 

protection against cyber threats (Stojmenovic & Wen, 2014). 

Therefore, comprehending these basic characteristics of IoT, is 

significant to dealing with its security threats. The following 

section is going to identify new threats that are associated with 

the IoT systems and there is a need to come up with new 

solutions to protect these systems. 

 

Innovative Computer Science Solutions for IoT Security 

Taking into consideration the dynamics and heterogeneity of 

the threats, which the IoT environment faces, it is imperative 

for the development of new solutions based on computer 

science to improve the security of these networks. AI, 

Blockchain, Quantum Cryptography and Federated Learning 

are some of the trending emerging solutions in safeguarding the 

IoT systems against complex cyber threats (Yang et al., 2020). 

This section presents these advanced solutions, the roles they 

play in addressing the problems of IoT security, and examples 

of utilization. 
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AI & Machine Learning for Threats 

Internet of things networks are also applying Artificial 

Intelligence and Machine Learning in the identification of cyber 

threats and defense against the threats. These techniques allow 

the ability to detect malicious behavior in real-time, identify 

unknown attack types and predict future attacks based on data 

collected from multiple IoT devices (Panarello et al., 2018). For 

instance, CNNs and RNNs and other advanced deep learning 

frameworks have been proven to detect with a high degree of 

accuracy the arising malicious traffic patterns and other 

compromised devices. 

 

Blockchain for Secure Data transactions 

Blockchain stands as a suitable technology through which data 

transactions in IoT networks can be safeguarded from malicious 

attempts by third parties without compromising the autonomy 

of different nodes in the IoT system. Through employing 

cryptographic methods and decentralized database, blockchain 

provide such features as data accuracy, originality, and 

unchangeability – features that are vital to avoiding data 

alteration and unauthorized data access. Blockchain integrated 

solutions are rather useful in supply chain, smart contract 

systems and for the financial transactions that take place in the 

IoT system where data security and privacy matters (Panarello 

et al., 2018). 

Quantum Cryptography for Better Security 

Quantum cryptography makes use of principles of mechanics 

quantum to develop encryption systems, which are 

hypothetically impenetrable by classical process algorithms. 

Quantum Key Distribution (QKD) for instance, is a way of 

establishing cryptographically secure keys which cannot be 

intercepted by the third party intruders (Pirandola et al., 2020). 

Although it has not yet fully developed, quantum cryptography 

presents the opportunity to IoT security by designing improved 

cryptographic procedures that would be immune to attacks 

emanating from quantum technologies in the future. 

 

Federated Learning for Privacy-Preserving Analytics 

Secure Multi-Party Computation (MPC) also known as 

Federated Learning is thus an innovative technique that allows 

training of models across many devices without use of the raw 

data. This method improves privacy because data is 

decentralized at the IoT device level hence limiting data 

breaches and was defined under the GDPR regulation (Yang et 

al., 2019). Federated learning has been used effectively in the 

context of healthcare IoT systems where data privacy is utmost 

important for preserving patient’s identity (Sheller, et al., 2020). 

 

Table 1: Innovative Computer Science Solutions for IoT Security 
Solution Description Applications Benefits References 

AI and ML Use of machine learning 

algorithms for real-time threat 

detection and response. 

Anomaly detection, 

malware analysis 

High accuracy, real-time 

detection 

Panarello et 

al., 2018; 

Blockchain Decentralized ledger 

technology for secure data 

transactions. 

Supply chains, 

financial services 

Data integrity, transparency, 

decentralized trust 

Panarello et 

al., 2018 

Quantum 

Cryptography 

Utilizes quantum mechanics 

for secure communication and 

encryption. 

Secure 

communication 

channels 

Unbreakable encryption, 

resistance to quantum attacks 

Pirandola et 

al., 2020 

Federated 

Learning 

Collaborative model training 

that keeps data localized for 

privacy preservation. 

Healthcare, smart 

cities 

Improved privacy, reduced 

risk of data breaches 

Yang et al., 

2019; Sheller 

et al., 2020 

 

Future Directions and Challenges 

Although these creative solutions provide potential 

developments in securing IoT network, there still exist several 

issues. Threat detection using AI needs constant update and a 

large amount of data information, this can be costly especially 

in data information collection (Diro & Chilamkurti, 2018). 

Blockchain though secure has the disadvantage of having 

scalability problems as there is overhead when managing a 

distributed ledger (Kouicem et al., 2018). Likewise, quantum 

cryptography for secure communication and federated learning 

at present can be considered as relatively new and promising 

techniques that are still under development to remove present 

challenges such as high expenses with a small number of 

practical applications. 

 

Overview of Frameworks and Protocols for Securing IoT 

As the Internet of Things (IoT) device population has rapidly 

expanded, numerous security formats and standard models have 

been established. These frameworks and protocols are intended 

to offer for secure communication, device authentication, 

confidentiality and data integrity. This section looks at some of 

the prevalent security standards and measures that are being 

used in the protection of IoT systems which include the 

Lightweight Machine-Type Communications (LwM2M) 

protocol, Datagram Transport Layer Security (DTLS), Message 

Queuing Telemetry Transport (MQTT) with Security 

Extensions and Internet Protocol Security (IPsec). 

 

LwM2M Protocol 

The LwM2M protocol is an Industry- standardized application 

layer communication protocol for IoT device management and 

for IoT service enablement. Designed for low bandwidth 

devices and connections, it provides the functionalities for 

managing, monitoring and updating of devices through 

firmware (Morabito, 2018). LwM2M employs CoAP for most 

of the data transfer mainly because it has limited capability, and 

security can be implemented using DTLS for the protection of 

the data from malicious attacks; confidentiality, and data 

integrity. 
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Datagram Transport Layer Security (DTLS) 

DTLS is a security protocol used to overcome the problem of 

securing datagram-based applications which is very essential in 

IoT since it uses UDP as its main protocol rather than TCP 

(Raza et al., 2019). DTLS is an equivalent to TLS, designed to 

provide low latency, required for the operation in the limited-

resource networks. DTLS is especially useful for protecting one 

of the most popular protocols in the IoT field, CoAP, since it 

offers end-to-end security. 

 

Message Queuing Telemetry Transport (MQTT) with 

Security Extensions 

MQTT is a very useful protocol for IoT because it consumes 

minimum power and bandwidth; it is a messaging protocol. 

However, the standard MQTT does not include powerful 

security components; subsequently, the creation of new MQTT 

called MQTT-SN (MQTT for Sensor Networks) to support 

security. MQTT further has TLS/SSL and authentication added 

to also improve the security of the protocol by offering data 

encryption, integrity, and authentication. 

 

Internet Protocol Security (IPsec) 

IPsec is a set of protocols that is used to ensure that all IP 

transmission in communication session is secure by offering 

authentication of all the packets as well as encryption of the 

packet. It is most efficient in the IoT networks whose layers 

employ IP protocol to enable data communication throughout 

the network’s layers. Several security features can be 

implemented through IPsec for securing the IoT 

communication over the internet such as data confidentiality, 

integrity and authentication. 

 

Table 2: Key Frameworks and Protocols for Securing IoT 
Framework/Protocol Description Use Case Security Features References 

LwM2M Protocol for device 

management and service 

enablement in IoT. 

Remote device 

management, 

monitoring 

DTLS for 

confidentiality and 

integrity 

Morabito, 

2018; 

DTLS Security protocol for datagram-

based applications (UDP). 

CoAP, low-

latency secure 

communication 

End-to-end 

encryption, low 

latency 

Raza et al., 

2019; 

MQTT with Security 

Extensions 

Lightweight messaging 

protocol with added security 

layers for IoT. 

Sensor networks, 

telemetry data 

exchange 

TLS/SSL encryption, 

data integrity, 

authentication 

Sheller et al., 

2020; 

IPsec Suite of protocols for securing 

IP communications through 

encryption and authentication. 

IP-based IoT 

networks 

Data confidentiality, 

integrity, 

authentication 

(Pan & 

McElhannon, 

2018) 

 

Future Directions and Challenges 

While these frameworks and protocols provide essential layers 

of security for IoT applications, they also face several 

challenges. For example, LwM2M's reliance on DTLS can pose 

latency issues in highly constrained environments, while the 

lightweight nature of MQTT may limit its scalability and 

robustness against advanced threats. Additionally, the 

implementation of IPsec in resource-constrained IoT devices is 

often hindered by the overhead of cryptographic operations and 

key management. Future research should focus on optimizing 

these protocols for performance and scalability while ensuring 

robust security features. 

 

The Protection of IoT using Cloud and Edge Computing 

Cloud and especially edge computing are key enablers of 

improving the security of the IoT ecosystems by offering the 

required infrastructural capacity, real-time data handling and 

distributed security solutions. These technologies assist in 

mitigating the computational constrain that IoT devices possess 

in addition to having various security aspects for instance data 

encryption, anomaly detection, and dispersed authentication 

(Pan & McElhannon, 2018). This section discusses about the 

manner in which cloud and edge computing help in enhancing 

IoT security based on their function, advantages, and issues. 

 

Security Issues for IoT using Cloud Computing 

Cloud computing provides massive storage, computing, and 

elastic resources that are very essential in dealing with the large 

data being produced by the IoT devices. By using cloud security 

service features organizations can be able to install security 

measures like IDS, encryption and access control (Mollah et al., 

2017). Security updates and patches can also be deployed 

through cloud computing making IoT devices secure from new 

dangers. 

Nevertheless, using cloud based security solutions has its 

shortcomings. Some concerns that exist with such systems 

include the issues of latency, the dependency on central 

architecture, and problems associated with large scale data 

breaks (Yang et al., 2017). 

 

Using edge computing to Enhance the Security of Internet 

of Things 

On the other hand, edge computing provides computation and 

data storage near the place it is required so as to minimize 

latency and bandwidth usage while at the same time promoting 

privacy and security (Shi et al., 2016). Due to the analysis of 

the data near the IoT devices, edge computing minimizes the 

probability of data interception and unauthorized usage during 

the transmission (Roman et al., 2018). Moreover, edge devices 

can store local model learning which is alert to any unusual 

event or intrusion and responds to it more rapidly than any 

cloud or central location (Satyanarayanan, 2017). 

This is the case since edge computing is decentralized, which 

helps in reducing the chances of a point of attack, making it 

more secure. Nevertheless, the different open nature and 

security level of the edge devices prove to be a challenge 

towards the required homogeneity in the network (Shi & 

Dustdar, 2016). 
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Models of Cloud-Edge Integration to Enhance Security 

Cloud-edge computing can give the environment of both cloud 

and edge computing which provide strong features of security 

as well as low latency of edge computing environment. This 

model means that sensitive data can be processed at the edge 

and aggregate results of such processing can be sent to the cloud 

for further analysis and storage. 

 

Table 3: Comparative Analysis of Cloud and Edge Computing for IoT Security 
Aspect Cloud Computing Edge Computing Hybrid Cloud-Edge 

Model 

References 

Data 

Processing 

Centralized 

processing, high 

computational 

power 

Decentralized processing, 

reduced latency 

Combines both 

centralized and 

decentralized 

processing 

Mollah et al., 2017; Shi et 

al., 2016 

Security 

Features 

Advanced 

encryption, IDS, 

access control 

Local anomaly detection, 

reduced data transmission 

risks 

Real-time local 

detection, combined 

with cloud-based threat 

intelligence 

Pan & McElhannon, 

2018; Roman et al., 2018 

Latency Higher latency due 

to centralized 

architecture 

Low latency due to local 

processing 

Balances latency by 

distributing tasks based 

on requirements 

Yang et al., 2017; 

Satyanarayanan, 2017 

Scalability Highly scalable due 

to cloud resources 

Limited by edge device 

capabilities 

High scalability with 

distributed architecture 

Shi & Dustdar, 2016; 

Data Privacy Privacy risks due to 

centralized data 

storage 

Enhanced privacy by 

local data processing 

Improved privacy with 

selective data 

transmission to the 

cloud 

Shi et al., 2016; Roman et 

al., 2018 

Vulnerability 

to Attacks 

Vulnerable to large-

scale breaches 

Reduced vulnerability to 

central attacks, but may 

have device-level risks 

Balanced approach with 

multi-layered security 

Pan & McElhannon, 

2018; Satyanarayanan, 

2017 

 

Challenges and Future Directions 

It was noted that both cloud and edge computing are effective 

in supporting IoT security and its main features; at the same 

time, it is essential to consider the corresponding issues. While 

cloud computing is centralized in nature it has high latency and 

single point of failure issue and on the other hand edge is 

decentralized in nature it have some inconsistency in security 

practices (Pan & McElhannon, 2018). There is a need for future 

studies that should use advanced methodologies to evolve 

advanced hybrid models for both approaches, more so using 

artificial intelligence or machine learning tools to classify 

potential threats and strengths in a timely manner. 

 

Case Studies and Practical Implementations 

In the following section of this paper, the author discusses 

several case studies as well as practical use cases which depict 

how some of these organizations have responded to the various 

IoT security concerns by employing cloud and edge computing. 

These examples are practical in nature and, therefore, pinpoint 

practical use of researchers’ work, practical methods, and 

practical results. 

 

Case Study: Security of Infrastructure of Smart City 

Another good example of IoT security implementation is in the 

smart city concept especially in the physical structures. The city 

of Barcelona has used scenarios of edge computing together 

with cloud computing to enhance security of its broad network 

of IoT sensors and appliances which are used in traffic 

directing, security and power monitoring (Ojo et al., 2016). 

Through implementing edge computing, the city was able to 

implement real-time data processing and analysis which 

minimizes the latency level of the entire system and increases 

the protection level of the entire network as well. 

The IoT architecture of Barcelona’s smart city is shown in 

figure 1 where the deployed IoT devices have a distributed edge 

layer for eventual data analyses and a cloud layer for the long-

term storage and analysis of data. 
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Figure 1: Smart City IoT Network Architecture (Ji et al., 2014) 

Figure 1. The architecture of smart city IoT network, showing the integration of edge and cloud computing layers to enhance 

security. 

 

Case Study: Healthcare IoT Security 

In the context of this healthcare sector, the employment of IoT 

devices has enhanced the management and monitoring of 

patients, however, it has put in place some severe security 

threats. In a study carried out at the Mayo Clinic, Ojo et al., 

(2016) showed how the use of a hybrid cloud-edge architecture 

can ensure the privacy of patients’ information gathered through 

wearable technology and remote monitoring systems. The 

locally accessible gateways in clinic performed real time data 

computations using edge computing while data was aggregated 

on cloud and Machine learning based threat detection was done. 

As shown in Table 4, the deployment led to the observed 35% 

much reduced data transmission delay as well as potential data 

breaches by 40%. 

 

 
Figure 2: Healthcare IoT Security Model 

(https://cloudtweaks.com/2018/09/remote-patient-monitoring-applications/) 

Figure 2. The IoT security model, demonstrating the use of edge and cloud computing to protect patient data. 

 

Practical Implementation: Industrial IoT in Manufacturing 

In manufacturing Internet of Things (IoT) devices is used in 

tracking machinery and equipment performance, predicting 

when it will need repair or replacement, and tweaking the 

manufacturing process. Bosch being one of the strategic IoT 

integrators utilized cloud alongside edge computing for an 

advanced arrangement of IoT security proposal to its Industrial 

IoT nexus. Bosch’s strategy involved usage of edge devices at 

the plant floors for contextual data analysis and real-time 

exception identification, whereas, the cloud solution was used 

for data repository and deep analytics. 

Figure 3 depicts Bosch's industrial IoT security framework, 

highlighting the integration of various security measures at both 

the cloud and edge levels. 
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Figure 3: Bosch Industrial IoT Security Framework 

(https://blog.bosch-digital.com/) 

Figure 3. Bosch's Industrial IoT security framework, integrating cloud and edge computing for enhanced security. 

 

Comparative Analysis of Case Studies 

Table 4 provides a comparative analysis of the three case studies, outlining the key strategies employed, security challenges 

addressed, and outcomes achieved. 

 

Table 4: Comparative Analysis of IoT Security Case Studies 
Case Study Sector Security Strategy Challenges Addressed Outcomes Reference

s 

Barcelona 

Smart City 

Urban 

Infrastructure 

Hybrid Cloud-Edge 

Computing 

Latency, Data Privacy, 

Decentralized Threat 

Detection 

Improved Real-

Time Response, 

Enhanced Data 

Privacy 

Ojo et al., 

2016 

Mayo Clinic 

Healthcare IoT 

Healthcare Hybrid Cloud-Edge 

Model 

Data Breaches, Latency, 

Secure Data Transmission 

35% Reduction in 

Latency, 40% 

Decrease in Data 

Breaches 

Rahmani 

et al., 

2018 

Bosch 

Industrial IoT 

Security 

Manufacturing Cloud and Edge 

Computing 

Integration 

Anomaly Detection, 

Centralized Data Analysis 

Optimized 

Production 

Processes, 

Improved Threat 

Response 

Li et al., 

2017 

 

Lessons Learned and Future Directions 

The two case studies are illustrative of how cloud and edge 

computing can be optimally deployed to enhance security in 

IoT networks of various industries. They emphasize the 

significance of low latency data processing, decentralized 

security and how the institutional use of a combined structure 

helps in improving IoT system security. Further research in this 

area should come in the form of enhancements of these models, 

improvement in the allocation of resources involving the cloud 

and the edge layers, as well as taking into consideration 

developing threats in IoT networks. 

 

Future Trends and Directions in IoT Cybersecurity 

As the Internet of Things (IoT) expands, the need for robust 

cybersecurity measures is becoming increasingly critical. Key 

future trends in IoT cybersecurity include advancements in AI 

and machine learning for advanced threat detection, blockchain 

technology for decentralized security, and quantum-resistant 

cryptography to counter future quantum threats. The zero-trust 

architecture is gaining traction, emphasizing continuous 

verification, strict access control, and monitoring. Privacy-

enhancing technologies (PETs) like differential privacy and 

homomorphic encryption are also emerging to protect user data. 

Additionally, regulatory compliance and standardization efforts 

are expected to play a vital role in ensuring secure and 

interoperable IoT environments. 

 

Conclusion 

As the adoption of IoT grows in the future it becomes a concern 

for cybersecurity threats that need to be solved using advanced 

techniques and secure mechanisms. This review has identified 

fresh technologies which depict potential approach to protect 

the IoT environments including; Artificial Intelligence, 

Blockchain, and Quantum Cryptography among others. The 

synergy between cloud and edge computing has been also 

proved to drive real-world advantages in decreasing response 
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time, increasing confidentiality, and increasing security threat 

discovery in many fields. However, there are challenges that are 

associated with block chain as a distributed ledger such as 

scalability, latency and the requirement of standard protocols. 

Further studies should be directed towards enhancing these 

technologies, advancing the combined usage of the approaches 

and approaching them from the standpoint of emerging 

incidences of cyber threats in the development of IoT networks. 

In the development of trustworthy IoT environment, continuous 

cooperation with industry, academia, and regulators will be 

important. 
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