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ABSTRACT

The Internet of Things (10T) is a network of interconnected objects that communicate by transmitting and receiving data. The
assurance of data confidentiality while transmission across an unsecured network is contingent upon effective key management.
Acquiring a authenticated key management strategy is challenging due to the high energy and computational expenses, despite the
existence of several feasible key management strategies. In order to address this problem, various key management protocols have
been proposed. These protocols aim to resolve the issue of having a single point of failure and ensure the security attributes of the
current system are maintained.

In this paper, we propose a novel light weight key management mechanism for wireless sensor networks and its integration into the
Internet of Things. A technique that requires authentication is implemented using elliptic curve and hash algorithms and presented
efficient key agreement scheme for establishing session key. This method also offers the functionality of adding and removing
clients, as well as ensuring the freshness of encryption keys. Experimental results and security analysis of proposed method is
presented. Our scheme is an efficient and compared results with existing techniques.
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INTRODUCTION

Cryptographic key management is the process that addresses the
issue of generating, establishing, distributing, and maintaining
confidential session keys. This chapter specifically examines
group communication that incorporates confidentiality
measures to restrict access to material shared inside a secure
communication session to only authorized group members.
Ensuring the secrecy of information in wireless sensor networks
(WSNs) involves the crucial duty of establishing and
maintaining a shared session key among group members.
Wireless sensor networks play a crucial role in the development
of loT technology [14]. The installation of a group key is crucial
for ensuring the integrity, authentication, and confidentiality of
message transmissions within multicast groups. In addition,
group key establishment procedures in l1oT-enabled WSNs must
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be able to accommodate the specific characteristics of devices
and networks, including resource limitations, scalability, and
the ability to build dynamic groups. Wireless sensor networks
[15] are comprised of numerous nodes that self-organize
without central supervision. Nodes that are beyond the
transmission range can connect using multi-hop routing. The
Internet of Things (1oT) has emerged as a potent component of
advanced networking technologies. In an ecosystem enabled by
the Internet of Things (1oT), tangible objects or things are no
longer unresponsive. Instead, they possess connectivity to the
Internet and are equipped with processing and communication
capabilities.
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Security in 10Ts devices

The Internet of Things (loT) and the 5G communication
environment allow various applications, including remote
surgery, self-driving automobiles, virtual reality, flying loT
drones, security and surveillance, among others [3,4,5]. In
addition, it is vulnerable to numerous possible threats such as
replay attacks, impersonation, password guessing, physical
device theft, session key calculation, privileged insider attacks,
malware, man-in-the-middle attacks, malicious routing, and
others. Hence, it is imperative to safeguard the infrastructure of

loT Layers

the 5G-enabled I0T communication environment from such
attacks. To tackle this issue, researchers in this domain need to
develop a range of security protocols categorized into key
management, user authentication/device authentication, access
control/user access control, and intrusion detection. A
fundamental cryptographic primitive known as key
management serves as the foundation for all other security
primitives. Key management is divided into pairwise and group
key management systems depending on the application.

Security Requirements

- Security awareness

- Privacy protection

- Apply multiple authentication
techniques

(d
Processing Layer

- Apply security mechanism on all
computational resources
- Update all installed software

T

Network Layer

- Apply encryption mechanism on all
communications
- Authentication of user's identity

Perception Layer

- Data protection
- Key agreement
- Node authentication

Fig 1: 10T: Security Requirements

Figure 1 presents detailed layer wise security requirements in
which authentication and key agreement play a very important
role in perception layer to application layer. Locally broadcast
communications are typically secured using Group keys, which
are shared keys [6,7] across all group members. The base station
uses a group key, which is a globally distributed common key,
to encrypt communications that are broadcast to the whole
network. Key management in wireless sensor networks (WSNSs)
and other communication protocols is difficult in terms of
applicability. In WSNs, public key cryptography or symmetric
cryptography algorithms were the basic building blocks of key
management techniques.

In  homogeneous sensor networks, the majority of key
management strategies focus primarily on employing
symmetric cryptosystems, although they frequently have poor
storage performance and have a high overhead when creating
shared keys for all neighboring sensor pairs. An early study [7,8,
24] used blockchain as a distributed service platform for 10T to
confirm the viability of blockchain-based loT applications. Its
performance analysis clearly shows that distributed fog-node
performance is significantly superior to that of a centralized
cloud, which we can adopt for our proposed method. We
incorporate the benefits and features of blockchain technology
into loT communication and provide an effective blockchain-
based verified group key agreement protocol for IloT
applications. The majority of today's resource-constrained loT
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devices, however, are not yet able to interface directly with a
blockchain.

Motivation and Contribution

The majority of security mechanisms [2,13] offered for the IoT
environment are inadequate as they fail to provide
comprehensive protection against potential assaults. In addition,
several protocols are effective against specific attacks but are
ineffective against multiple simultaneous attempts. Therefore, it
is imperative to develop security mechanisms that can
simultaneously safeguard against numerous threats. Hence, the
development of protocols for this specific domain is a
formidable challenge that must be addressed by future scholars.
Security is of utmost importance in nearly all 10T applications
[14,15] that have been implemented or are currently being
implemented. The utilization of 10T is expanding at a quick pace
and infiltrating a majority of the current sectors. While operators
do provide support for loT applications using current
networking technologies, many applications require stronger
security measures from the technology they rely on.

Our Contribution

This paper presents, an efficient method for user authentication
and key agreement that is both lightweight and anonymous is a
crucial undertaking in loT-based systems [16], ensuring secure
connection between the gateway and sensor nodes.
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i. We propose a new and efficient authenticated key
management technique for wireless sensor networks, which
is also seamlessly integrated into the Internet of Things.

ii. An authentication technique is constructed utilizing elliptic
curve and hash algorithms to establish a session key through
an efficient key agreement scheme.

iii. This method additionally provides the capability to add and
remove customers, while also maintaining the up-to-date
nature of encryption keys.

iv. We experimented propose scheme and presented a thorough
security analysis of the proposed approach.

Organization of the Paper

The rest of the paper is organized as follows: In section 2, we
present authentication key agreement schemes and section 3
explains the related work and the drawbacks in existing
methods. Section 4 discusses the proposed method procedure
and its overview and experiment results presented in section 5.
Security analysis of the proposed method is presented in section
6, section 7 concludes the paper and future work.

AUTHENTICATION AND KEY MANAGEMENT
PROTOCOLS

This section presents various authentication and key
management systems that are suited for 10T environment.

Authentication and Key Agreement

Using different passwords at every step of authentication could
be a tedious task for the user, hence several other techniques for
the same are taken in use like the fingerprint scan, iris scan etc.
Also, considering only one factor for authentication was not
sufficient as it has risks for hacking and loss of personal data.
To guarantee the correct user is authorized, two factor and multi
factor authentication methods are employed. The system is
highly adaptable and efficient, facilitating seamless interactions
with the database. There are several already existing researches
in this particular sector but there’s always a scope of
improvement and adding additional security to it. An
authentication technique that is secure can ensure both secure
connections and secure data. Implementing authentication
techniques [25,31] for loT devices is a difficult task.
Authentication encompasses three crucial elements: security,
which guarantees the confidentiality of the user's long-term
secret across all locations and at all times; storage efficiency.
Information presented by one party to another to authenticate
itself, it can use hash, symmetric or asymmetric cryptographic
algorithms.

Taxonomy of 10T Authenticated Key Management Schemes
We present most recent literature on key management schemes
in 10T environment.

i. Asymmetric key management schemes

Public Key Cryptography [42,43] in server nodes necessitates
robust computational nodes and dedicated cryptographic
processors. For client nodes that have applications requiring
occasional connections to other servers, Public Key
Cryptography (PKC) could be a suitable option. Pre-shared key
methods are beneficial for server nodes in compact real-world
applications. Nevertheless, currently available mathematical-
based Key Management Systems (KMS), such as the
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Polynomial scheme, offer superior characteristics provided that
the application can handle the additional computational burden.
Note that such Key Management Systems (KMS) can also
function as a feasible solution for client nodes. The
methodology presented in references [16,44] provides
techniques to guarantee confidentiality and end-to-end
guarantees by employing group-based keys within a clustered
and distributed key management system. A Denial of Service
(DoS) attack can be executed in the provided manner, as it fails
to impose any restrictions on users, allowing them to send
superfluous messages to the cluster head. The scheme has a
computational complexity of O(N3).

ii. Group Key Management in constrained loT Settings

In [39,40] presented a systematic summary of GKM protocols,
taking into account various key distribution models as
categorization criteria. The analysis of synchronous and
asynchronous GKM methods reveals that current approaches
either lack reliability mechanisms or provide mechanisms that
are ill-suited for the specific dynamically evolving limited
environment. Centralized synchronous protocols have methods
that are appropriate, but they are not scalable for the specific
dynamically-changing circumstances they are designed for.
Constrained environments lack reliability when using any
asynchronous protocols. Reliability mechanisms are currently
absent in lightweight centralized asynchronous protocols. In the
paper [22], presents a highly scalable multi-group key
management protocol for loT that ensures forward and
backward secrecy, effectively recovers from the collision attack
and provides secure coexistence of several services.

iii. Public key authentication and key agreement

The techniques [38] overcomes the substantial airtime usage
necessary for exchanging messages for authentication and key
agreement. The solution offers a unique key management
protocol that combines implicit certificates with a typical
elliptic curve Diffie-Hellman exchange. It facilitates
authentication and key agreement. The system offers the ability
to derive temporary keys, perform rapid key updates, and
effectively defend against replay assaults. The results
demonstrate a reduction in airtime usage of up to 86.7%
compared to traditional methods that rely on X.509 certificates.
The method lacks protection against node capture attacks or
impersonation attacks, and it does not optimize the utilization of
memory and computing power. The scheme has a computational
complexity of O(log N).

iv. Matrix based key management schemes

The study in [35,36,37] examines the issue of node capture
attack from an adversarial perspective, where the opponent
strategically exploits the weaknesses. In order to counteract, the
strategy creates an analogous assault matrix. This matrix
delineates a group of pivotal nodes and provides them a
hierarchical dominance ranking. It is necessary to optimize the
values of components that contribute to direct and indirect
compromise. The scheme has a computational complexity of
O(N®). A matrix-based approach for key management was
introduced in [34,38], which utilized encryption techniques to
optimize storage capacity and reduce the computational burden
on nodes. This plan Enhances the robustness of node capture.
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Additionally, it provides enhanced storage capacity. The client
experiences a higher level of communication overhead when
disconnected as a result of network failure. The computational
complexity of the scheme is expressed as O(m=*N).

RELATED WORK

With As loT-focused technologies improve, practical
appliances are beginning to encounter crucial components
including sensors, processing power, and system connectivity
[12]. Archetype is commonly associated with providing fairly
reliable data declaration across uncertain networks. Because of
this, the Internet of Things prototype computationally inherits
all of the security problems that frequently appear in the Internet
and all other kinds of cyber-physical systems. The first
important security feature of any suggested protocols [1,2,3] is
its guarantee of the integrity and validity of message
transactions.

In [4] investigates the lack of security in 10T devices in relation
to the loT stack provided by standardization groups. It
concludes that the data encryption process at the network layer
is ineffective and mainly focuses on the physical and data link
levels. [6] addresses the problem of establishing a session key
between a client and a server in the Internet of Things setting
and provides alternative solutions. A comprehensive review of
GKM protocols using various key distribution models as
classification criteria is presented in [2]. The review of
synchronous and asynchronous GKM processes demonstrates
that the current methodologies either fail to account for
reliability mechanisms or fail to apply the mechanisms in the
desired dynamically changing limited situation. The substantial
amount of airtime needed to exchange messages for key
agreement and authentication is addressed in [13] approach. It
offers a solution through a cutting-edge key management
protocol that performs authentication and key agreement while
integrating implicit certificates with a traditional elliptic curve
Diffie-Hellman exchange. A Key Management Protocol (KMS)
for a Hierarchical 10T network is provided in [14]. It uses three
factors for authentication and key generation: a smart card, a
password, and biometrics. Investigates the issue of node capture
attacks from an adversarial perspective in [15], where the
attacker skillfully exploits the flaws. The plan creates a
comparable attack matrix in response. This matrix assigns a key
dominance rating and identifies a group of crucial nodes. Using
group-based keys in a clustered and distributed key
management system, [16] offers a solution and techniques for
achieving confidentiality and end-to-end guarantees. It uses a
clustering strategy to spread the massive 10T network.

In [18], a matrix-based approach to key management was
developed. To increase store capacity and make nodes lighter,
the approach leveraged encryption. With this technique, node
capture resilience is improved. Additionally, it offers more
storage room. In the event of a network outage, the client
experiences increased communication overhead. A lightweight
authentication and key agreement approach for WSN inan 11OT
environment is suggested in [19]. Fast authentication and an
unpredictably long pseudonym update period were the
outcomes of the suggested effort. A logical tree-based secure
mobility management method (LT-SMM) leveraging mobile
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service computing has been suggested in [21]. To guarantee
message integrity, it has used chaotic map-based one-way hash
algorithms. It reduces and fixes concerns with additional
rekeying. The study [22] introduces a highly scalable multi-
group key management protocol for the Internet of Things that
guarantees forward and backward secrecy, successfully fends
off collision attacks, and permits the coexistence of different
services in a secure manner.

A mutual authentication and session key agreement technique is
suggested in [25] article to ensure safe communication in 10T-
enabled WSNs. To create a session key, Weil pairing and ECC
are used. As the receiver recognizes the replayed message by
checking the nonce, the Scheme is protected from replay
attacks.

PROPOSEDLIGHTWEIGHT AUTHENTICATED KEY
AGREEMENT SCHEME

In this section, our focus is on authenticated group key
management for 10T environment. The establishment and
dissemination of a shared secret value among network sensor
nodes is a crucial objective in the field of computing. The key
in question, referred to as either a group key or conference key
(CK), fulfils the function of encrypting and decrypting
messages.  Firstly, we present important cryptographic
techniques for construction of our methods.

Elliptic Curve Cryptography

In order to execute an already established system, we require an
elliptic curve [7,8]. A function E defined over a finite field F can
be expressed as y2 = x3 + ax + b, where a and b are members of
the finite field F with pn elements, where p is a large prime
number. The equation is satisfied by the set of points (x,y) that
belong to the set F. In geometric terms, the addition of two
points (Q1) and (Q2) involves drawing a straight line that
intersects both points and finding the third intersection with the
curve (R1). Reflecting this point (R1) along the x-axis results in
the sum of (Q1) and (Q2), denoted as (Q1) + (Q2).

Hash function

A hash function H(M) [5,6] generates a hash h of a fixed length
from a message of variable length. The length of the hash h
remains constant regardless of the length of the message M,
even if it is as large as a terabyte. The hash value h, which
possesses the attribute of being one-way, cannot be utilized to
determine the message M. Reverse engineering is not feasible
in this particular scenario. The equation h = H(M) defines it. For
each distinct value of M, it generates a unique hash h. It aids in
detecting any alterations to the message M throughout its transit
across the network. Modifying any part of the message M will
result in a corresponding alteration in the hash value h = H(M)
of the message. We can select SHA-1 with Block size 512,
Word size 32 and with hash value 160, similary for other
variants select SHA-256 with Block size 512, Word size 32 and
with hash value 256, and SHA-512 with Block size 1024, Word
size 64 and with hash value 612,

Proposed Authenticated Key Agreement Scheme
The 10T devices establish communication among themselves
and with a gateway, which is then connected to a cloud server.
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However, Gateway must authenticate each of them before to
initiating their conversation. Typically, these 10T devices are
vulnerable to attacks that compromise their security and expose
their privacy on the network due to their public nature and
limited resources. Our proposed authenticated key management
protocol contains 3 phases:

1) User Registration phase

2) Authentication phase

3) Key Agreement

User Registration phase

i. The smart device send device IDi to the server (S).

ii. Server uses Mk — message value, Nid-node Id, rl-random
chosen value and calculates HL(MK || NID || r1)

iii. Server select its private key xj 0<j<n, and calculate Ns =
H1(Mk || Nip || r1) @ xj for smart device.

iv. The server then it calculates the curve point Ns’ = NsxG and
shared with devices.

v. The server selects the random number nd for every device
Di and server calculates Bi = H(Ri @ H(Xs).Ns) and store
calculates By’ = B;.G and IDi in the database.

Vi. In addition, server S transfers Ns’ to the device Di. Then Di
receives Ns’and it stores in the memory.

Login and Authentication

i. In this phase the 10T device Di generates a random nonce
nl, calculates P1 and P2 and sends N1, P1 and P2.

P1=nl x G, P2=H(P1|nl x Ns')

ii. The S recollects the associated record of the ith device IDi
from the memory and computes the Ns value using Mk, Nip
and ri, then verifies the validity of P2.

iii. If P2 validation holds, then server(S) randomly generates
the number N2, calculates P3 and P4 and send them to Di ,
P3=N2xG
Compute P4 = H(P'2|[N2 x B'1)

iv. After obtaining the messages from server, the device(Di),
and computes Bi = H(Np||Ns').

Key agreement

i. Then device (Di) verifies the the correctness of P4 and if it
is verified successfully, it calculates Vi and SK. Then Vi is
sent to server for the authentication and session key SKi
computed and agreed upon during this session.

i. Vi=H(P'4|[N1 x P3)

ii. SKi=H(P3|IN1 x P3)

ii. The server S checks the received Vi with computed V ’ and
if both are same then, it computes session key SKs for the
secure communication. Otherwise, the session is terminated.

ili. Session key is SKs = H(P3||N2 x P1).

The following algorithm explains the details of the interactive computations between server and device:

Algorithm 1: Authentication and Key agreement

Server (S)
(Di)
1: Di randomly generates n;
2: Compute R2,=n2x G
3: Compute Rz =n, X Ry’
4: Compute Rs=n2 X Ry

6: Send (V, Ry) to Server S

8:if V ==V "then

9: Authentication Successful

10: S randomly selects n3

11: Compute Rs =nz x G

12: Compute Vi = H (n3 XRq)

13: Compute SK = H (R2 + Rs+ Ry)

14: Send (Vi,R 5 ) to D;
15: else

16: Authentication Failed
17:end if

18: Compute Vi =H (ng X Rs)
19: if V1, == V; then

20: Authentication Successful
21: SK'= H (Rz + Rs+ Ry)

23: Authentication Failed

24: Endif

5:Compute AuthenticationParameter V=H (Rz +R4)

7: Compute V' =H (n1xnsxRy +Nng XR7)

22: else

Device

EXPERIMENT RESUTLS

This section presents experiment results of our scheme in client
and server platform. Implementation of proposed authenticated
key agreement algorithm is done in two modules — IoT client-
side module and Server-side node. The client-side code is
implemented in Python that will be running on the Raspberry pi.
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The server-side code is implemented in JavaScript. A socket
communication is established between both 10T node and server
node.

Since the algorithm is ECC based, the selected curve for the
implementation is —

Standard curve database

Kolla Bhanu Prakash et al.



Efficient Lightweight Authenticated Key Management Protocol for lot-Based Environment

ANSI  X9.63 curves, ansip256kl, 256-bit prime field 0x483ada7726a3c4655da4fbfc0e1108a8fd17b448a68554199¢

Weierstrass curve. 47d08ffb10d4b8)

Parameters: n Oxfffffffrffrrfrrfrrffffffffffebaaedce6af48a03bbfd25e8cd0

G E e 364141
a 0x0 h Ox1

b 0x7 Below snippets Fig 2 and Fig 3 shows the snapshot of login and

G authentication phase.
(0x79be667efodchbbac55a06295¢ce870b07029bfcdb2dce28d95
9f2815b16f81798,

Listening on port 4000
'942515976451698761892583379784758833688932256023460293184444209642049466242
(36955823491062789604673770371311947537293398379157036829952302209557718024541, 4926520838290383457337822122110286 92199509871272254071906585
Received from client Order No.: 1
Received Data from Client -
Device ID: 223@180983557979388511234675838065825366158527825713819606272944815428019899320600
1 541544104909375056368117362491874902097733493017255100342814394264 295088076069
Rd: (55835530177885259348752282156353700302548928802869992467942313370379865818842, 22286350901895791381648840410941284252754415759544472325111283748243923333389)
nl: 1608146659896205122355417390982130322636939664314099876828003848044979348690332
R1: (102328114068706511299259260478672886948800727632810887057126869958924895969419, 92818153217921440345574586310540501192849977489667015272318743738831821246178)
R1 (0834‘)7t\t\723404‘3‘)13‘379919821 5030300889281086338301472989867667589736441488507, 55240648435151732640891490012544112666024527172789081295703956425457324554742)
Received from client order No.
Received Data from Client -
Auth Parameter V: 3b3ea93d2ea6fb308e00bealcad3424172f777fd2ba2b289697bf facd79cf63a
R2: (102800955705051194284037469345416727029685884826506366715200097708498076141348, 41594617805157805537073006463153562874021660430112050812750376313197622737413 )
055705051194284037469345416727029685884826506366715200097708498076141348, 41594617805157805537073006463153562874021660430112050812750376313197622737413)
989620512235541739082130322036939664314099876828003048044979348690332

: 58938263269920042326571357698322235647789027974601820352325198363430699587960
(94099978735370134236324064712299915463470008682502735096333125494866227727811, 24397911347379230933154084467790986014712346274189833934031872973549525956326)
54154410490375056368117362491874902097733493017255100342814394264 295088076069

P2: (64227984686832552620682631603420024766820361920005104550445185810528987458326, 23285020364238477510834553749571461594860958822104292638436003996535831697739)

P1 + P2: (47008558038610478417599709702769258318952930094418919808095119813300554426755, 23648166811944597548045123789574304901216841674066802621098084088872448358371)

58318952930094418919808095119813300554426755, 23648166811944597548045423789574304961216841674066802621098084088872448358371)

3b3eag3d2eabb308e0Pbealcad34241721777fd2ba2b289697bf facd79cf63a
ce Authentication Successfull

device public key: ((55835530177885259348752282156353700302548928802869902467942313370379865818842, 22286350001805791381648848418941284252754415759544472325111283748243923333

389)

Authentication Parameter vi = H(Rd * n3): f46f2aea759887f1de37419d95e15Fad1394afe24bsa3caafcseceazodfs029e

Session Key to be used: 360b035af3d15465f44459b148dbedb2b32e2112eleb59e13647bbfad546b7a6

Fig 2 — Snapshot of Server-side Login and Authentication Phase

Server info i
Device info retrieved!
ID 22301800355797930851134675838065825366158527825713849606272944815428019899320600
v d data from 2 | (931u9766721u9u5911%7 8 308008892810863383914729898676675897364U41488507, 55240640
1 527172789 25
_R1 (98349766723 Ll‘]LlS‘]l 57001082150 GBOOBB‘]ZBIGBG 8 ‘111472‘78‘78()'7()()758‘77 6441488507, 55240640U351517326U4089449001254411266
6024527172789081295703956425457324554742)
684665312 57876 864002185043185435093860601 4230765331134279875
R2 (1028009557€ 727029685884826506366715200097708U498076141348, U415946178051578055370730064631535628
7U02166604301132
R3 (94099 . 2 2 6 12299915463470008682502735096333125494866227727811, 2439791134737923093315408446779098601
471234C7741895"9JHOJ1877973549575956326)
Rd
275””157595'—1'—1”7"3”5

1210142926 384360039965
(470085580386104784175 3 925831895

4304901210841674066802621098084088872448358371)

Authentication Parameter V = H(R3 + RU): -

Received data from server - V1: (fU6f2a0a759887f1d037419d95e15fad139Uafe2ub8a3clafcBecea20df5029e,

2 20173 ZhJH17’741111331‘3740110‘311""SGJ‘3147‘3‘3‘!(1177‘!““8014053521, 8581838905U1926916351U4686135U99236

1728340648680713254

nd: 5415441049037505636811736249 9 97733493017255] 4394264295088076

_V1: fuef2aes de3 9d95 ad 94afe24b Ua a20df5029

Server Authentication Successfu

Session Key Computed 360b035af3d15065F4uU59b100dbedb2b32e2f12eleb59e136U47bbfad5U6b7a6

s on Hey Established!

Fig 3 — Snapshot of Client-side Login and Authentication Phase

m=10 ) ) m=50

| =8 EPS-AKA -8 EPS-AKA
sl CHOL 3500 CHOI
' GLARM GLARM
~nn | | == GRAKA % -~ GR-AKA
3000t | { 3000
~¥— Proposed =¥~ Proposed

Computational Cost (ms)

1000 ‘

400 S00
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Figures 4 and 5 illustrate the computing costs of the five
investigated protocols as a function of the number of devices,
specifically for certain values of m (where m represents the
number of groups). The formulas and graphs demonstrate a
direct relationship between the cost of communication and the
number of devices (n), indicating that the cost increases in a
linear manner. Under most conditions, the recommended
protocol exhibits superior performance compared to current

protocols when the number of devices is increased, provided
that the number of groups is raised to 50.

SECURITY ANALYSIS

Security analysis tools, as defined by reference [21], are
software programs or frameworks designed to facilitate the
scrutiny and evaluation of the security of computer systems,
networks, applications, or protocols. Scyther is an advanced tool
designed for the analysis and validation of security systems.

@ Scyther results : autoverify

Claim

ToTAuthLogin Server

Device

ToTAuthLogin,Server2

ToTAuthLegin,Server3

ToTAuthLogin,Serverd

ToTAuthLogin,Servers

ToTAuthLogin,Serveré

ToTAuthLogin,Server?

ToTAuthLogin,Server8

ToTAuthLogin,Servers

ToTAuthLogin,Server10

ToTAuthLogin,Server11

ToTAuthLegin,Server12

ToTAuthLogin,Server13

ToTAuthLogin, Device2

ToTAuthLoain Device3

Status Comments
Secret _Hidden_1 Ok Mo attacks within bounds.
Secret n3 Ok No attacks within bounds.
Secret n1 Ok Mo attacks within bounds.
Secret nd ok Mo attacks within bounds
Secret IDi ok Mo attacks within bounds
Secret V ok Mo attacks within bounds.
Secret R2 Ok No attacks within bounds.
Secret n3 Ok No attacks within bounds.
Alive Ok No attacks within bounds.
Weakagree Ok Mo attacks within bounds.
Miagree Ok Mo attacks within bounds.
Nisynch ok Mo attacks within bounds.
Secret _Hidden_2 Ok Mo attacks within bounds.
Secret n2 ok Mo attacks within bounds

Fig 6: Scyther Verification for Authentication

Figures 6 and 7 depict the protocol using a formal modeling
language, outlining the responsibilities of the participants,
specifying the messages exchanged, and defining the security
features to be validated. The program thereafter does an

automated analysis to examine the protocol for possible security
weaknesses, such as authentication failures, replay attacks, or
key leakage.

: @ Scyther results : verify
I

. Claim

ECDH | ECDH,I1 Secret X

ECDH, 12 Alive
ECDH,I3 Weakagree
ECDH, 14 Niagree
ECDH.I5 Nisynch
R ECDH.R1 SecretY
ECDH,RZ  Alive
ECDH,R3 Weakagree
ECDH,R4  Niagree

ECDH,R5 Nisynch

Done,

Status Comments

Ok No attacks within bounds
Ok No attacks within bounds.
Ok No attacks within bounds
Ok No attacks within bounds.
Ok No attacks within bounds
Ok No attacks within bounds.
Ok No attacks within bounds.
Ok No attacks within bounds.
Ok No attacks within bounds.
Ok No attacks within bounds.

Fig 7: Scyther Verification for Key agreement

The analysis proves our proposed authentication and key
agreement protocols are resistant to standard attacks.
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6.3 Comparative analysis with exiting schemes
We compare various techniques with our scheme and proposed
method resistant to existing attacks.
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Method Techniques P, P, P; Py Ps
used
GPS-AKA[12] ECC X N X X X
CHOI [14] ECC+Hash X X X X X
GLRAM[17] ECC+Hash J N X N4 X
GR-AKA [32] ECC+Hash X N4 X v X
WCF [25] ECC+Hash X N N N4 X
T.M.Butt[23] ECC+Hash Vv X X X X
Qur method ECC+Hash N4 V4 v NG v

Table 1. Our method vs other existing methods

The table 1 lists the following attacks: P1-MIM assault, P2-
Replay attack, P3-Impersonation attack, P4-Message Integrity
attack, and P5-Traceability attack. v indicates resistance, while
X indicates non-resistance.

CONCLUSIONS AND FUTURE WORK

Authentication and key management are vital elements of
network security and safeguarding. When it comes to the loT
industry, it is not enough to only focus on basic elements that
fulfill a specific security objective. This paper presents an
efficient 10T authentication, key management, and trust
management scheme for 10T environment. We implemented
proposed scheme and performed security analysis. The purpose
of this analysis is to evaluate security solutions and determine
the one that most effectively meets the application's needs. Our
method is efficient and resistant to existing attacks.

Future Work

Our plan is proposing an efficient framework for blockchain
based lightweight authentication for 10T environment. By using
a blockchain-based authentication system, this framework will
provide a secure, decentralized, and tamper-proof method for
managing 10T device identities and authorizations. In our
framework, a distributed authentication system to verify and
manage a network of Internet of Things (10T) enabled devices,
the system comprising: the multiple 10T enabled devices; a fog
node connected to the each of the multiple 10T enabled devices,
wherein the fog node: receives, a network registration request
from an 10T enabled device that is selected from the 10T enabled
devices.
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