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ABSTRACT 

The Internet of Things (IoT) is a network of interconnected objects that communicate by transmitting and receiving data. The 

assurance of data confidentiality while transmission across an unsecured network is contingent upon effective key management. 

Acquiring a authenticated key management strategy is challenging due to the high energy and computational expenses, despite the 

existence of several feasible key management strategies. In order to address this problem, various key management protocols have 

been proposed. These protocols aim to resolve the issue of having a single point of failure and ensure the security attributes of the 

current system are maintained.  

In this paper, we propose a novel light weight key management mechanism for wireless sensor networks and its integration into the 

Internet of Things. A technique that requires authentication is implemented using elliptic curve and hash algorithms and presented 

efficient key agreement scheme for establishing session key. This method also offers the functionality of adding and removing 

clients, as well as ensuring the freshness of encryption keys. Experimental results and security analysis of proposed method is 

presented. Our scheme is an efficient and compared results with existing techniques. 
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INTRODUCTION  

Cryptographic key management is the process that addresses the 

issue of generating, establishing, distributing, and maintaining 

confidential session keys. This chapter specifically examines 

group communication that incorporates confidentiality 

measures to restrict access to material shared inside a secure 

communication session to only authorized group members. 

Ensuring the secrecy of information in wireless sensor networks 

(WSNs) involves the crucial duty of establishing and 

maintaining a shared session key among group members. 

Wireless sensor networks play a crucial role in the development 

of IoT technology [14].  The installation of a group key is crucial 

for ensuring the integrity, authentication, and confidentiality of 

message transmissions within multicast groups. In addition, 

group key establishment procedures in IoT-enabled WSNs must 

be able to accommodate the specific characteristics of devices 

and networks, including resource limitations, scalability, and 

the ability to build dynamic groups. Wireless sensor networks 

[15] are comprised of numerous nodes that self-organize 

without central supervision. Nodes that are beyond the 

transmission range can connect using multi-hop routing. The 

Internet of Things (IoT) has emerged as a potent component of 

advanced networking technologies. In an ecosystem enabled by 

the Internet of Things (IoT), tangible objects or things are no 

longer unresponsive. Instead, they possess connectivity to the 

Internet and are equipped with processing and communication 

capabilities. 
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Security in IoTs devices 

The Internet of Things (IoT) and the 5G communication 

environment allow various applications, including remote 

surgery, self-driving automobiles, virtual reality, flying IoT 

drones, security and surveillance, among others [3,4,5]. In 

addition, it is vulnerable to numerous possible threats such as 

replay attacks, impersonation, password guessing, physical 

device theft, session key calculation, privileged insider attacks, 

malware, man-in-the-middle attacks, malicious routing, and 

others. Hence, it is imperative to safeguard the infrastructure of 

the 5G-enabled IoT communication environment from such 

attacks. To tackle this issue, researchers in this domain need to 

develop a range of security protocols categorized into key 

management, user authentication/device authentication, access 

control/user access control, and intrusion detection. A 

fundamental cryptographic primitive known as key 

management serves as the foundation for all other security 

primitives. Key management is divided into pairwise and group 

key management systems depending on the application.  

 
Fig 1: IoT: Security Requirements

 

Figure 1 presents detailed layer wise security requirements in 

which authentication and key agreement play a very important 

role in perception layer to application layer. Locally broadcast 

communications are typically secured using Group keys, which 

are shared keys [6,7] across all group members. The base station 

uses a group key, which is a globally distributed common key, 

to encrypt communications that are broadcast to the whole 

network. Key management in wireless sensor networks (WSNs) 

and other communication protocols is difficult in terms of 

applicability. In WSNs, public key cryptography or symmetric 

cryptography algorithms were the basic building blocks of key 

management techniques.  

In homogeneous sensor networks, the majority of key 

management strategies focus primarily on employing 

symmetric cryptosystems, although they frequently have poor 

storage performance and have a high overhead when creating 

shared keys for all neighboring sensor pairs. An early study [7,8, 

24] used blockchain as a distributed service platform for IoT to 

confirm the viability of blockchain-based IoT applications. Its 

performance analysis clearly shows that distributed fog-node 

performance is significantly superior to that of a centralized 

cloud, which we can adopt for our proposed method. We 

incorporate the benefits and features of blockchain technology 

into IoT communication and provide an effective blockchain-

based verified group key agreement protocol for IoT 

applications. The majority of today's resource-constrained IoT 

devices, however, are not yet able to interface directly with a 

blockchain. 

 

Motivation and Contribution 

The majority of security mechanisms [2,13] offered for the IoT 

environment are inadequate as they fail to provide 

comprehensive protection against potential assaults. In addition, 

several protocols are effective against specific attacks but are 

ineffective against multiple simultaneous attempts. Therefore, it 

is imperative to develop security mechanisms that can 

simultaneously safeguard against numerous threats. Hence, the 

development of protocols for this specific domain is a 

formidable challenge that must be addressed by future scholars. 

Security is of utmost importance in nearly all IoT applications 

[14,15] that have been implemented or are currently being 

implemented. The utilization of IoT is expanding at a quick pace 

and infiltrating a majority of the current sectors. While operators 

do provide support for IoT applications using current 

networking technologies, many applications require stronger 

security measures from the technology they rely on.  

 

Our Contribution 

This paper presents, an efficient method for user authentication 

and key agreement that is both lightweight and anonymous is a 

crucial undertaking in IoT-based systems [16], ensuring secure 

connection between the gateway and sensor nodes. 
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i. We propose a new and efficient authenticated key 

management technique for wireless sensor networks, which 

is also seamlessly integrated into the Internet of Things.  

ii. An authentication technique is constructed utilizing elliptic 

curve and hash algorithms to establish a session key through 

an efficient key agreement scheme.  

iii. This method additionally provides the capability to add and 

remove customers, while also maintaining the up-to-date 

nature of encryption keys.  

iv. We experimented propose scheme and presented a thorough 

security analysis of the proposed approach. 

 

Organization of the Paper 

The rest of the paper is organized as follows: In section 2, we 

present authentication key agreement schemes and section 3 

explains the related work and the drawbacks in existing 

methods. Section 4 discusses the proposed method procedure 

and its overview and experiment results presented in section 5.  

Security analysis of the proposed method is presented in section 

6, section 7 concludes the paper and future work. 

 

AUTHENTICATION AND KEY MANAGEMENT 

PROTOCOLS 

This section presents various authentication and key 

management systems that are suited for IoT environment.  

 

Authentication and Key Agreement 

Using different passwords at every step of authentication could 

be a tedious task for the user, hence several other techniques for 

the same are taken in use like the fingerprint scan, iris scan etc. 

Also, considering only one factor for authentication was not 

sufficient as it has risks for hacking and loss of personal data. 

To guarantee the correct user is authorized, two factor and multi 

factor authentication methods are employed. The system is 

highly adaptable and efficient, facilitating seamless interactions 

with the database. There are several already existing researches 

in this particular sector but there’s always a scope of 

improvement and adding additional security to it. An 

authentication technique that is secure can ensure both secure 

connections and secure data. Implementing authentication 

techniques [25,31] for IoT devices is a difficult task. 

Authentication encompasses three crucial elements: security, 

which guarantees the confidentiality of the user's long-term 

secret across all locations and at all times; storage efficiency. 

Information presented by one party to another to authenticate 

itself, it can use hash, symmetric or asymmetric cryptographic 

algorithms. 

 

Taxonomy of IoT Authenticated Key Management Schemes 

We present most recent literature on key management schemes 

in IoT environment. 

i. Asymmetric key management schemes 

Public Key Cryptography [42,43] in server nodes necessitates 

robust computational nodes and dedicated cryptographic 

processors. For client nodes that have applications requiring 

occasional connections to other servers, Public Key 

Cryptography (PKC) could be a suitable option. Pre-shared key 

methods are beneficial for server nodes in compact real-world 

applications. Nevertheless, currently available mathematical-

based Key Management Systems (KMS), such as the 

Polynomial scheme, offer superior characteristics provided that 

the application can handle the additional computational burden. 

Note that such Key Management Systems (KMS) can also 

function as a feasible solution for client nodes. The 

methodology presented in references [16,44] provides 

techniques to guarantee confidentiality and end-to-end 

guarantees by employing group-based keys within a clustered 

and distributed key management system. A Denial of Service 

(DoS) attack can be executed in the provided manner, as it fails 

to impose any restrictions on users, allowing them to send 

superfluous messages to the cluster head. The scheme has a 

computational complexity of O(N3). 

 

ii. Group Key Management in constrained IoT Settings  

In [39,40] presented a systematic summary of GKM protocols, 

taking into account various key distribution models as 

categorization criteria. The analysis of synchronous and 

asynchronous GKM methods reveals that current approaches 

either lack reliability mechanisms or provide mechanisms that 

are ill-suited for the specific dynamically evolving limited 

environment. Centralized synchronous protocols have methods 

that are appropriate, but they are not scalable for the specific 

dynamically-changing circumstances they are designed for. 

Constrained environments lack reliability when using any 

asynchronous protocols. Reliability mechanisms are currently 

absent in lightweight centralized asynchronous protocols. In the 

paper [22], presents a highly scalable multi-group key 

management protocol for IoT that ensures forward and 

backward secrecy, effectively recovers from the collision attack 

and provides secure coexistence of several services. 

 

iii. Public key authentication and key agreement  

The techniques [38] overcomes the substantial airtime usage 

necessary for exchanging messages for authentication and key 

agreement. The solution offers a unique key management 

protocol that combines implicit certificates with a typical 

elliptic curve Diffie-Hellman exchange. It facilitates 

authentication and key agreement. The system offers the ability 

to derive temporary keys, perform rapid key updates, and 

effectively defend against replay assaults. The results 

demonstrate a reduction in airtime usage of up to 86.7% 

compared to traditional methods that rely on X.509 certificates. 

The method lacks protection against node capture attacks or 

impersonation attacks, and it does not optimize the utilization of 

memory and computing power. The scheme has a computational 

complexity of O(log N). 

 

 iv. Matrix based key management schemes  

The study in [35,36,37] examines the issue of node capture 

attack from an adversarial perspective, where the opponent 

strategically exploits the weaknesses. In order to counteract, the 

strategy creates an analogous assault matrix. This matrix 

delineates a group of pivotal nodes and provides them a 

hierarchical dominance ranking. It is necessary to optimize the 

values of components that contribute to direct and indirect 

compromise. The scheme has a computational complexity of 

O(N3). A matrix-based approach for key management was 

introduced in [34,38], which utilized encryption techniques to 

optimize storage capacity and reduce the computational burden 

on nodes. This plan Enhances the robustness of node capture. 
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Additionally, it provides enhanced storage capacity. The client 

experiences a higher level of communication overhead when 

disconnected as a result of network failure. The computational 

complexity of the scheme is expressed as O(m∗N). 

 

RELATED WORK 

With As IoT-focused technologies improve, practical 

appliances are beginning to encounter crucial components 

including sensors, processing power, and system connectivity 

[12]. Archetype is commonly associated with providing fairly 

reliable data declaration across uncertain networks. Because of 

this, the Internet of Things prototype computationally inherits 

all of the security problems that frequently appear in the Internet 

and all other kinds of cyber-physical systems. The first 

important security feature of any suggested protocols [1,2,3] is 

its guarantee of the integrity and validity of message 

transactions.  

 

In [4] investigates the lack of security in IoT devices in relation 

to the IoT stack provided by standardization groups. It 

concludes that the data encryption process at the network layer 

is ineffective and mainly focuses on the physical and data link 

levels. [6] addresses the problem of establishing a session key 

between a client and a server in the Internet of Things setting 

and provides alternative solutions. A comprehensive review of 

GKM protocols using various key distribution models as 

classification criteria is presented in [2]. The review of 

synchronous and asynchronous GKM processes demonstrates 

that the current methodologies either fail to account for 

reliability mechanisms or fail to apply the mechanisms in the 

desired dynamically changing limited situation. The substantial 

amount of airtime needed to exchange messages for key 

agreement and authentication is addressed in [13] approach. It 

offers a solution through a cutting-edge key management 

protocol that performs authentication and key agreement while 

integrating implicit certificates with a traditional elliptic curve 

Diffie-Hellman exchange. A Key Management Protocol (KMS) 

for a Hierarchical IoT network is provided in [14]. It uses three 

factors for authentication and key generation: a smart card, a 

password, and biometrics. Investigates the issue of node capture 

attacks from an adversarial perspective in [15], where the 

attacker skillfully exploits the flaws. The plan creates a 

comparable attack matrix in response. This matrix assigns a key 

dominance rating and identifies a group of crucial nodes. Using 

group-based keys in a clustered and distributed key 

management system, [16] offers a solution and techniques for 

achieving confidentiality and end-to-end guarantees. It uses a 

clustering strategy to spread the massive IoT network. 

 

In [18], a matrix-based approach to key management was 

developed. To increase store capacity and make nodes lighter, 

the approach leveraged encryption. With this technique, node 

capture resilience is improved. Additionally, it offers more 

storage room. In the event of a network outage, the client 

experiences increased communication overhead. A lightweight 

authentication and key agreement approach for WSN in an IIOT 

environment is suggested in [19]. Fast authentication and an 

unpredictably long pseudonym update period were the 

outcomes of the suggested effort. A logical tree-based secure 

mobility management method (LT-SMM) leveraging mobile 

service computing has been suggested in [21]. To guarantee 

message integrity, it has used chaotic map-based one-way hash 

algorithms. It reduces and fixes concerns with additional 

rekeying. The study [22] introduces a highly scalable multi-

group key management protocol for the Internet of Things that 

guarantees forward and backward secrecy, successfully fends 

off collision attacks, and permits the coexistence of different 

services in a secure manner.  

 

A mutual authentication and session key agreement technique is 

suggested in [25] article to ensure safe communication in IoT-

enabled WSNs. To create a session key, Weil pairing and ECC 

are used. As the receiver recognizes the replayed message by 

checking the nonce, the Scheme is protected from replay 

attacks. 

 

PROPOSEDLIGHTWEIGHT AUTHENTICATED KEY 

AGREEMENT SCHEME 

In this section, our focus is on authenticated group key 

management for IoT environment. The establishment and 

dissemination of a shared secret value among network sensor 

nodes is a crucial objective in the field of computing. The key 

in question, referred to as either a group key or conference key 

(CK), fulfils the function of encrypting and decrypting 

messages.  Firstly, we present important cryptographic 

techniques for construction of our methods. 

 

Elliptic Curve Cryptography 

In order to execute an already established system, we require an 

elliptic curve [7,8]. A function E defined over a finite field F can 

be expressed as y2 = x3 + ax + b, where a and b are members of 

the finite field F with pn elements, where p is a large prime 

number. The equation is satisfied by the set of points (x,y) that 

belong to the set F. In geometric terms, the addition of two 

points (Q1) and (Q2) involves drawing a straight line that 

intersects both points and finding the third intersection with the 

curve (R1). Reflecting this point (R1) along the x-axis results in 

the sum of (Q1) and (Q2), denoted as (Q1) + (Q2). 

 

Hash function 

A hash function H(M) [5,6] generates a hash h of a fixed length 

from a message of variable length. The length of the hash h 

remains constant regardless of the length of the message M, 

even if it is as large as a terabyte. The hash value h, which 

possesses the attribute of being one-way, cannot be utilized to 

determine the message M. Reverse engineering is not feasible 

in this particular scenario. The equation h = H(M) defines it. For 

each distinct value of M, it generates a unique hash h. It aids in 

detecting any alterations to the message M throughout its transit 

across the network. Modifying any part of the message M will 

result in a corresponding alteration in the hash value h = H(M) 

of the message. We can select SHA-1 with Block size 512, 

Word size 32 and with hash value 160, similary for other 

variants select SHA-256 with Block size 512, Word size 32 and 

with hash value 256, and SHA-512 with Block size 1024, Word 

size 64 and with hash value 612, 

 

Proposed Authenticated Key Agreement Scheme 

 The IoT devices establish communication among themselves 

and with a gateway, which is then connected to a cloud server. 
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However, Gateway must authenticate each of them before to 

initiating their conversation. Typically, these IoT devices are 

vulnerable to attacks that compromise their security and expose 

their privacy on the network due to their public nature and 

limited resources. Our proposed authenticated key management 

protocol contains 3 phases: 

1) User Registration phase 

2) Authentication phase 

3) Key Agreement  

 

User Registration phase 

i. The smart device send device IDi to the server (S). 

ii. Server uses Mk – message value, Nid-node Id, r1-random 

chosen value and calculates H1(Mk || NID || r1)  

iii. Server  select its private key xj  0<j<n, and calculate Ns = 

H1(Mk || NID || r1) ⊕ xj for smart device. 

iv. The server then it calculates the curve point Ns’ = Ns×G and 

shared with devices.  

v. The server selects the random number nd for every device 

Di and server calculates Bi = H(Ri ⊕ H(Xs).Ns) and store 

calculates Bi’ = Bi .G  and IDi in the database. 

vi. In addition, server S transfers Ns’ to the device Di. Then Di 

receives Ns’and it stores in the memory. 

 

 

 

Login and Authentication 

i. In this phase the IoT device Di generates a random nonce 

n1, calculates P1 and P2 and sends N1, P1 and P2. 

P1 = n1 × G, P2 = H(P1||n1 × Ns′) 

ii. The S recollects the associated record of the ith device IDi 

from the memory and computes the Ns value using Mk, NID 

and ri,  then verifies the validity of P2. 

iii. If   P2 validation holds, then server(S) randomly generates 

the number N2, calculates P3 and P4 and send them to Di , 

P3 = N2 × G 

      Compute P4 = H(P′2||N2 × B′i) 

iv. After obtaining the messages from server, the device(Di), 

and computes Bi = H(NID||Ns′). 

 

Key agreement 

i. Then device (Di) verifies the the correctness of P4 and if it 

is verified successfully, it calculates Vi and SK. Then Vi is 

sent to server for the authentication and session key SKi 

computed and agreed upon during this session. 

i. Vi = H(P′4 ||N1 × P3) 

ii. SKi = H(P3||N1 × P3) 

ii. The server S checks the received Vi with computed V ′ and 

if both are same then, it computes session key SKs for the 

secure communication. Otherwise, the session is terminated. 

iii. Session key is SKs = H(P3||N2 × P1). 

The following algorithm explains the details of the interactive computations between server and device: 

Algorithm 1: Authentication and Key agreement 

Server (S)               Device 

(Di) 

1: Di randomly generates n2 

2: Compute R2 = n2 x G 

3: Compute R3 =n2 x R1' 

4: Compute R4=n2 x Rd 

5:Compute AuthenticationParameter V=H (R3 +R4) 

6:  Send ⟨V, R2⟩ to Server S 

7: Compute V ' =H (n1×ns×R2 +nd ×R2) 

8: if V ==V ' then 

9: Authentication Successful 

10: S randomly selects n3 

11: Compute R5 = n3 × G 

12: Compute V1 = H (n3 ×Rd) 

13: Compute SK = H (R2 + R5+ Rd) 

14: Send ⟨V1, R       5  ⟩ to Di 

15: else 

16: Authentication Failed 

17: end if 

18: Compute V1
' =H (nd x R5) 

19:  if V1 == V1
' then 

20:  Authentication Successful 

21: SK' = H (R2 + R5+ Rd)             22: else 

23:  Authentication Failed 

24: Endif 

EXPERIMENT RESUTLS 

This section presents experiment results of our scheme in client 

and server platform. Implementation of proposed authenticated 

key agreement algorithm is done in two modules – IoT client-

side module and Server-side node. The client-side code is 

implemented in Python that will be running on the Raspberry pi. 

The server-side code is implemented in JavaScript. A socket 

communication is established between both IoT node and server 

node. 

Since the algorithm is ECC based, the selected curve for the 

implementation is – 

Standard curve database 
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ANSI X9.63 curves, ansip256k1, 256-bit prime field 

Weierstrass curve. 

Parameters: 

p   0xfffffffffffffffffffffffffffffffffffffffffffffffffffffffefffffc2f 

a   0x0 

b   0x7 

G  

(0x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d95

9f2815b16f81798, 

0x483ada7726a3c4655da4fbfc0e1108a8fd17b448a68554199c

47d08ffb10d4b8) 

n   0xfffffffffffffffffffffffffffffffebaaedce6af48a03bbfd25e8cd0

364141 

h   0x1 

Below snippets Fig 2 and Fig 3 shows the snapshot of login and 

authentication phase.

 

 
Fig 2 – Snapshot of Server-side Login and Authentication Phase 

 

 
Fig 3 – Snapshot of Client-side Login and Authentication Phase 

 

  

Fig. 4. Comparison of computational costs, for m = 10.   Fig.4. Comparison of computational costs, for m = 50
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Figures 4 and 5 illustrate the computing costs of the five 

investigated protocols as a function of the number of devices, 

specifically for certain values of m (where m represents the 

number of groups). The formulas and graphs demonstrate a 

direct relationship between the cost of communication and the 

number of devices (n), indicating that the cost increases in a 

linear manner. Under most conditions, the recommended 

protocol exhibits superior performance compared to current 

protocols when the number of devices is increased, provided 

that the number of groups is raised to 50. 

 

SECURITY ANALYSIS 

Security analysis tools, as defined by reference [21], are 

software programs or frameworks designed to facilitate the 

scrutiny and evaluation of the security of computer systems, 

networks, applications, or protocols. Scyther is an advanced tool 

designed for the analysis and validation of security systems. 

 
Fig 6: Scyther Verification for Authentication

 

Figures 6  and 7 depict the protocol using a formal modeling 

language, outlining the responsibilities of the participants, 

specifying the messages exchanged, and defining the security 

features to be validated. The program thereafter does an 

automated analysis to examine the protocol for possible security 

weaknesses, such as authentication failures, replay attacks, or 

key leakage.

 
Fig 7: Scyther Verification for Key agreement

 

The analysis proves our proposed authentication and key 

agreement protocols are resistant to standard attacks. 

 

6.3 Comparative analysis with exiting schemes 

We compare various techniques with our scheme and proposed 

method resistant to existing attacks. 
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Table 1. Our method vs other existing methods

 

The table 1 lists the following attacks: P1-MIM assault, P2-

Replay attack, P3-Impersonation attack, P4-Message Integrity 

attack, and P5-Traceability attack. ✓ indicates resistance, while 

X indicates non-resistance. 

 

CONCLUSIONS AND FUTURE WORK 

Authentication and key management are vital elements of 

network security and safeguarding. When it comes to the IoT 

industry, it is not enough to only focus on basic elements that 

fulfill a specific security objective. This paper presents an 

efficient IoT authentication, key management, and trust 

management scheme for IoT environment. We implemented 

proposed scheme and performed security analysis. The purpose 

of this analysis is to evaluate security solutions and determine 

the one that most effectively meets the application's needs. Our 

method is efficient and resistant to existing attacks. 

 

Future Work 

Our plan is proposing an efficient framework for blockchain 

based lightweight authentication for IoT environment. By using 

a blockchain-based authentication system, this framework will 

provide a secure, decentralized, and tamper-proof method for 

managing IoT device identities and authorizations. In our 

framework, a distributed authentication system to verify and 

manage a network of Internet of Things (IoT) enabled devices, 

the system comprising: the multiple IoT enabled devices; a fog 

node connected to the each of the multiple IoT enabled devices, 

wherein the fog node: receives, a network registration request 

from an IoT enabled device that is selected from the IoT enabled 

devices. 
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